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Launching the self-training module on protection of
personal data for SMEs
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The PCPD’s main website being awarded the Silver Award
(Website Stream) in the “Web Accessibility Recognition
Scheme 2015”
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One Year at
A Glance
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Over 250 privacy regulators, policy makers,

government and business leaders, ICT

professionals as well as privacy advocates
and academics across the globe attending the

International Conference on Big Data from a

Privacy Perspective organised by the PCPD

 [BEXABER | B8F  TERFLE BERE!
Unveiling the annual Privacy Awareness Week
with the theme “Privacy Matters”

NBEFEAIE [ E K EFLAEMAE | miE
Hosting the 43rd APPA Forum

s MM -IEERETBSERBUSRBMARPLE
THRELBHARREER

Publishing a study report carried out by the Centre MEHE RN EESEEBHILERIES

for the Advancement of Social Sciences Research ERNARZBH] ABUTIRERERS
of Hong Kong Baptist University Making submission to the government in

response to Public Consultation on Automatic
Exchange of Financial Account Information in
Tax Matters in Hong Kong

HRHC(KRERFTAEYHBER
851
Issuing a guidance note “Guidance
on Collection and Use of Biometric
Data”

s BERFATHE 2N BESHBEBRENWEETAFE
W B SR B BB A & K
Publishing an investigation report revealing 42
employers to place blind recruitment advertisements
for the unfair collection of job applicants’ personal data

c BRPBERE  —AFRESARUERETZHE
B BERTAFRERERENEER
Publishing an investigation report on the excessive
and unfair collection of employees’ fingerprint data
by a fashion trading
company for monitoring
staff attendance

CEBR—MBMBEI0CEEAAHL
BMIRE
Publishing a report on a
survey of 10 commonly-used
public registers

s NI —HEHEABEBRBLEREMRPOLETHAR
HEAERDBEENRAEER
Publishing findings of a study of public attitudes on
personal data privacy carried out by the Social Sciences
Research Centre of the University of Hong Kong

AR [BRCEAIFBHANM | ABFRRERSE
Making submission to the government in response to
Public Consultation on Apology Legislation in Hong Kong

EEBRBEEBRMERSE

=i (AR A RHR AR

Ly

Presenting the third “Privacy

Commissioner Prize in Privacy

& Data Protection Law”

scholarship, jointly set up by the PCPD and Faculty
of Law of the University of Hong Kong
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s BREAERLRBESEE R LB
Mr Stephen Kai-yi WONG assumed office as
the Privacy Commissioner for Personal Data,
Hong Kong.

c NEWILLE —FRESR
#2015
Winning the “Government
Standard of Excellence” in
the 2015 Web Awards

HH [HEEEEEE
Launching the “Online
Training Platform”

D [ 2RABHEHEBERSE | THRR
WIRE D FERANRERREEARERXATN
SEAEBRHERNWHMELR

Announcing the results of the international
Privacy Sweep exercise coordinated by
the Global Privacy Enforcement Network,
examining the concerns over personal data
collected by websites and mobile applications
used by youngsters

—BEEARBHETEE R EEREHIR
WHER=ZBT » REFIERX L ERERE
IS4-0ESES

A telecommunications service provider being
the first company convicted of an offence under
the new direct marketing regulatory regime
and fined HK$30,000
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CEEEEHABBEHEBITHHNIEEBNER
FEAREIMNBREAERNER

Responding to media enquiries about the
possible personal data leakage involving the
contactless credit cards issued by banks

HERERELRTEH » WAEABI10FMARERR
SEHERELBHHE

Launching the annual University Privacy
Campaign in 10 local universities to promote
personal data protection

FABEE B W FE T sl P IR Hr 45 - 22 1TV 58 37 /8
EFRE R IE R A EEE TS

The Commissioner attending the 37th
International Conference of Data Protection
and Privacy Commissioners, held in Amsterdam,
the Netherlands

cABEEHFETHRBREN
RBIETHENE REMBA
EX BEREE
The Commissioner attending the
6th International Conference
“Personal Data Protection” in
Moscow, Russia

HRCRERLEAE —BREREMB
D

Publishing a leaflet “Children Online Privacy -
Practical Tips for Parents and Teachers”

HhR (R EBRWER
FERAEAER  UR
EAHRNERER
EHEEHIE) ERER {
Publishing an information
leaflet “Collection and
Use of Personal Data
through the Internet -
Points to Note for
Data Users Targeting
at Children”

NHHEASE R EEREE  URESR
HEREERFHEXFAREBAERMS
M ELER

Announcing the study findings results of an
assessment of 45 local websites and mobile
applications targeting at children, examining
the concerns over personal data collected
by them

BHRENEREER — [EB B
MIED EEEFREE ]

Launching the new TV APl - “Stay Smart.
Mind Your Digital Footprint”

c KIEBNH R 20@ TR HHIELAREE

Staging a public education roadshow at 20
different locations throughout the city

s ABREEHFETRMBITNE44E [ X
EFLBHAS | SR8
The Commissioner attending the 44th APPA
Forum in Macao

c BREERE  ERRTHARNNE

BHURFE e

Publishing an inspection report on the
personal data protection measures taken
by Hong Thai Travel Services Limited
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BE—FITHE

The Commissioner delivering an annual
report at a meeting of the Legislative
Council Panel on Constitutional Affairs

HM(EFRRLHETBARAERN
BAERFE (10EREMBR L) )
Publishing a leaflet “Electronic Health
Record Sharing System and Your Personal
Data Privacy (10 Privacy Protection Tips)”

H AR KB AE R (FARE) R451) BHE 7/
RO BRRS (BERHEREESHE
AEZEESEIEH)) ERER

Publishing an information leaflet “Personal
Data (Privacy) Ordinance and Electronic
Health Record Sharing System (Points to
Note for Healthcare Providers and
Healthcare Professionals)”

- BB [HEREREMIMEES FERWE
SEFEATSH | OBFRERERS

05

Making submission to the government
in response to the Public Engagement
for Electronic Road Pricing Pilot Scheme
in Central and its Adjacent Areas
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April 2015 — March 2016: A Year in Numbers

AR
SN BHIEEE
B R TIEYS - T AR5
ER » LkEFIBR27%

19,671 people

attended our talks,
seminars and workshops
to learn about the
requirements under

the Ordinance, O
27% year-on-year
increase

42.

FEMARS
BREBMH
EEEFIERT70%

42 secondary schools
became our

school partners,

70% year-on-year
increase

@)

O

539..a

MARBEREEHS -
EEEFRD 13%

539 members joined the
Data Protection Officers’ Club,
13% year-on-year decrease

N
SHERERPERN
RIBEAEREREEE -
EEEFIER39%

56,145 people

participated in education
programmes for universities
and secondary schools,
39% year-on-year

increase

AR
ZENEBNARHABEKERE -
EEEFIER 2%

147,794 visitors
frequented

the public

education roadshows,

2% year-on-year

OO0O
increase QQQ

EE:Z’():Z:!%

REFEE
xa2s 20%

2,022 complaints
were received,
20% year-on-year
increase

BRI
REMERE

EEEFBE

18,690 enquiries
were handled,

14% year-on-year ‘
increase
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286

THRBENEREETE
EE EFIE R 26%

286 compliance checks
were carried out,

26% year-on-year
increase

BR¥EE

/N
BIENBEEMY 0 LkEF
WD 17%

An average of

46,049 visits to our

main website per month
were made,

17% year-on-year
decrease
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Mission Statement

REEETFEEE
Strategies and Key Goals

R Mg

Strategies
HoE « BRADIE ~ DFMERRNEF
Enforcement « BY - MrTfE - BERERIBITS

RBMHMRESE  BREMMANEIER
1~ HEMNBEED - BITAENEE
BB RIEE BB SFRIERIREM
FLEER AR ER

To ensure equity, fairness and operational
efficiency
Toactindependently,impartiallyand without
fear or favour

* To partner with other regulators, leveraging
their legislative mandates, institutional
tools and enforcement powers

To partner with overseas data protection
authorities for handling cross-border privacy
issues and complaints

FEHR
Key Goals

o HE R BRI it ARRIRERE SR

- EXMAMERLOEEN

c AT S ERIRMGAEEWBI RS - B
BFAERLBZELHARALES
a1

« Complaints are investigated and resolved
efficiently in a manner that is fair to all
parties concerned

Enquiries are responded to professionally
and efficiently

Meritorious  applications for legal
assistance are entertained and aggrieved
individuals compensated

FAEBEE AEFH PCPD ANNUAL REPORT 2015-16
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BN EERR FERAEAESTLEBEBEZ AR
Monitoring BAHMBEES  BEMANEEHE
and Supervising B BIENBERESD - BITABNEE
Compliance SN IRE E RSB S ERIEBIRN
LB RE B IR R

To investigate proactively and fairly into areas
where the privacy risks are significant

« To partner with other regulators, leveraging
their legislative mandates, institutional
tools and enforcement powers

To partner with overseas data protection
authorities for handling cross-border
privacy issues and complaints

- RERBEITREEAESNEEMER
MRIFHREEFLRBITSES X

« Organisational data users are facilitated
to meet their data protection obligations
and adopt good privacy practices

HEE  REAER AT ESHERETLRE cHMEEFEEMEAFEEFRD - FNMERE
Promotion s BERBIAELENEMNZEESR B BAELMRESENERMNEE mA
BETEARR - BAKFE HREREEHIER T 7R &
o MAMAYE - HRFER  BHERZNE s N AERBEIABERAENERER
BNHBERA EH TSR - EIEETT
- EEME  HRIZEBFESIA c BEANBBNEREREHIBLE
cHERAEBEEMEBHET  BEERER HNABRARHNXE
EMNERESA
« To seek proactively the holistic » A better understanding of the laws and
engagement of stakeholders principles in the community is articulated,
- To promote best practices among recognising not only the rights and
organisational data users on top of obligations but also expectations and
meeting minimum legal requirements limitations in personal data protection
« To maximise publicity and education «» Organisations in public and private sector
impact through websites, publications understand their obligations as data users
and media exposure under the Ordinance and the ways to
» To engage the community, in particular, meet them
young people « Individual and organisational data users
» To use lessons learnt from investigations understand the role of the PCPD and the
as a means of educating data users and assistance the PCPD may provide
data subjects
HEER - AT EBAE MBS EA  EHREKFHNESR
Corporate s EAERUERKEEN R - MERMA
Governance - FERE ITERF
o BRI TAEMBSEIRF A HE - BREX [ 212
MMARR NGt BEAEREXERE
2 TAE
o $EI I #EFE RO FIEE SE A9 (8] B
» To adhere to the principles of transparency » High standard of corporate governance
and accountability is achieved
» To maximise utilisation of resources to
achieve  economy, efficiency and
effectiveness
» To make continuous effort to streamline
work procedures
« To apply a “selective in order to be
effective” approach in prioritising work,
with an emphasis on assignments that
will have the greatest impact
» To build and maintain a loyal and
professional team
WEFREH - REBIRERE cBITREZBNEENAERGINESETE
Meeting o BEERERRERE R B EEX
Changing o BEARH T EELHFARBEIE
Needs

« To keep abreast of technological
development

« To monitor international development
and trend

» To keep track of evolving local privacy
expectation

« Existing and proposed laws and regulatory
systems are relevant and effective
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Privacy.

Commissioner’s

Message

EBBEAENILBES
Stephen Kai-yi WONG

Privacy Commissioner for Personal Data, Hong Kong

ERRThaRRRE

2016 FE 2 RNEBHRZ=1BF » M1995F#|
EB CEAER (FABE) &5 21996 F£4£
My o

HEFTRA R ERNLEER S EEBHE
BEEBHW EHEEFE - ETBENF - &
EHBMANEEHEH160EIZE4001= °
TEEE  TI0BALEEZR1,420ERE &M
BHEREEFMERNETE - BE8URERLE
EEL R FERREERATEREETT
EEFHMET - BERMALTEBE R TEE
DEMPVEREWRESER - BERBERE
EZFEARMEAENESEZREEETESR
B REXDREBRBERETHRBER
B c AMBEENEHEEE  EEREE
MEBREFZTRE - EAREBREEYHE
A URAKIE  ZALHEHREAER
BHMA - AR EBENENREREZAET

Data Protection in a Smart City

2016 marks the 20th anniversary of the set-up of this office (“PCPD")
and the 1995 Personal Data (Privacy) Ordinance was put in force
in 1996.

There is little dispute that the economy, whether local or global, is
now data driven. Over the last four years, the number of Internet
connected devices has increased from 16 billion to 40 billion. In
Hong Kong, 7.3 million people are currently enjoying the benefit
of actively using 14.2 million SIM cards. Hong Kong is probably one
of the few cities in the world where passengers using escalators
at the underground stations and conveyor belts at the airport
are reminded not to read their mobile devices. This development
inevitably calls for our personal data although we do not even
know or care about its being collected or used - from handing
in an application form for a kindergarten place to downloading
apps in our mobile devices. Topical issues like direct marketing
calls, telephone scams, mobile and e-payment services, the use
of biometrics like fingerprints and cyber-bullying somehow begin

Bz BEUSEEERNENESESE
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B g - RMMERRBE-—EXt S
ATEEPOERBREHEEEAER - T2
BEMANEBEAER -
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W HNBBREERE EEREBEKROINE
R - EEAER T EEREREANILE -
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BEAER  RENE BRRBRESR
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B B BUFRREESLENE—F
MITE °

B EEREAR
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with personal data. Whilst the rapidly changing information
landscape creates more business opportunities, it also increases
risk throughout the data lifecycle. Indeed data protection is part
and parcel of the life of this smart city.

Respecting Data Privacy

Our principle-based and technology-neutral privacy regulations
and regime are crafted with flexibility to accommodate innovation.
Our enforcement work addresses the concerns of both the
individual data subjects and data users or controllers. We in the
PCPD have had full regard to the instrumentality of adequate and
sufficient promotion and education on the understanding, not just
awareness, of the law and the changing privacy landscape. We aim
to cultivate and nurture a culture whereby not only will everybody
be vigilant about providing his own personal data but also be
respectful of the others'.

Fair Enforcement

Our mission continues to be steadfastly and staunchly upheld by
each and every member of the PCPD in that we will continue to
spare no efforts to secure the protection of privacy of individuals
with respect to personal data through promotion, monitoring and
supervision of compliance with the Ordinance. During the year,
data leakage incidents reported to the PCPD involved the personal
data of over 854,000 individuals. These incidents included loss of
documents or devices, inadvertent disclosure by electronic means
or post, system failure, malware attack and hacking.

Last year, over 20,000 enquiries and complaints were received,
although the number of prosecutions was significantly lower.
Since the revised provisions on direct marketing had taken effect
on 1 April 2013, the first four conviction cases were determined
by the Magistrates Court last year. Many cases were disposed of
by way of mediation or conciliation. Other investigations were
terminated on the ground of no sufficient evidence or withdrawal
of the complainants. Before referring cases to prosecution in cases
relating to Data Protection Principles (“DPPs"), enforcement notices
continued to be served, all of which were duly complied with.
There were 35 appeals lodged against our decisions in relation
to complaints during the year. 90% of the 30 cases determined
by Administrative Appeals Board were dismissed by the Board or
withdrawn by the appellants.

A fair, not merely legal, enforcement of our laws will remain a
priority of our work. Certainly it is not the only effective means to
protect data privacy.

Transparency and Data Literacy

As revealed by a local survey released during the report period,
although data privacy awareness has been raised, most people
have little understanding of what and why personal data is
collected about them, how it is used, and what their legal rights
and limitations are. To be fair, how often do organisations provide
crisp, precise and comprehensive data policies and practices in
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simple language and in large print? How often do individuals
exercise their options offered by organisations to review their own
privacy settings? Whilst we in the PCPD will continue to promote
privacy statement transparency and data literacy, amongst the
young and the elderly in particular, we will try to canvass more
and better opportunities for both organisations and individuals
to develop knowledge, skills and confidence at a practical level
through day-to-day usage as opposed to institutional and formal
teaching only.

Paradigm Shift to “Accountability” and “Trust”

In addition to individuals, our stakeholders also include
organisations, public and private alike. Complying with the statutory
requirements has sometimes been taken as burdensome, if not a
cavalier job or a liability. We will advocate a paradigm shift through
a privacy management programme (“PMP") by which the law and
good practices could be entrenched, and compliance transforms to
accountability alongside the commitment of the top management
in corporate governance. Accountability is the mechanism for
assuring data stewardship and protection. Data privacy is no longer
a legal compliance concern only, but also a business concern
which should be addressed by CEOs in the board room rather than
the back room, linking internal policies to data protection law,
adopting the Privacy by Design approach by bringing privacy to
the foreground and embedding privacy from the outset. Businesses
should treat privacy as an asset rather than a liability; a competitive
edge that wins market reputation and trust of customers. Building
trust requires changes, whether in terms of mindset, expectations
or methodologies, in organisations which often are data users
or controllers, as well as amongst the ordinary men or women in
the streets of Wanchai. It is of paramount importance that both
individuals and organisations, the SMEs in particular, should be
engaged. Our efforts in this respect have been intensified since
last year.

Evolving Global Privacy Landscape

The global privacy landscape is changing too. Notably, the new EU
General Data Protection Regulation replacing the existing regime,
upon which our Ordinance was partially modelled 20 years ago,
will be effective in May 2018. It will bring substantial changes and
compliance challenges for organisations which collect, process,
store and transfer the personal data of individuals located in the EU.
The revised rules and regulations, as well as their increased scope,
including the extra-territorial reach, wider definitions, heavier
fines, mandatory notification of data leakages, obligations for data
processor and issues relating to pseudomised and anonymous
data, may serve as a continued good reference for our regulatory
framework. The UN is also emerging as an important voice in the
data protection debate, which is often perceived to be dominated
by issues in the EU and the US, by issuing timely statements and
reports, and in particular appointing a Special Rapporteur on the
Right to Privacy in 2015. Certainly we will also continue to keep
abreast of the personal data privacy development in OECD and
APEC, as well as our neighbouring jurisdictions. Amongst other
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comparative studies, a study of the recent development in the
international arena will be undertaken by our newly formed Policy
and Research Division tasked to conduct researches and analyses on
data related issues and development in Hong Kong and beyond.

Unlocking and Sharing Data Legitimately

It being our own data, we as individuals are entitled to have the
legitimate control, or self-determination, over it — “Personal Data
in Our Hands” as we put it. That is principally what is enshrined in
the DPPs and other provisions set out in our Ordinance. On the other
hand, in this data driven economy that keeps growing in parallel
with the big data and ICT developments from which we benefit
tremendously particularly in relation to scientific advancement and
social interactions, it would not be in the interest of the community
at large to lock up data. Personal data privacy should not be a barrier
to innovation or business. My job is necessarily to seek to, in the
interest of all stakeholders, balance data protection off against the
free flow of information, which is one of the irreplaceable attributes
of Hong Kong widely acclaimed as the most suitable location for
setting up data centres in the Asia Pacific region, as well as the
freest economy in the world.

Challenges and Opportunities

One of the challenges that we in the PCPD have to meet in this
Age of Artificial Intelligence, where sensory ability, cognition and
robotics etc. enabled by Cloud come in aid, would probably be
how we as regulator could help unlock and share personal data
within the existing protection framework, with a view to maximising
the benefits of data in a sustainable way, minimising risks and
harms, creating healthy synergy with economic growth, identifying
and securing the innovative use of personal data in this data
driven economy.

As data privacy is becoming more interdisciplinary and
cross-functional, new challenges would only be the expected.
Recently members of the Technology Working Group of Asia Pacific
Privacy Authorities (“APPA”) chaired by me made recommendations on
issues relating to de-identification or anonymisation as an alternative
to data destruction amongst the risk of re-identification, misuse and
leakage especially in the era of big data and Internet of Things.

| am most grateful to members of the Advisory Committee and
the Standing Committee on Technological Developments for
their wisdom and expertise in helping steer the boat. It is also
my real privilege to have a pool of talented colleagues and an
admirable wealth of know-how handed down from, and inroads
ardently made by my predecessors over the last two decades.
| am duty bound to ensure that we in the PCPD, together with all
stakeholders, would be well poised to embrace these challenges,
or opportunities to be exact, in the days to come.

Stephen Kai-yi WONG

Privacy Commissioner for Personal Data, Hong Kong



AFEMS ABOUT US

14

= EE:_I_E

~ N\

20 Years On

1996-2005
FRFEEL IR 1 B B0 S R HE T

Education and Promotion of the Ordinance
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Hong Kong was the first jurisdiction in Asia to have a comprehensive
piece of legislation on personal data privacy and an independent
Privacy Commissioner for regulatory work. When the PCPD was
established in 1996, the public generally did not have much
knowledge, or even apathetic about personal data privacy
protection. Against this background, the PCPD endeavoured to
educate the public to understand the requirements under the
Ordinance and its application in our daily life. To provide practical
guidance on compliance with the Ordinance, the PCPD published
three Codes of Practice on the protection of identity card
numbers, consumer credit data and personal data in human
resource management respectively. The PCPD also established
the Data Protection Officers’ Club to provide practising data
protection officers of public and private organisations with a
platform for experience sharing and training. Moreover, messages
about personal data privacy were disseminated to the community
through the production of docu-dramas series “Privacy Special”
with Radio Television Hong Kong and the launch of the “Privacy
Week”. With the prevailing use of the Internet, personal data
could be transferred to jurisdictions overseas in a split second and
data protection became a global issue. The PCPD thus strived to
strengthen its liaison with other jurisdictions by various activities
to keep abreast of international developments in personal data
protection, e.g. hosting the first APPA Forum, the 21st International
Conference on Privacy and Personal Data Protection and Meeting
of the Data Protection Commissioners, the first APEC Electronic
Commerce Steering Group Technical Assistance Seminar, and signing
a “Memorandum of Understanding” with the Korea Information
Security Agency.

RABRBEAERLEBERES
nE

Establishing the Office of
the Privacy Commissioner for
Personal Data, Hong Kong

1995 (LA E R (FLBR) 1RHI) (58486 F ) HIE E 1R
NIERERH

Commencement of the core provisions of the 1995
Personal Data (Privacy) Ordinance (Cap 486)

ST

ok

MEAREBEEAERFABNEE R
TIEERERAE

Conducting a baseline opinion survey on personal
data privacy attitudes and awareness among
individuals and organisations

B (S HERBREMEDRIE
B D

Issuing the “Code of Practice on
the Identity Card Number and
other Personal Identifiers”

BH(BEAGEEREBTAD
Issuing the “Code of Practice on
Consumer Credit Data”

HRE BT AEFAEBHERIE - REFER -
BN - MERVFIBES > UWEXE - BA - £
- EEREMEFLATHNBRFEERNREKE
[ER =P/

Hosting the first APPA Forum in Hong Kong,
bringing together the privacy commissioners
of New Zealand, Australia, Canada, as well as
government officials and representatives from the
United States, Japan, Singapore, South Korea and
Papua New Guinea
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HPE21EBEBFABREAERMREARATERE
HRIEEESEE  WALBRERA -—F—ENE
BRERE

Hosting the 21st International Conference on Privacy
and Personal Data Protection and Meeting of the
Data Protection Commissioners, an event universally
recognised as the most significant annual gathering
in the privacy world

BHAADEREEEHKE<FAD
Issuing the “Code of Practice on
Human Resource Management”

BAERIBEMBR LREER EEHE
Establishing the Data Protection Officers’ Club for
public and private organisations

HEBESESWHFE(LRES
HE) ERE - FRNWEME
BHES  NER IR0

1 A FARS T =R
Producing a TV docu-drama
series - “Privacy Special” in

partnership with Radio Television

Hong Kong, addressing issues

of personal data privacy concerning consumer,
technology and the workplace
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Hosting the “Privacy Week”, including activities like
the “E-Privacy in the New Economy” Conference,
and a live and entertaining television variety show
that attracted an audience of over 1.2 million

ERGEMANEREZ [ ANERGEH SRR ]
Being awarded the “Outstanding Contribution to
Human Resources” award at the Asian HR Awards

HEEBEHERZEREEF R E T 0 MEHEA
B RIAL BRI IRIE

Signing a “Memorandum of Understanding” with
the Korea Information Security Agency to foster
personal data privacy protection

EHBEZEE  RBEABRASHAEERES
BR(EBERRBEMRBENRBRERZTER
HE<FAI)

Issuing a joint “Code of Practice on the Protection
of Customer Information for Fixed and Mobile
Service Operators” with the Consumer Council, the
Independent Commission Against Corruption and
the Office of the Telecommunications Authority

s ZHDAXESHEBTIF - FIFT —ERLBRERA

REEZEE  FHASRN21EREKSBERLREST
Taking part in an APEC initiative to develop a
set of privacy principles and implementation
framework that could be subscribed to by all 21
member economies

HBNEKEER (I FASHAEER) (EER
AR UL A FF A 2 Y E T RTLE RS RE Y RE R 3
#Hy RERER

Making  submission to Office of the
Communications Authority’s, (formerly the Office
of the Telecommunications Authority) in response
to the “Consultation Paper on Proposals to Contain
the Problem of Unsolicited Electronic Messages”

B (REBAAERLEIES  EXEREET
EBRBEM) RARBREEEIENEIR)

Issuing the “Privacy Guidelines: Monitoring and
Personal Data Privacy at Work” and “Points to Note
for Employers of Domestic Helpers”

HREELBNEBKERE — [ FEABES
PRA

Launching a privacy show entitled “Telling You My
Secret” amongst primary schools

HREEZARBSFEASETrHEET ER
il Sz AR =

Hosting the first APEC Electronic Commerce
Steering Group technical assistance seminar

BRI RETFEUGABEHRETRESH
FAERE

Publishing an investigation report on a case
involving covert monitoring at work

2006-2015

EERBRER
Consolidation and Advancement
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With the rapid technological development and booming of
e-trade and e-commerce, comprehensive protection of personal
data privacy was called for globally. In 2006, the PCPD set up an
internal working group to carry out a comprehensive review of
the Ordinance to ensure that our law was well placed to safeguard
the personal data privacy right in the 21st Century and satisfy the
rising public expectations. In response to the PCPD's proposals, the
government carried out a public consultation. At the same time,
an incident involving the sale of a large number of customers’
personal data caused considerable public concerns about personal
data privacy right. The government accepted most of the PCPD's
proposed amendments to the Ordinance, and put forward a more
stringent regulatory regime on direct marketing. The amendment
provisions were enacted in two phases in 2012 and 2013.

With the pervasive use of new ICT, consumers were accustomed
to providing their personal data to different service providers on
the Internet, while organisations collected, stored and analysed
personal data by innovative means. In view of the impact on personal
data privacy brought by the application of ICT, the PCPD took the
initiative to educate organisations and consumers on the possible
privacy risks of e-commerce and using online service platforms. The
PCPD also provided practical guidelines, workshops, self-learning
materials to industries which handled large volume of personal data.
In addition, the PCPD publicly detailed its regulatory experience and
the Commissioner’s views in applying the DPPs of the Ordinance
through different promotion and education activities, online
platform, case notes, media statements, etc.

The PCPD continued to liaise with international privacy and
information commissioners, as well as privacy authorities to keep
abreast of developments in personal data protection work in
different parts of the world and share views and experience in
personal data privacy protection.

Starting from 2014, the PCPD vigorously promoted the PMP
amongst private and public organisations, advocating that
organisations should embrace personal data privacy protection
as part of their corporate governance responsibilities and apply it
as a top-down business imperative throughout the organisation
with a strategic shift from compliance to accountability in
privacy protection.
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o AR KEAER (FARR) 1R HIH B4R
FEERRE — FABEEESWEE )
Publishing “Data Protection Principles
in the Personal Data (Privacy)
Ordinance - from the Privacy
Commissioner’s Perspective”

BRRERESBEVERZE SR IIMIEGBAE
IR E AN EAERNRAERSE

Publishing an investigation report regarding
the leakage of the personal data of 20,000
people on the Internet by the Independent Police
Complaints Council

EATn K E AL B HEAE S I
BB HEERE [ FAE
BE)XEEF 20071 LIRS

Organising its first international promotional
campaign, Privacy Awareness Week 2007, together
with APPA members which aimed at raising privacy
awareness in the region

MEBRAFRXEZR  ERBMEAER (L) &
By FEHE XIEF

Submitting a package of proposals to the government
recommending substantial amendments to the
Personal Data (Privacy) Ordinance

EBREFERBEBRFAERNNEHE  RBEER
RITEHREED  SRBREERNEAEA
The Commissioner exercising his inspection power
for the first time on the Hospital Authority’s
personal data system in respect of patients in the
wake of a spate of data loss incidents

o EBIRE (EAEER (FLAER) 15£461) HAREH
Carrying out public consultation on the review of
the Personal Data (Privacy) Ordinance

BRREBE[/EBHBHE]
EIWERERAEFEANELR

HRAEHRE

Publishing an investigation

report regarding the collection

and use of customers’ personal data under the
Octopus Rewards Programme

BROEEET R ARSNLBER LIRS
Publishing the Privacy Compliance Assessment
Report on the Smart Identity Card System

R C1EAE R (FARR) fRB1) B

KM EEZRMFM - HBHHEERH
EBLREBEAER

Publishing the Personal Data (Privacy)

Ordinance Liberal Studies Teaching

Kit to assist secondary school teachers

in teaching students how to protect personal data

BREEAMEMGSTME=2EREARBRENM
PEEHRS

Publishing two investigation reports on the
clandestine photo-taking of three TV artistes by
two magazines

BRI RELE 2EHE

BN E  RESRERE
AERLBHRFRMOEERS

&at ~ FITHERE SRR

AHENTERITE

Organising the “Privacy by Design” Conference to
advocate embedding protection of personal
data privacy as the default mode in the design,
operation and management of information
and communication systems, across the entire
information life cycle

HEBESS HEE(RLE

AE) ERE - ZERE
EETEERHFEAMREREH

20127 B E U

Producing a docu-drama TV

series - “Privacy Beyond Price” in partnership with
Radio Television Hong Kong, ranked 10th in the
2012 TV Programme Appreciation Index Survey

2012 FFANE R (FLBB) (IEET) 1551 ) Bk
Commencement of the Personal Data (Privacy)
(Amendment) Ordinance 2012

o MEATHRE E R 8H RS Il 2 HE SRR B B a2
Implementing new direct marketing regulatory
regime and launching legal assistance scheme

EEER [ 2RI EBHEMERAR | WBHS1TE
HEARBENE e FHRERAEALBEER
Joining the first “Global Enforcement Network
Privacy Sweep” to assess the privacy policy of
local smartphone apps

BBRBEBRATEIERBRE

¥ SERHEMITENEE
AEETIABEERL

The HKSAR Government and 39

organisations from the insurance,
telecommunications and other sectors pledging to
implement PMP

EEASEXEMRNWA LG TR » BEIERE
I 5z 5Pk R ) Y 32 2

Launching an online assessment tool tailor-made
for the retail industry to train practitioners and
evaluate their understanding of the requirements
under the Ordinance

HEHBAFEMR AR
MAZRTEHRSEES

EE (2015 EERAEE

Eafatal ] iRER

Being awarded the Silver Award (Website Stream)
in the “Web Accessibility Recognition Scheme
2015", jointly organised by the Office of the
Government Chief Information Officer and the
Equal Opportunities Commission

HEABMERI10EEXER

BrEsHd [ERAERXE

E AFBEREE] R

[ERINETER)

Launching a privacy campaign “Developing Mobile
Apps: Privacy Matters” with 10 leading professional
and trade associations in the field of information
and communication technology
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o DA REME N ERIFARBHY
RENRAESER - BEREA
HIBRERNNEHBR A RE
NENEEEERS
Releasing a survey of public
attitudes on personal data privacy which revealed
that awareness of privacy rights of individuals and
public trust in the PCPD were generally high

HFEBREBEME EW
H [ETeenz®3% 2015 — FA
REARES
Attending “Teen Talk 2015 -
Decoding Privacy” organised by the Law Society
of Hong Kong

s BBRTEREBHEXASTH  EFEEREERE
EHESRERERBEEES
Engaging the business sectors, including members
of the Data Protection Officers’ Club and IT
practitioners, through various channels

o — BB AR AL FER BHE I B B R IR SO A
SIM=B T RAEFIGRXILEERE RERNEHS
A telecommunications service provider being
the first conviction of an offence under the new
direct marketing regulatory regime with a fine
of HK$30,000

o R E T
Publishing a range of Guidance Notes and
Information Leaflets
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Our Organisation
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The PCPD is headed by the Commissioner, who has overall
responsibilities for promoting, monitoring and supervising
compliance with the Ordinance. (See Appendix 1 for details)

The PCPD had a total of 86 staff at the end of the report period
comprising six divisions. (See page 20 to 23 for details)

BEBAER
MEREE

Privacy Commissioner
for Personal Data, HK

BIEBEAER
FLEES

Deputy Privacy
Commissioner for
Personal Data, HK

AT EB
Operations
Division

ik =y JEERED
KRR k&E#HE Legal
Enforcement Compliance Division
& Complaints & Enquiries

Section Section

TR il == R
Administration Finance k#HBEE RHFZEED
Division Division Communications Policy
& Education & Research
Division Division

EEERREPMEE
1 WEiR%kE
BEREAERLEES
2 WBEXZL
BIEBEAERLREES
3 ®W=EBIZL
Elagel
4 HEEXELE
BEEAEREE (BERH)
5 REEXE
BEEAERER (BERRF)
6 REHXL
BEBEAEREE(ERREH)
7 HAXEBRL
BFEAEREE BERKRF)
8 RREANKE
BEEAEREE (BERHAR)
9 MERXL
SREAEREE THRREASE)
10 FZR XL
SREAEREE (ERRHEE)
11 FFfRERESE
BEAE R EE (B17)
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SENIOR MANAGEMENT TEAM AND DIVISION HEADS

1

2

3

8

9

Mr Stephen Kai-yi WONG

Privacy Commissioner for Personal Data, Hong Kong
Ms Fanny Kam-hing WONG

Deputy Privacy Commissioner for Personal Data, Hong Kong
Ms Brenda Mei-ling KWOK

Chief Legal Counsel

Mr Muller Hee-wah TANG

Chief Personal Data Officer (Corporate Services)

Mr Daniel Chin-wah LEUNG

Chief Personal Data Officer (Enforcement & Complaints)
Ms Joyce Chi-man LAI

Chief Personal Data Officer (Compliance & Enquiries)
Ms Vanessa Mei-lai WU

Chief Personal Data Officer (Enforcement & Complaints)
Mr Henry CHANG

Chief Personal Data Officer (Policy & Research)

Ms Janet Choi-ling HO
Senior Personal Data Officer (Admin. & Personnel)

10 Ms Carol Pui-ling CHAN

Senior Personal Data Officer (Communications & Education)

11 Mr Kenny Keen-chung HUI

Personal Data Officer (Finance)
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EBAEH (LB BRAERT

BHAZEEXNEHBFIRAMERRRRE
1 - EFERMEAZERFLRREFRGIFEITH
HESERALBEESRMER -

# R (2015510 A1 HE2017F9830RH)

3
1 WHlsikE
EREAENLBES

5 4=1

2 ILEBR%XE
BHLEERATES
(B2011€E10A18#)

3 BRllAXZE:
EBAPEHERERDITDENR L BE
(B2011510818#8)

4 BREEXL:
MMEBERIBEE R QA B EFEIEES
(EH2013%108H1H#B)

5 ZRMF|KE, P
BHEABEERRIWNER

6 EMMmxt
RN SRR CON) EBAKE

(H2015510H1R0E)

7 SBiERZFEScHE, BBS, MH, JP
KRIET (BFE) BRABDEZHKLE
(B2013F10818#8)

8 BEE%HE
BITERIT (FE) BRATE
AFPERIETNBESHEBEES
(E2013510H1H#B)

9 BR%kXE
ERBIEEEARABITEHEAR
(B2015%10A18#8)

10 EBiBR &+
BHRAEZEEFHENER

PERSONAL DATA (PRIVACY) ADVISORY COMMITTEE

The Advisory Committee members appointed by the Secretary for
Constitutional and Mainland Affairs advise the Commissioner on
matters relevant to the privacy of individuals in relation to personal
data or the implementation of the Ordinance.

Membership (from 1 October 2015 to 30 September 2017)

CHAIRMAN
1 Mr Stephen Kai-yi WONG
Privacy Commissioner for Personal Data, Hong Kong

MEMBERS

2 Mr Billy Hing-chuen HUNG
Director, Shiu Pong Enterprises Ltd
(since 1 October 2011)

3 Ms Susanna Shuk-ching SHEN
Head, Information Technology,
The Hong Kong and China Gas Co Ltd
(since 1 October 2011)
4 Ms Winnie Cheung-wah YEUNG
Director, Legal & Corporate Affairs, Microsoft Hong Kong Limited
(since 1 October 2013)
5 Mr Gordon LEUNG, JP
Deputy Secretary for Constitutional and Mainland Affairs
6 Ms Cordelia CHUNG
Managing Director, Corporate Strategy, Asia, LIXIL Corporation
(since 1 October 2015)
7 MrJimmy Chun-wah KWOK, BBS, MH, JP
Managing Director, Rambo Chemical (Hong Kong) Limited
(since 1 October 2013)
8 Mr David Chuck-fan WAN
Regional Head, Compliance, Greater China & North Asia,
Standard Chartered Bank (Hong Kong) Limited
(since 1 October 2013)
9 Mr Stephen Chan LOH
Chief Executive Officer,
Digital Broadcasting Corporation Hong Kong Limited
(since 1 October 2015)
10 Miss Phidias TAM
Principal Assistant Secretary for Constitutional and
Mainland Affairs
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STANDING COMMITTEE ON TECHNOLOGICAL DEVELOPMENTS

The Standing Committee was established to advise the
Commissioner on the impact of the developments in the processing
of data and computer technology on the privacy of individuals in
relation to personal data.

CO-CHAIRPERSONS
1 Mr Stephen Kai-yi WONG
Privacy Commissioner for Personal Data, Hong Kong
2 Ms Fanny Kam-hing WONG
Deputy Privacy Commissioner for Personal Data, Hong Kong

MEMBERS
3 Professor John BACON-SHONE
Director, Social Sciences Research Centre,
University of Hong Kong
4 Mr Mark PARSONS
Partner, Hogan Lovells
5 Dr Samson Wai-ho TAM, JP
Chairman of Group Sense (International) Ltd
6 DrKPCHOW
Associate Professor, Department of Computer Science,
University of Hong Kong
7 Professor YB YEUNG
Adjunct Professor, Department of Computer Science,
Hong Kong Baptist University



00NN NNNNYY
. . XEE AI...E#
1111}
sessssssnnssesRERn
a8 Sans
'8 .“o".
SeBNNBOOEES ) L
sseww _
S8R _ARN
LA
®
888 8RN
ssaan "5¢

SR
T

...t!.x

e

ssssEEEES

TOCMMEVANT R R
-» o*ve
T BT 1)

. . T :
e W s o
L Sl L LR CRERE L LD

.




EERER HEEYE MONITORING COMPLIANCE EMBRACING CHALLENGES

32

MELIZESHRHBLERER

NER2015F 5 HE451E H A b 45 58
BUREAHSNAMRFEHES (T8
) o SIKHERLE [ 2 IRFLEBHEHER
#& | (Global Privacy Enforcement Network ) £2
TR EITE - ABHEZREM281E
B EHEME1 44 EULRELAHEMN
Wi REX - LT R MEFARBRE £
%o HRBEREERALREXNERITFNILE
Bt - (EEFHBEIBD NHETAIRAE o

HESER

BBE=ZFNARAERERXNERERENE
BEORIRE L —FHRUEREXNELRE
BRDPERRSEENEBHRE=F - T
JIHHMENTESAR  WEEBNMEER
B2 IRV E A RIELLES -

STUDY OF WEBSITES AND MOBILE APPS TARGETING
AT CHILDREN

The PCPD conducted a study of 45 local websites and mobile
applications (“apps”) targeting at children in May 2015. The study
was part of the Global Privacy Enforcement Network (“GPEN”)
Sweep exercise, in which the PCPD joined forces with 28 other
privacy enforcement authorities around the globe to examine the
privacy protection of 1,494 websites and apps targeting at children.
The results showed that some local websites and apps applied
good privacy practice while others were not satisfactory.

The Findings of the Study

More than a third of the local websites and apps asked for children’s
HKID Card number. Almost half of the local websites and apps
indicated in their privacy policies that they might share the collected
personal data with third parties. The table below summarises the
major findings of the study, and a comparison between Hong
Kong's and global results.

i (4sAMBREX) 2 (1,494BEMBERERX)

Hong Kong (45 websites Global (1,494 websites
and apps) and apps)

WERFHNEBEHDEIRE 16 (36%) T A
Collect user’s HKID Card number 0 Not applicable
WERAPFPMEERNERE 14 (31%) AR E R
Collect name of school attending by the user Not available
WE A PR ELE
Collect user’'s home address 27 1%

e S 33 (73%) 22%
Collect user’s phone number

BRAEWRESE=FEH

Collect third parties’ information from user Jolzen) 1875
LSERES N REEELEBEE

Convey privacy policy in simple language 2 (4%) 22%
for children

BEEEEAFNEAERNERFE=

Indicate possible transfer of user’s personal 22 (49%) 51%

data to third parties

EHIREE I BR

RHRTEA P MIBRIR S 2 (4%) 29%

Provide means for user to delete his account

BREMS - WEASE14ER AL (31%)
BEEXRREWNILBEEE - RAEREER
MEEETBEORERE  URERZERMH
BEHRRAWEANERERE 77D R
BABRHELEATRTER - HLE2RAE

A% HEREREXZEEL
Bx -

Overall, concerns were expressed in 14 local websites (31%) over
the lack of visible privacy policy, the collection of HKID Card number
without obvious reasons, and the request for children to share the
personal data of friends or families without sufficient prompting
that they should consult those people first. In comparison, the
global Sweep exercise identified similar concerns in 41% of the
websites and apps studied.

RFITEHAIPIT

SRERMETEIRR - LARFITSES
KROBEREN - LB REXRIT
REEBRHLERETESHOZET HEA
BER - PINBRREREAERNERIAF R
o MIHERMMAMmABAER - £58
BES—RNREBLZEFTLASTHNKREER
BUREEERE  WHEREHRMKRTR
& HWEERZ AR REA T XA
SEAERNERN  ARHETRSHNRESE
BEERBEER -

BURER/HRNELRMERENIES

HEUSRANHEER  2EFET —HE
A(EEBHARERERABAESR - LR2E
AHIMNERNEAEIZSEINER B
BERMERERHERZBRRRENITESN
E2Z - fin :

s o 15 1A B B X P RE BUURL D T PR Bl ) 52
BWRENEAERNEE
cEREREMBRIES RMEAEHD
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e A EAERMER ARAT - ERFE
RERRR/EEANER
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BRABBRRITELIRX > HRERAEX
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RRRREMNERES

NEBENR2015F5 8 05— EBEE
SREFTEHEMFAEEENTERE - IEHE
RERREBME RENBRENZERANTR
B AEBARSET —MHEAKRER LR
B—HARRREMPER) VER > @1t
PIEH AT -

cEHBSHE —RREREBMELG/EL
THALHRWENE LEBRSHERE
K48 ESES

IR REMBEAY — MRZEIE -
HIEWED - ABRERBERARPLR
EREAmEHERE &

CHINIHERE —XEREMEZORE
RELN{AREE c BEHC R AMEA

FAEBEE AEFH PCPD ANNUAL REPORT 2015-16

33

Examples of Good Practice

The global Sweep found some examples of good practice, with
some websites and apps providing effective protective measures
in the form of preset avatars or usernames to prevent children
from inadvertently sharing their personal data. In Hong Kong, we
found the transparent and fair collection statement of the Hong
Kong Girl Guides Association worthy of mentioning. The collection
statement sets out in a concise and simple manner the purposes
for which personal data is collected, and the contact details of the
Association’s Data Protection Officer.

Guidance Note for Data Users Targeting at Children

To follow up on the findings of the Sweep exercise, the PCPD
released a leaflet for data users entitled “Collection and Use of
Personal Data through the Internet - Points to Note for Data Users
Targeting at Children” to provide practical suggestions and good
practice, such as:

 Avoid the use of open-type questions to reduce and limit the
amount of personal data collected from children;

« Offer means for children to remove the accounts and all
associated personal data;

* Obtain the consent of children, and their parents or guardians
before using the collected personal data for a new purpose;

« Safeguard the personal data by encryption; and

» Offer easily-understood, user-friendly and age specific
information to children and their parents regarding privacy
policy and practice.

Practical Tips for Parents and Teachers

In May 2015, the PCPD released a separate report on an exploratory
study which had been carried out to identify major privacy concerns
and problems faced by children in Hong Kong. The results showed
that parents and teachers seemed to have insufficient awareness
about children’s privacy issues. Addressing these issues, the PCPD
published a leaflet entitled “Children Online Privacy - Practical Tips
for Parents and Teachers”. Recommendations include:

« Active Participation — Parents and teachers are encouraged to
engage with children in the online activities and understand the
operation of the online world;

« Basic Steps for Children Privacy - Suggestions are provided
on security measures, digital footprints, privacy settings and
respecting the privacy of family members and friends; and

« Setting a Good Example - Parents and teachers are role models
for children. They should set good examples by protecting their
own personal data and respecting others’ personal data privacy.



EERER HEEYE MONITORING COMPLIANCE EMBRACING CHALLENGES

34

EREBRT Y NREWSEE=ENE
ABERTREERREA TR FREBAER
ERARBIFI R 18938 1(2) (D) REEERIRAY

HEEMANEBEAERSH  XRRELME
BMER A EMERRE=ZENEAER
ZAI A c BRaZERENER (H
WS - ZRRERSEEBEESNER) -
RREREMEURENFZDMKE - BEE
BAEMAESEHREENNSEEREERK
RAUEEEELENERER - A > REHF
BRHHEREHRENELISEEBEAAKRE
RENBERERMAE  XRREMELEEHESR
BB R LRUEE) ©

DNEBIRET [REME] #B3E (www.pcpd.
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Collection of third party’s personal data from young children may
in some circumstances amount to unfair collection contrary to
DPP1(2)(b) in Schedule 1 to the Ordinance.

On respecting the personal data privacy of others, parents and
teachers should set an example by consulting their friends or
third parties before sharing their personal data. In terms of
sharing children’s information (such as photographs, examination
results and participation in sporting events), parents and teachers
should invariably take into account the interest of the children,
including any harm and potential embarrassment in the future.
However, as children’s expectations on privacy and ability to make
decisions vary depending on individual maturity and intellectual
development, parents and teachers are encouraged to discuss with
them frequently and frankly on their online practices.

The PCPD has also revamped a thematic website entitled “Children
Privacy” (www.pcpd.org.hk/childrenprivacy), which is a one-stop
portal to provide teachers and parents with practical tips and
teaching resources on personal data protection for children.
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HANDLING ENQUIRIES

A total of 18,690 enquiries were handled during the year, up
14% from that of the previous year. On average, 76 enquiries were
handled per working day (Figure 2.1).

EHREREE S5
Number of Year
Enquiry Cases

18,103 2010-11
19,094 2011-12
19,861 2012-13
23,459 2013-14
16,331 2014-15
18,690 2015-16

SRIEER

SAREAEREE
(ERRER)

Brad KWOK

Senior Personal Data Officer
(Compliance & Enquiries)
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It is my pleasure that | grew and experienced with the PCPD
over the last 10 years. | am so pleased to see that the public
and organisations have given greater attention to the
personal data privacy, respected and appreciated what PCPD
does in protecting personal data privacy of the community.
This is the best reward for the commitment in our work. I have
returned to the Compliance and Enquiry Section this year
and would endeavour to assist the PCPD in enforcing and
promoting the Ordinance and to meet the new challenges
in the next decade.
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Figure 2 . 2 EHRERNEE
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KED (85.9% ) BEHEHAEBMESSE The majority of the enquiries (85.9%) were made through the PCPD
43 (2827 2827) 12 (E2.3) hotline (2827 2827) (Figure 2.3).

Figure2 3 RHEERNER

Means by which enquiries were made

® =Fae
Hotline

® Em
Written

0 BHeEHN
Walk-in

®
11%
(2,053 ZRcases)
85.9% 3.1%
(16,059 Rcases) (578 ZRcases)

MABE T Newcomer
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REFHNBHETHE  FRENSIPIWIRTE - BEATIHEZER - KSEES D - UHBE
BWEE  BTREHREERARRNRE -

My current duty is to handle enquiries from the public. Although it is a challenge for me to
answer hundreds of diversified enquiries every week, the job brings me enormous satisfaction
and makes me realise the mission of work when | can help the enquirers to have a better
understanding of the Ordinance and solve personal data privacy-related problems for them.
| feel truly grateful for the valuable opportunity to broaden my work experience through job
rotation amongst different divisions. | will continue to serve the public positively by providing
them with quality and efficient service.

SREAHR

— B EAERER (GHREEN)

Mavis CHEUNG

Assistant Personal Data Officer | (Compliance & Enquiries)
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COMPLIANCE CHECKS

The Commissioner conducts compliance checks of practices
that appear to be inconsistent with the requirements under
the Ordinance. Upon completion of a compliance check, the
Commissioner alerts an organisation in writing, pointing out the
apparent inconsistency or deficiency, and advising the organisation,
if necessary, to take remedial actions to correct any breaches and
prevent further breaches.

During the report year, the Commissioner carried out 286
compliance checks. Of these, 77% were conducted on private
sector organisations, while the remaining 23% were on government
departments and statutory bodies, non-government organisations
and government-funded educational institutions.

Below are highlights of some of the compliance checks conducted
during the year.

Credit Card Data of 11,655 Hong Kong Customers Hacked by
a Zero-day Malware

It was reported in local newspapers that the credit card systems of
an international hotel group were attacked by a zero-day malware
and, as a result, names and credit card numbers of its customers
who had used credit cards to purchase products and services were
suspected to have been leaked. The hotel group subsequently
reported to the PCPD that two of the group’s hotels in Hong Kong
were involved in the incident, affecting a total of 11,655 sets of
credit card data.

The hotel group explained that the group was first notified by its
card processing company in Switzerland of the possibility of the
malware attack on its information systems in February 2015. The
forensic investigations revealed that a hacker gained access to the
group’s network through a server in its hotel in Jakarta. He utilised
a system account with administrative privileges and planted the
malware in the systems worldwide in order to gain access to the
credit card data. The investigations suggested that there was no
evidence to show that the credit card data had been exfiltrated or
removed from its systems.

Immediately after the incident, the group notified all affected
customers (including Hong Kong customers) and engaged antivirus
solution providers to develop new virus signatures to remove the
malware. It also changed all the system passwords, blocked all
unnecessary network services and disconnected decommissioned
servers from its network.
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The hotel group had also taken the following remedial actions to
prevent similar incidents:

* Implementing a binary whitelist to prevent any unauthorised
code and/or software from being executed from its network;

» Conducting periodic audits of administrator and remote access
accounts to reduce the potential threat that could harm
its network;

* Improving logging record for all critical systems or systems with
privilege access to increase traceability and accountability; and

* Increasing restriction on outbound Internet connections to
protect against malicious traffic.

Unauthorised Download of 210,000 Customers’ Personal
Data by a Contractor

A bank informed the PCPD that its designated contractor had
downloaded 964 data files from the bank’s computer workstation
to his personal mobile device without authorisation, although he
was granted access to those raw data under the bank’s supervision
in a system development project. The personal data involved in
the incident included the HKID Card numbers, residential and
postal addresses, and fund investment details of approximately
210,000 customers.

The bank explained that the incident was caused by the
misconfiguration of its data loss prevention system, which was
set up to prevent unauthorised data transfer to external storage
devices but failed to block the transfer of data from computer
workstations to “Windows Portable Devices” such as smartphones
and tablets. The bank stated that the data files downloaded had
not been further disseminated or misused by the contractor.

The bank reported to the PCPD that it had taken the following
remedial actions to prevent similar incidents:

« Re-configuring the data loss prevention system controls to block
all data connection with Windows Portable Devices;

* Enhancing its inadvertent data disclosure tool and end-point
security tool on its computer workstations to prevent malicious or
unauthorised data transfer;

 Implementing an Internet cloud-monitoring capability tool to
monitor external data transfers through Internet services; and

* Revising its procedures that allow only dummy or masked
personal data to be used for the purposes of testing and system
development in future.



EERER HEEYE MONITORING COMPLIANCE EMBRACING CHALLENGES

40

BEREHEFREINERG6,131E8S
BRIINR

=
—HEERAEER  RBETHMBE—H
FEFREBNERMRBRTSENEAE
B ZEBMELOREZBENTHREAR - B
REMESEEHR - ZBETERERF - @ZxF
EFmEMIRHFEREL—MDHEG6,13158
SEMNMS  BEREMHUMFE -

ZEeHE  ZhEFREBRERICAEE
PHEX BRI EEENEES I - Hh—(ER
THEBNE S S  5—EFREM
WFAAEB L - ERKREBFBAZRNBE
BEREITHRARSUFERHEES - Bits
BRZEBRMEFERINR - Z2SHHE
B #AEAEEERNERED ZEHR
ERME - BESHPRENEREENS
B BRRAEZIEMEREREDN -

ZEEREEMHERMT THRERITE - Bk
HEeBEEBLSEs

s ZRFIARE B BAKERRBRE
HEBAERNEREREMEPIERTA
EEMIRFETREBEBENSEE
REFMABERKETHIEMRREHR
RIRAJEZERRE]RENER

REHEHEINLUINEREBEEHEARRREZNE
=&
BEE/IEEMRER - EHFENRET
EErHEARNBRANREEREEN
=R o

Rl A RWASEEBAINRY K 62,539
z2EF

NEBEETRBH  —BEEMRUEBWINE
RBHARNEFERKEBRAIINE - AR
A AI3ER B B R RGZ A SR IR 2 A Vi
N ASFE R E 28 (B Hypertext Preprocessor) &
MZARE PN BRYLHRTRHENE
ANER - BRNEAEREIE2,539FFF
METE - it - SFERBEREE ML o

ZNREE > SHRREREMARSENEEE
BIRAFEERHBHR  UHREBALT
AEBEMRAEHEFNEAER - Z2F
EERRVANEFEREER RN FEER -

Data Leakage via a Phishing Email Involving 6,131 Members
of an Institute

An institute reported to the PCPD that it had inadvertently
sent a list containing the name with suffix and email address of
6,131 members to a deceptive phishing email, which purported
to be the Chief Executive of the institute requesting for
members’ information.

The institute explained that the “phishing email” requested the
information to be sent to two specified email addresses, one
being the Chief Executive’s official email address while the other
purporting to be his personal email address. Since the staff
member who received the request believed that the information
was urgently required by the Chief Executive, he complied with
the request and hence caused the leakage. The institute further
explained that although its membership database was password
protected and encrypted, the list generated from the database in
the incident was not secured by any measures.

The institute subsequently took the following remedial actions to
prevent recurrence of the incident:

¢ Requiring all staff to protect files containing personal data by
password for email communications and restricting the use of
personal email accounts for business related matters;

¢ Reminding all staff to strictly adhere to the requirements
stipulated in its Information Security Policy and Acceptable
Use Policy;

* Providing training to enhance staff awareness of information-
technology security; and

e Engaging an external information technology consultant to
provide continuous security monitoring and consultation on
information technology and data protection matters.

Online Food Ordering Records Leaked to the Internet
Involving 62,539 Customers

A citizen reported to the PCPD that public were able to access
the food ordering records and personal data of customers of a
company, which provided food delivery services, by clicking the
hyperlink of the company’s hypertext preprocessor posted on
the Internet. The personal data involved in the incident included
the names, addresses, telephone numbers and email addresses of
62,539 customers.

The company explained that the incident was caused by the
incorrect setting of a folder’s access right stored in the server,
which allowed unintended parties access to its customers’ personal
data via the Internet. Immediately after the incident, the company

WHBRENARGREAEREN® AR
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= rectified the access right of the folder, renamed and enabled

T LB I B A LB BB E AR password protection of the relevant system programme files so

ABREFAHE XA TERIERS o

as to prevent unintended parties from accessing the company’s
hypertext preprocessor by using the said hyperlink.

ZATERERT THEITE c BFIEBEE The company also took the following remedial actions to prevent

BAEBEOISEMS

recurrence of the incident:

c EEALKBRAR AT TN EMIRSEUER * Appointing a system developer to regularly inspect the server to
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ensure the correctness of the folder’s access right;

o R FRTIBAHNRFEHRAEEAZEES « Shortening the retention period of the food ordering records to
RERRET—X  WESHRESE 7 HERE LIE one day after the delivery, and compiling programmes to ensure
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that the ordering records would be erased timely; and

IR EMNENARG r ETERLDPMAR « Replacing the existing computer system - Authentication function
EINEE LR R EESENARERE was included in the new computer system so that only authorised
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Ivy SO

Personal Data Officer
(Compliance & Enquiries)

IP addresses or computers could access customers’ personal data
stored in the new system.

E Sharing
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As a case officer, | handle a variety of cases that often involve complex legal issues.
To keep staff members abreast of the judgments and the latest technologies
relevant to the Ordinance, the PCPD organises internal case sharing and thematic
seminars from time to time, and encourages us to participate in international
conferences relating to personal data privacy. In addition, the PCPD invites
professional organisations to provide staff trainings on language and personal
development. With the support of my superiors, | further pursued my study for the
Master of Laws degree at the Chinese University of Hong Kong during my leisure.

The PCPD places a lot of value on staff development. | am thankful to be selected
for a secondment to the Communications and Education Division for nine months.
| have broadened my horizon and gained diversified work experiences through
this opportunity, and | found myself having a more comprehensive and versatile
development in the PCPD.

Looking forward, | believe that under the leadership of the Commissioner, the PCPD
will continue to strive to promote the culture of “Protect, Respect Personal Data”.
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PCPD-INITIATED INVESTIGATIONS

The Commissioner Revealed 58 Blind Recruitment
Advertisements for the Unfair Collection of Job Applicants’
Personal Data

A number of organisations were found to be in breach of DPP1(2)
of the Ordinance for placing 58 job advertisements without
disclosing their identities (“Blind Ads”), thus soliciting job
applicants’ personal data in an unfair manner.

In 2014, the PCPD reviewed 9,016 recruitment advertisements
on seven major recruitment media in Hong Kong, namely Career
Times, JobsDB, JobFinder, Recruit, Classified Post, Jiu Jik, and
JobMarket. 311 Blind Ads (3.45% of the total) were identified. Of
these, 71 Blind Ads selected on a random basis were investigated
and as a result, all 69 employers concerned were issued enforcement
notices. Further, six of the seven recruitment media responded to
the Commissioner’s appeal and pledged to take actions to deter
Blind Ads.

In 2015, the PCPD continued with similar investigations, and found
that the situation of Blind Ads has improved. The PCPD examined
12,849 advertisements placed in the same seven recruitment
media, and only 59 Blind Ads (0.46% of total) were identified. That
is, the proportion of Blind Ads has dropped from 3.45% in 2014
t0 0.46% in 2015.

Of the 59 Blind Ads, 58 were found to be in breach of DPP1(2) of
the Ordinance. In the remaining case, the employer was found to
have already issued guidelines on the prohibition of placement of
Blind Ads and trained its employees on those guidelines regularly.
As such, the company appeared to have already taken practicable
steps to prevent the placing of Blind Ads and satisfied the defence
provisions under section 65(3) of the Ordinance.

Enforcement Action

One of the employers in breach of DPP1(2) had proactively informed
the Commissioner that it had deleted all job applicants’ personal data
and provided a written undertaking to the Commissioner that it would
duly comply with the requirements under the Ordinance when placing
recruitment advertisements in future. All remaining employers were
issued an enforcement notice directing them to delete the personal
data collected (unless the job applicants choose to have their personal
data retained for a continuing recruitment process, etc).

The Commissioner’s Comments

The result of the survey in 2015 indicated clearly that the proportion
of Blind Ads has been reduced drastically compared with that of
2014. No doubt the recruitment media have played an instrumental
role in the improvement. The Commissioner appreciates greatly
their dedicated efforts and calls on the recruitment media to
continue to step up such efforts so that Blind Ads can eventually be
eliminated from the job market.
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INSPECTION

The PCPD inspected the personal data system of a travel agent
between March and October 2015 pursuant to section 36 of the
Ordinance, and published an inspection report in January 2016.

Reasons for Inspection

Vast amount of customers’ personal data including the name,
passport details, date of birth, contact information, and credit
card details are collected and retained by travel agents in Hong
Kong. The Commissioner considers that the inspection of a travel
agent’s personal data system can serve the purpose of promoting
compliance by other travel agents.

There are over 1,700 licensed travel agents in Hong Kong. The
particular travel agent was selected in the inspection because of
the vast number of customers it had and the channels of personal
data collection (namely branches, call centre and website) are
commonly used in the travel service industry. Hong Thai Travel
Services Limited was selected for the inspection.

Findings

The PCPD found some good practices adopted by the selected
travel agent which can be used as a frame of reference by
other agents. These practices include commitment to privacy
management by assigning a high-ranking management officer
to oversee privacy matters; only necessary data is collected from
a customer when tour services are booked at a branch; timely
destruction of documents containing personal data; and secure
handling of sensitive documents.

Recommendations

The PCPD also made some recommendations to this travel agent in
the following areas to improve its data protection practice.

« Collection principle of personal data: whether there is any need
to collect the address and HKID Card number from a tour customer
who books a tour online, and whether there is a need to collect
full date of birth from loyalty programme members in order to
process the membership application and the points redemption;

» Data use principle and the requirements of the use of personal
data in direct marketing: specify precisely in the registration
form the classes of persons to whom a tour customer’s personal
data may be transferred and the purposes of such transfer; state
in the terms and conditions of its loyalty programme that there
is no transfer of a loyalty programme member’s personal data to
any other parties, if this is the case; and relocate the tick box on
the paper registration form (for customers to indicate objection
to the use of their personal data in direct marketing) to a more
prominent place;
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 Data security measures: formally document the administrative
measures in safeguarding sensitive documents in transit in its
existing workflow or other procedural guidelines; fully enforce
the requirement of encryption when transmitting personal
data through the internet and spell out the consequence of
non-compliance; review and improve the existing IT security
policy and IT governance to ensure its comprehensiveness and
integrity; improve the data breach handling guideline; and

 Transparency of the privacy policy: devise a privacy policy
statement and make it available online.

DATA BREACH NOTIFICATION

A data breach is a breach of security of personal data held by a data
user, which results in exposing the data to the risk of unauthorised
or accidental access, processing, erasure, loss or use. The breach
may amount to a contravention of DPP4. Data users are strongly
advised to give a formal data breach notification (“DBN”) to the
affected data subjects, the Commissioner, and other relevant
parties after a data breach has occurred.

Upon receipt of the DBN from a data user (which could be
submitted through the designated DBN form or other means of
communication), the PCPD would assess the information provided
in the DBN and decide whether a compliance check is warranted. If
a compliance check is to be conducted, the Commissioner would
alert the data user in writing, pointing out the apparent deficiency
and inviting him, where appropriate, to take remedial actions to
prevent a recurrence of the incident.

During the year, the PCPD received 104 data breach notifications
(44 from the public sector and 60 from the private sector), affecting
854,476 individuals. The PCPD conducted a compliance check in
each of these 104 incidents.

AASZHOZRHERF
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Requesting Parties
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DATA MATCHING PROCEDURE

During the report year, the Commissioner received a total of
46 applications for approval to carry out matching procedures.
All of the applications came from government departments and
public-sector organisations.

Upon examination, 44 applications were approved, subject to
conditions imposed by the Commissioner, and the remaining two
applications were under consideration by the Commissioner as at
31 March 2016.

Some of the matching procedures approved by the Commissioner
are as follows:

BEN TR B E RN

Details of the Approved Data Matching Procedures

EREERERERELHBABENEAESR » EBARSER
EWENEAEREMELEE  UEERBANKREESE o
Comparing the personal data collected by the Registration
and Electoral Office from voter registration applicants with the
personal data collected by the Immigration Department, in order
to determine the applicants’ eligibility to vote.

BiER

Inland Revenue Department

EBHEHRIE CENTEBLRGID F KB FFRAE1D PR EmvE A &R
EAALLER - LURRFTE B HEYEFRBHRACFES -
Comparing the personal data collected by the Inland Revenue
Department under the Stamp Duty Ordinance and the Inland
Revenue Ordinance, in order to ensure all income from let
properties is properly assessed of tax.

B85

Customs and Excise Department

BEBSRUETMESEBA/ BEAREERBRENEAE
B EEEREWENEAEREALLE LUk SEREARER
BEEERA -

Comparing the personal data collected by the Customs and
Excise Department from departmental quarters’ applicants /
occupants and their spouses with the personal data collected by
the Housing Department, in order to prevent the collection of
double housing benefits.

L]

Vocational Training Council

EREINRBN BB RBER TR | RFEABEN
BAER  EMFEMNEBLASLSREEDFESZIPHAKRE
MEAER EMELEE - W% ERBAERESE R -
Comparing the personal data collected by the Vocational Training
Council from the applicants of “Tuition Fee Remission and Flat
Rate Grant for Academic Expenses” with the personal data
collected by the Social Welfare Department from the beneficiaries
of Comprehensive Social Security Assistance, in order to prevent
the collection of double benefits
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Thorough and Impartial Investigations

The Enforcement & Complaints Section investigates and
resolves complaints effectively and in a manner that is
fair to all parties concerned, and proactively investigates
areas where privacy risks are significant.
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HEERR COMPLAINT INVESTIGATION
EEABREAERILBNIRF Data Privacy Complaints Received

NEE2015 216 FEHEE 2,022 RIRFE A record high 2,022 complaint cases were received in 2015-16, a
R AERFEZ BREFELAT20%-C 20% increase from that of the previous year. (Figure 3.1)
(E3.1)

Figure3 . ’I RIFEREF

Number of complaint cases received

REFEREER F4
Number of Year
complaint cases

1225 2010-11
1507 2011-12
1233 2012-13
1888 2013-14
1690 2014-15

2022 2015-16
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NEETIEERN 2,022 RIRFEREE -
* 72% (1,4565R) RERALE RS ;
* 17% (345R) IWRMEA : &

* 1% (2213R) RF D EHE (BNBRATEBPT
RAHERB) - (B3.2)

Among 2,022 cases received during the year :
* 72% (1,456 cases) were against private-sector organisations;
* 17% (345 cases) were against individuals; and

* 11% (221 cases) were against public-sector organisations.
(Figure 3.2)

Figure3 2 wWIREREER

Types of parties complained against
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° 14% (199°R) RFVMHEEE QT ; &
* 7% (101 3R) BFFEA AT © (E3.3)
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SHEVHTIRL ©

Figure3 3 HAERBRIRER

For the private-sector organisations :
* 25% (367 cases) were against the banking and financial sector;
* 14% (199 cases) were against the property management; and

* 7% (101 cases) were against the telecommunications sector.
(Figure 3.3)

The majority of the complaints against companies in the
telecommunications and financial sectors related to the collection
of personal data and breaches of the new direct marketing
provisions of the Ordinance.

Complaints against private-sector organisations

W2015-16
2014-15

RFEREE
Number of
complaint cases

105 Bt

\ 101 Telecommunications

=114 TR
199 Property Management

314 RIT R
367 Banking & Finance

RFNERBHERS - K& FR -

s AWK ER » RABBESAREME
RS EEAER (34%) ;

c BESRAFREBAER (26%) ;

cAREETEMERNERFIREERER
(16%) ;

o RRREEAER B REZERE (15%) °

BRER/ BERRY - B UREEHR
HEZ o (E3.4)

Figure3 4 FNEHBIEER
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The majority of complaints against public-sector organisations
involved :

» the use or disclosure of personal data beyond the scope
of the collection purpose and without the consent of the
individual (34%);

« the excessive or unfair collection of personal data (26%);

* non-compliance with data access or correction requests
(16%); or
« lack of security measures to protect personal data (15%).

The hospital / health service organisations, police force, and
housing generated most of the complaints. (Figure 3.4)

Complaints against public-sector organisations

W2015-16
2014-15

REFEREAE

Number of

complaint cases

M0 BRAS
Fire Services
iR R ED
Electioneering
RE
Universities
BEE
Housing
i

Police

BEPR / BEER
48 Hospital / Health Services
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Figure 3 . 5 REFAVIEE

Nature of complaints

W2015-16
2014-15

Of the 2,022 complaints received in 2015-16, a total of 2,585
alleged breaches of the requirements under the Ordinance
were involved:

© 2,091 (81%) were alleged breaches of the data-protection
principles (not a criminal offence per se); and

* 494 (19%) were alleged contraventions of the provisions of
the Ordinance.

Nature of the complaint allegations was as follows (Figure 3.5):
862 related to the purpose and manner of data collection;

« 835 related to the use of personal data without the consent of the
individual concerned;

¢ 321 related to direct marketing;

¢ 237 related to data security;

* 165 related to compliance with data access or correction requests;
* 149 related to accuracy and period of retention; and

* 8 related to openness of data policy.

R
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It is worth noting that the PCPD received a total of 127
electioneering-related complaints in 2015-16. The majority of
these complaints (106 cases) was received in the third quarter of
2015-16 and was related to the 2015 District Council Election. Most
of the complaints related to using personal data in electioneering
activities without consent. The PCPD updated its Guidance on
Electioneering Activities in August 2015 to provide candidates and
their election agents with practical guidance on compliance with
the requirements under the Ordinance.

Figure 3.6 shows the breakdown of complaints by topic. A total
of 239 ICT-related complaints in 2015-16 represented a 7%
year-on-year increase. The rising trend is principally attributable
to the increasing popularity of smartphones and the Internet.
ICT-related complaints involved :

* 90 cases related specifically to social networks;

« 85 cases concerned disclosure or leakage of personal data on
the Internet;

* 54 cases related to smartphone applications;
« 28 cases involved cyber-bullying; and

22 cases related to other sub-topics.

RFEREE
Number of
complaint cases

114 ety ELs] ]
185 Property related

131 ERRBIEER
159 Access / Correction Requests

~ 184 BANEREH
219 Human Resources related

235 FPRIRS / B2 R F 195385
281 ID Card number / Copy & Other Personal Identifiers

286 HiE(EH
320 Direct Marketing

223 BEEMRBAREEE
239 ICT-related
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Summary of complaints handled in the year

In addition to the new complaints received, the PCPD handled
253 complaints carried forward from the previous year, bringing

the total number of complaints handled during the year to 2,275.

Of these, 2,013 (88%) were completed during the report year, and
262 (12%) were still in progress as at 31 March 2016.

2015-16 2014-15 2013-14
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Outcome of Complaint Handling

2,013 cases were completed during the report period as follows

(Figure 3.7) :

© 243 (12%) were resolved through conciliation or mediation
during preliminary enquiries, i.e. the problems raised by the
complainants were remedied by the parties complained against.
(The Commissioner gave advice and / or recommendations to 156
organisations involved in these cases);

* 74 (4%) were resolved after formal investigation, and of these,
42 cases (57%) were resolved through conciliation or mediation,
(see “Results of Formal Investigations” below); and

* 38 (2%) were transferred or reported to the other authorities
e.g. Hong Kong Police.

Figure 3.11 shows the breakdown and categorisation of remedial
actions taken by the parties complained against in conciliation.

Among the remaining cases which were not investigated:

789 cases (39%) involved mostly complaints where the matter at
issue had been dealt with by relaying the complainants’ concern
to the parties complained against, or the complainants did not
respond to the Commissioner’s inquiries after being invited to
provide evidence to support their allegations;

* 379 cases (19%) were found to have no prima facie case
of contravention;

» 210 cases (10%) were outside the jurisdiction of the Ordinance;

» 162 cases (8%) were found to be unsubstantiated after enquiries
with the parties complained against; and

* 118 cases (6%) were withdrawn by the complainants during the
preliminary enquiries.

. Outcome of complaint handling

O SERERE
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O SEEER

No jurisdiction

© #AE/ AR

Conciliation / Mediation

REZERE /REFE
Relay concern only / No response

BIETE
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i

Withdrawn

EXAE

Formal investigation

O HiREHERE
Reported to other authorities

10% 39% 6% | 2%

19% 12% 8% 4%
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Results of Investigations of Complaint Cases
Results of Formal Investigations

During the report period, the PCPD completed 74 formal
investigations, of which :

¢ 10 cases (13%) were found to have contravened the requirements
under the Ordinance (the DPPs under the Ordinance);

¢ 2 cases (3%) were not found to have contravened the requirements
under the Ordiancne;

* 42 cases (57%) were resolved through conciliation or mediation
during the investigation; and

* 20 (27%) were discontinued for various reasons, and amongst
these remaining cases, it was unnecessary for the Commissioner
to draw any conclusions as to whether or not there were any
contraventions. (Figure 3.8)

Results of formal investigations

([
3% 27%
(2 5Rcases) (20 Rcases)
13% 57%
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Nature of Remedial Action in Discontinued Cases

The nature of remedial action taken by the parties complained
against in the 42 cases resolved through conciliation or mediation
is categorised in Figure 3.9 (N.B.: more than one type of remedial
action may have been taken by the party complained against in
some cases).

Nature of remedial action

(r
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Undertakings by parties complained against
10 2/ REBABRSRESEA
Supply / Correction of personal data or reduction of fee
12 i BRAE A & Y
Deletion of personal data
16 mE S HEEES
Proper guidance to staff
20 BT RIBET 5

Review and revision of practice

Of the 42 conciliated or mediated cases, the Commissioner
issued warning notices to the parties complained against in
22 cases.

Nature of Contravention

A total of 12 contraventions were involved in the 10 cases where
the requirements under the Ordinance were found to have
been contravened. The classification of the nature of all the
contraventions involved in these cases can be found in Figure 3.10
(N. B.: One case may involve a contravention of more than one DPP).

Nature of contravention

EHIEEHE
Number of
contraventions

. 1 REZRZE
Inadequate security
. 1 REH
Retention
4 RICREEHA
Use without consent
6 BEWEMEAER

Excessive collection of personal data



HEREE R ENFORCING DATA PROTECTION

58

HETE

AEHERGHRENERRRT A
T8

EREERFHRENIORERS - B
SEEBEPABWRFE R HAITERN - KU
LSBT IEEFIRVERITR - ERERTHI—
RIER - ERRFERIMEERR - LB

Enforcement Action

The PCPD takes enforcement action in cases of contravention of
the requirements under the Ordinance.

Of the 10 cases found to involve contraventions of the requirements
under the Ordinance, the Commissioner issued nine enforcement
notices to the parties complained against to stop or prevent
contraventions. In the remaining case, the Commissioner issued

ES OB HESE -

BAEREE
(FERIREF)

Annie CHIU

Personal Data Officer
(Enforcement &
Complaints)

warning notice to the party complained against after he had taken
measures to remedy the contravention.

& Sharing

BT oREAREEQAFTRERNEZFE B ENTFERERSES ZEB/ET E TR
BRI - IR E TETE - EREBEREBEAAENLBEENERE - RFEZBWIEZEMK
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TERSETENER  BFEX - TRANEES  EEAEYACEAANBREEEETE -

FINERBHNBRRRMEN S TLIFIES - FlanEmslaR - BRI EES - YA
ENT/EFERER -
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I am glad that | can work in the PCPD as an investigation officer. This job offers me many
opportunities to meet people from all walks of life. In handling matters relating to protection
of personal data privacy, | need to have a thorough understanding of the requirements under
the Ordinance, and sometimes it is necessary for me to have a grasp of other laws so as to
help the complainants solve their problems. As years go by, | have become more proficient
in the PCPD’s operation and the Ordinance, and | have also learnt more about many other
ordinances. My work experience has broadened my horizon.

Meeting people from different sectors has also enriched my social experience. In my work,
| came to know of the operation of different industries, including patterns, rules and practices.
Such knowledge is very beneficial to my personal development.

I am also thankful to the PCPD’s diversified training activities offered to me, e.g. leadership
training, mediation skills and English writing. These training courses are very useful.

Although my work is challenging, | will try hard to equip myself and make use of the knowledge
and skills learnt to serve the public with passion.
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Nature of Remedial Action in Conciliated or Mediated Cases

During the report period, 285 cases were resolved through
conciliation or mediation (243 during the preliminary enquiries and
42 during formal investigations), i.e. the problems raised by the
complainants were remedied by the parties complained against.
The remedial actions taken by the parties complained against are
categorised in Figure 3.11 (N.B.: More than one type of remedial
action may have been taken by the party complained against in
some cases) and are summarised as follows:

* Revision of operational practices by the party complained against
to prevent a similar breach in the future (98 cases);

* Proper guidance given by the party complained against to the staff
concerned to ensure compliance with the Ordinance (81 cases);

* Deletion of personal data unnecessarily collected by the party
complained against or disclosed to third parties (72 cases);

» Undertakings by the party complained against to cease the
malpractice leading to the complaint (58 cases);

* Supply / correction of the personal data by the party complained
against as per the complainants’ data access / correction requests,
orreductionin the fee for complying with the data access requests
(44 cases); and

» Other remedial actions taken which met the complainants’
expectations (64 cases).

Figure 3 ’I ’I KFRIFRARMAROERVAIE/TENGE
. Nature of remedial action in conciliated or mediated cases

REFERBE
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complaint cases
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Review and revision of practice



HEREE R ENFORCING DATA PROTECTION FABEEABE®R PCPD ANNUAL REPORT 2015-16

60 ]

BEgZ  IEEFEHERAEESTES CASE STUDY: GUIDING DATA USERS TO COMPLIANCE
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Case 1 - Excessive collection of copies of HKID Card of
parents by a kindergarten — DPP1(1)

The Complaint

The Complainant applied for admission to a kindergarten for
her son. Apart from the application form, the Complainant was
requested to provide a copy of her HKID Card. The Complainant
queried the purpose of the kindergarten to collect a copy of
her HKID Card.

The kindergarten explained to the Commissioner that a copy
of the Complainant’s HKID Card was needed for verifying the
relationship between the applicant (the student) and the
Complainant who submitted the application. The copy of the
Complainant’s HKID Card also facilitated the kindergarten to
issue the “student pick-up card” for the parent / guardian
designated to pick up the student from school.

Outcome

Given that HKID Card number was a sensitive personal data,
data user should not collect a copy of HKID Card lightly without
genuine need or justification.

For the purpose of simply verifying the relationship between the
applicant and his parent/guardian, the kindergarten could ask
the parent/guardian to present his HKID Card when submitting
the application in person or when attending the school interview.
The kindergarten could then verify the name on the HKID Card
against the names of the parents recorded on the birth certificate
of the applicant or any other relevant legal document. Based on
the verification result, the kindergarten might issue the “student
pick-up card” accordingly. If the kindergarten doubted the
identity of the person who came to pick up a student, it might ask
that person to present his HKID Card and verify his name against
the record.

The Commissioner was of the view that the collection of copies of
HKID Card of the parents/guardians was excessive and in breach
of DPP1(1).

As a result, the kindergarten agreed to stop collecting copies of
HKID card of the parents/guardians, and to destroy all copies of
HKID Card previously collected.
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Case 2 — An employer charged an excessive fee for
complying with an employee’s data access request -
Section 28(3)

The Complaint

The Complainant made a data access request (the “DAR”) to his
employer for a copy of his appraisal report. His employer imposed
a flat-rate fee (HK$50 per page) on a requestor and charged the
Complainant HK$200 for an appraisal report of four pages. The
Complainant considered the fee to be excessive.

Outcome

According to the principles laid down by the Administrative
Appeals Board in Administrative Appeal No. 37/2009, a data user
is allowed to charge a requestor only for costs which are “directly
related to and necessary for” complying with a data access
request. A data user should not charge a fee on a commercial
basis. Any fees that exceed the costs of compliance would be
considered excessive.

As the charge of HK$200 for four pages appeared, on the face of it,
to be exorbitant, the burden was on the Complainant’s employer
to prove that the fee of HK$200 it had charged was not excessive.
However, the Complainant’s employer failed to provide details
of the basis of the flat-rate (HK$50 per page) or justify how the
amount of HK$200 was cost-related to the compliance with
the DAR.

After the Commissioner had explained the requirements
under 28(3) of the Ordinance and the principles laid down
in Administrative Appeal No. 37/2009 to the Complainant’s
employer, the flat-rate of HK$2 per page was charged instead
and a total of HK$192 was refunded to the Complainant.
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Case 3 - A bank should not show remitter’s address on the
electronic advice issued to payee — DPP3

The Complaint

The Complainant instructed Bank A to remit a sum of money by
telegraphic transfer to an account at Bank B, and later found that
the electronic advice issued to the payee by Bank B showed his
name and address. Dissatisfied with Bank B's disclosure of his
address to the payee on the electronic advice, the Complainant
lodged a complaint with the PCPD.

Bank B explained that when it received an international
telegraphic transfer from the remitting bank (i.e. Bank A), it would
extract two lines of text from the field of remitter’s information
and put it into the electronic advice in accordance with the
banking practices so as to provide sufficient information to the
payee for identification of the remitter. According to Bank B, the
remitting bank generally inputs the remitter's name in the first
line of the field and the remitter’s address in the second line.

Outcome

According to the information provided by Bank B, the purpose
of showing the remitter’s name and address on the electronic
advice was to provide sufficient information to the payee for
identification of the remitter. However, it seemed that Bank B
had not considered the fact that the payee might not have
known the remitter’s address (as in this case). Therefore, the
act of showing the data on the electronic advice could not help
the payee to identify the remitter, but the remitter’'s address
was unnecessarily disclosed to the payee. The Commissioner is
of the view that showing the remitter’'s name and account data
on the electronic advice is sufficient to achieve the purpose of
identifying the remitter by the payee. Hence, the act of Bank B
in the case had contravened DPP3.

After the PCPD’s intervention, Bank B agreed to amend the
format of its electronic advice, which would then only show the
data in the first line of the field. Such amendment can avoid
unnecessarily disclosing the remitter's address to the payee
in future.
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Case 4 — A property management company should not
refer a resident to a mental health service organisation
by disclosing the resident’'s personal data without
consent — DPP3

The Complaint

The Complainant had received a home visit from a mental
health service organisation, during which he agreed to join the
organisation as a member and use its services. The organisation
later wrote a report on the Complainant’s mental condition.
As the report mentioned the details of disputes between the
Complainant and his neighbour, the Complainant believed that
the data was supplied to the organisation by the management
company of his housing estate. Hence, the Complainant lodged
a complaint with the PCPD against the management company
for disclosing his personal data to the organisation without
his consent.

According to the management company, as the Complainant
had several disputes with his neighbour, it believed that
the organisation might provide appropriate service to the
Complainant. Hence, it referred the Complainant to the
organisation, which then paid the Complainant a visit at his
home. The management company admitted that it had,
without the Complainant’s prescribed consent, supplied the
Complainant’s background information to the organisation when
making the referral.

Outcome

In view of the disputes between the Complainant and his
neighbour, the management company wishfully assumed that
the organisation could intervene to provide the Complainant
with appropriate follow-up and hence improve the situation.
However, the management company had not considered the
Complainant’s will before referring him and disclosing his
personal data to the organisation. The Commissioner was of the
view that the referral did not relate to the original purpose of
collection of the Complainant’s personal data by the management
company (i.e. for handling disputes among residents of the
housing estate), and the management company had not obtained
the Complainant’s prescribed consent before disclosure, thus
the act of the management company violated DPP3.

After the PCPD’s intervention, the management company
gave written guidelines and verbal instructions to its staff,
requiring them to obtain written consent from residents
before transferring or releasing residents’ personal data to any
third party.
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PROSECUTION AND CONVICTION CASES

The regulatory regime for direct marketing activities under the
Ordinance has been substantially revamped and come into force
on 1 April 2013. More stringent requirements are introduced in
relation to the use of personal data and provision of personal data
for use in direct marketing. Contravention of the requirements
is a criminal offence and its maximum penalty was raised from a
fine of HK$10,000 to a fine of HK$500,000 and imprisonment for
three years. If the personal data is provided to a third party for
its use in direct marketing in exchange for gain, non-compliance
may result in a maximum penalty of a fine of HK$1 million and five
years’ imprisonment.

In an effort to enhance the current mechanism of referring
suspected offences under the Ordinance to the Police, a meeting was
held between the Commissioner and the Commissioner of Police
in August 2015, followed by a series of meetings between Deputy
Commissioner and Assistant Commissioner of Police (Support),
Assistant Commissioner of Police (Crime), senior officers of Crime
Wing Police Headquarters, Commercial Crime Bureau, Kowloon
East Regional Headquarters (Crime) and Kwai Tsing District. Besides,
the PCPD regularly delivered lectures and training sessions on the
requirements under the Ordinance to the Police officers.

In the report year, six cases, all of which related to the use of personal
data in direct marketing, had been prosecuted. Four of such cases
were concluded in convictions while the remaining two cases were
still in progress in the report year. Case 4 below clearly shows that
the direct marketing provisions are to be observed not only by
organisational data users, but also by non-corporate data users.
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Case 1: A telecommunications service provider failed to
comply with a customer’s opt-out request

The Complaint

The Complainant was a customer of a telecommunications
service provider for its broadband service. Despite this service
provider’s acknowledgement of the Complainant’s written
opt-out request, its staff still called the Complainant on his
mobile number and left a voice message informing him of,
amongst other things, its available services and promotions.

Outcome

The service provider was convicted, after trial, of failure to
comply with the Complainant’s request to cease to use his
personal data in direct marketing, contrary to section 35G(3) of
the Ordinance and fined HK$30,000 (N.B.: This service provider
subsequently filed a notice of appeal against its conviction, and
the hearing was yet to complete).

Case 2: A storage service company was convicted of using
a customer’s personal data in direct marketing without
taking specified actions

The Complaint

The Complainant engaged the storage service of Company A and
provided it with his personal data including his name, credit card
number, mobile phone number, company email address managed
by him and current residential address. Subsequently, Company A
ceased its business in Hong Kong, and the business was taken over
by Company B which provided similar storage service.

Thereafter, Company B sent a direct marketing email to the
Complainant addressing the Complainant by his name and
enclosing a storage service quotation with the terms and
conditions of the service. The Complainant had no prior
dealings with Company B and he had not been informed of,
or given consent to Company B’s use of his personal data in
direct marketing.

Outcome

Company B was charged with the offence of using the personal
data of the Complainant in direct marketing without taking
specified actions, contrary to section 35C(2) of the Ordinance.
Company B pleaded guilty to the charge and was fined HK$10,000.
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Case 3: A body-check service company was summonsed
for failing to comply with an opt-out request

The Complaint

The Complainant was an ex-customer of a body-check service
company. Since mid-2013, the company had repeatedly
made direct marketing calls to the Complainant promoting its
body-check services. Despite the Complainant’s earlier verbal
and written opt-out requests, the company continued to make
direct marketing calls to him in July 2014.

Outcome

The body-check service company was charged with the offence
of failing to comply with the Complainant’s requests to cease to
use his personal data in direct marketing under section 35G(3) of
the Ordinance. The company pleaded guilty to the charge and
was fined HK$10,000.

Case 4: A non-corporate data user was fined for providing
personal data to another for use in direct marketing

The Complaint

The Complainant’s Christian name and mobile phone number
were provided to his alumnus on a social occasion, and without
informing or seeking his consent, the alumnus provided the
Complainant’s name and mobile phone number to an insurance
agent for direct marketing. The case came to light when the
insurance agent subsequently made calls to the Complainant
with a view to promoting insurance products.

Outcome

The alumnus was charged with failing to take the specified
actions under section 35J(2) of the Ordinance before so providing
the Complainant’s personal data to the insurance agent for
direct marketing. The alumnus’s defence was that he had the
consent of the Complainant beforehand. His defence was not
accepted by the court, and he was fined HK$5,000 upon conviction
as charged.

This is a case where a non-corporate data user was charged and
convicted under the Ordinance, and it is also the first conviction
under section 35J (N.B.: This alumnus subsequently filed a
notice of appeal against his conviction, and the hearing was yet
to complete).
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LESSONS LEARNT FROM COMPLAINT CASES

Complaint Case 1

Excessive collection of a customer’s personal data by a
beauty centre - DPP1(1)

The Complaint

The Complainant visited a beauty centre for its slimming and
whitening treatments, and was required to fill in a registration
form for new customers by providing her HKID Card number,
date of birth, education level, and occupation. The Complainant
was also requested to fill in her HKID Card number in two separate
letters of consent for receiving the treatments. Dissatisfied with
the beauty centre’s excessive collection of her personal data, the
Complainant lodged a complaint with the PCPD.

The beauty centre explained that the purpose of collecting
a customer’s HKID Card number in the registration form for
new customers was for identity verification. Date of birth was
collected for considering and providing follow-up advice
and treatment for a customer’s skin, which was age related.
By assessing a customer’s education level and occupation,
the frontline staff could provide a tailor made presentation to
the customer.

The beauty centre further explained that as its business nature
was stated as “clinic” in the business licence and the treatments
were considered as “high risk procedures” which might be
carried out by doctors or therapists, depending on the
circumstances, it needed to collect a customer’s HKID Card
number in the letters of consent for the beauty treatments.
Hence, the doctor-patient relationship was established and
it was justified for the beauty centre to collect the HKID Card
number of its customers. Furthermore, a customer might claim
against the beauty centre for any unsatisfactory treatments,
and in order to prove that the content of the letters of consent
was read and agreed to, it was necessary to collect the customer’s
HKID Card number in the letters of consent.

Outcome

The Commissioner took the view that for the purpose of follow
up treatment on a customer’s skin condition, collection of a
customer’s birth year would suffice, and the services provided
by the beauty centre would not be dependent on a customer’s
education level and occupation.
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Moreover, the beauty centre could verify a customer’s identity
by requesting her to produce any of her other identification
documents for the purpose of checking the name and photo, and
verify her telephone number on site. The beauty centre could
also assign a unique membership number to a customer so as
to identify her and locate her records before offering services or
treatments to her.

The collection of HKID Card number in the letters of consent for
the whitening and slimming treatments on the basis of there
being a doctor-patient relationship between the customer
and the beauty centre/therapist was misconceived, as the
beauty centre was not a clinic registered under the Medical
Clinics Ordinance. Moreover, the majority of the treatments
were conducted by the therapists of the beauty centre.
Certainly, the qualification of therapists was hardly comparable
with the training and professional assessment that doctors
received, and customers would have trust and confidence in
registered doctors’ pre-treatment evaluation, adaptability
during treatment or post-treatment follow-up which created
the doctor-patient relationship. Hence, HKID Card numbers in
the letter of consent could only be collected for the treatments
provided by registered doctors and not for the treatments
provided by therapists.

In civil actions, the beauty centre as the respondent would not
be required to submit the HKID Card number of the plaintiff
(i.e. customer who brought the claim action) when preparing its
statement of defence.

The Commissioner considered that it was excessive for the
beauty centre to compulsorily require customers to (i) provide
the HKID Card number, date of birth, education level and
occupation in the registration form for new customers and (ii)
provide the HKID Card in the letters of consent for the whitening
and slimming treatments carried out by persons other than
registered doctors. An enforcement notice was served on the
beauty centre directing it to take remedial actions. The beauty
centre subsequently complied with the enforcement notice.
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Complaint Case 2

Unnecessary collection of a patient’s Hong Kong Identity
Card copy by a doctor - DPP1(1)

The Complaint

The Complainant doubted a doctor’'s medical advice during a
medical consultation and consequently angered the doctor.
In response, the doctor threatened to sue the Complainant for
slander and demanded her to produce her HKID Card for copying
in the clinic. The Complainant was not allowed to leave the clinic
as she refused the doctor’s request. Eventually, the Complainant
called the Police for assistance and left the clinic without
producing her HKID Card to the doctor. After leaving the clinic,
the Complainant reported the case to the PCPD.

Outcome

Paragraph 3.1 of the “Code of Practice on the Identity Card
Number and other Personal Identifiers” (the “Code”) issued by
the Commissioner stipulates that unless authorised by law, no
data user may compulsorily require an individual to furnish a
copy of his HKID Card. Paragraph 3.2 of the Code stipulates that
a data user should not collect a HKID Card copy except in the
circumstances set out therein.

In response to the investigation, the doctor had neither justified
his request for copying the Complainant’s HKID Card after the
consultation by reference to the relevant requirements under
the Code nor explained his purpose for the use of the HKID Card
copy. In fact, the Complainant had already produced her HKID
Card to the nurse for registration before the consultation, and
her name, contact information and HKID Card number had
previously been collected by the doctor.

While the collection of a patient’'s HKID Card number is
permitted under the Code to ensure that the correct medical
record is referred to when treating the patient, the collection of
a patient’s HKID Card copy by the doctor is not necessary. But
for the Complainant’s refusal, the doctor would have collected
the Complainant’s HKID Card copy in a position of authority.
Such collection would be a contravention of DPP1(1). Therefore,
the Commissioner served an enforcement notice on the doctor
directing him to stop collecting any patient’s HKID Card copy
except in the circumstances set out in the Code. The doctor
subsequently complied with the enforcement notice.
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Complaint Case 3

A hospital mistakenly disclosed the medical condition
of a patient to the patient’s mother though it had been
requested to keep it confidential - DPP4

The Complaint

After having been diagnosed with serious illness, the
Complainant requested the hospital to keep his illness
confidential. The hospital acceded to the request and recorded
it on his chart board. However, the hospital’s nurse still called
the Complainant’s mother and disclosed his medical condition
to her.

The hospital explained that the complaint stemmed from the
necessity of transferring the Complainant to the Specialty
Ward of another hospital. The nurse-in-charge intended to call
the Specialty Ward for arranging the transfer according to the
data on the Complainant’s chart board. However, the nurse
mistakenly dialled the emergency contact number (i.e. the
telephone number of the Complainant’'s mother) on another
page of the chart board and disclosed the Complainant’s
iliness to the call receiver (i.e. the Complainant’s mother) without
first confirming that the receiver was a medical staff member
of the Specialty Ward.

Outcome

Patients’ medical records are highly sensitive personal data
and must be handled with extra care. As the hospital in this
case had not taken all the practicable steps to ensure that its
patient’s personal data was protected against unauthorised or
accidental use, the Commissioner held that the hospital had
contravened DPP4.

In the course of investigation, the hospital had given a warning
to the nurse and issued a written notice to all medical staff
requiring them to check the correctness of the telephone
numbers of the receivers and confirm the receivers’ identities
before disclosing patients’ medical records over the phone
in future. The Commissioner issued a warning to the hospital
urging it to clearly communicate the above requirements to its
staff, and take practicable steps to ensure staff compliance so as
to enhance staff's compliance with the personal data protection
under the Ordinance.
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Complaint Case 4

Unnecessary collection of HKID Card copy of a corporate
customer’s representative by a telecommunications
company when the customer applied for replacement
of a mobile SIM card — DPP1(1)

The Complaint

The Complainant was authorised by his employer to apply for
replacement of his employer’s mobile SIM card at a branch of a
telecommunications company. Although the Complainant had
produced his employer’s business registration certificate and
company chop, the telecommunications company demanded to
scan the Complainant’s HKID Card for record. Considering that the
telecommunications company had collected excessive personal data
from him, the Complainant lodged a complaint with the PCPD.

The telecommunications company explained that according to
its established practices, when a corporate customer applied
for replacement of a mobile SIM card, it would collect a copy of
HKID Card of the corporate customer’s representative, in addition
to the business registration certificate and company chop. The
representative’s HKID Card copy was collected for identity
verification to prevent the SIM card from being obtained by
someone impersonating the corporate customer.

Outcome

With respect to ascertaining if a corporate customer’s
representative is legally authorised by the corporate customer,
the Commissioner was of the view that the telecommunications
company should request the representative to provide an
authorisation letter containing the representative’s name issued
by the corporate customer. To verify the representative’s
identity, the telecommunications company could request the
representative to produce an identification document with
photo (e.g. HKID Card or staff card) on-site to match it with the
representative’s appearance and name on the authorisation letter.
If the telecommunications company still had doubt about the
representative’s identity, it could contact the person-in-charge
of the corporate customer direct for clarification.

Hence, the Commissioner was of the view that the
telecommunications company’s collection of the HKID Card
copy of the corporate customer’s representative was excessive
and contravened DPP1(1).

After PCPD’s intervention, the telecommunications company
took various remedial measures, which included ceasing
collecting HKID Card number, or copy, of a corporate customer’s
representative when handling replacement of a mobile SIM card;
notifying its frontline staff of the said arrangement; and destroying
HKID Card data of corporate customers’ representatives
previously collected.
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PUBLICATION OF INVESTIGATION REPORT UNDER
SECTION 48(2)

Investigation Report: Excessive and Unfair Collection of
Employees’ Fingerprint Data by Employer

The Commissioner initiated a formal investigation against a
fashion trading company (the “Company”) to ascertain whether
the collection of employees’ fingerprint data, for the purposes of
safeguarding office security and monitoring staff attendance, was
necessary and fair.

The investigation stemmed from a complaint lodged by an
ex-employee of the Company. The Company collected the
ex-employee’s fingerprint data through a fingerprint recognition
device on her first day of work. To access the office and the
showroom, or to take attendance for work, employees were required
to place their fingers on the fingerprint recognition devices.

The ex-employee was reluctant to provide her fingerprint data,
and requested the Company to provide other alternatives in lieu
of collecting her fingerprint data, but her request was ignored.
Left with no alternative, the ex-employee let the Company collect
her fingerprint data.

Findings of the Investigation
Excessive Collection - DPP1(1)

The Company argued that the fingerprint recognition devices
were necessary for enhancing its security because its fashion items
stored in the showroom and the office were of high value, and it
had experienced several theft incidents.

The PCPD'’s investigation revealed that the Company had already
installed several security devices to safeguard its property, including
CCTV cameras, digital locks, ordinary door locks and a chain lock,
and these measures rendered the fingerprint recognition devices
redundant as a night - time security device.
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On the other hand, the theft incidents experienced by the
Company were day-time thefts, all committed by its staff
and customers, and as such, the installation of the fingerprint
recognition devices to prevent unauthorised entry would not
help prevent these thefts. The existing CCTV cameras, which in
fact detected the thefts and identified the culprits concerned,
appeared to be a more effective security means.

As for monitoring staff attendance, the Company had only 20
employees, it would be relatively easy to monitor staff attendance
using less privacy intrusive means, such as password or a
smartcard, instead of the use of a fingerprint recognition device.

Unfair Collection - DPP1(2)

The employees were neither provided with a choice to opt for
other alternatives to satisfy the purposes of safeguarding the
office security and monitoring staff attendance, nor informed of
the privacy risks involved and the measures to prevent wrongful
collection and misuse. In the circumstances, even the employees
consented that the Company could collect their fingerprint data,
the consent was not a genuine and informed consent.

The Commissioner therefore found the Company in contravention
of DPP1(1) and DPP1(2) on the collection of employee's
fingerprint data.

Enforcement Notice and Advice

An enforcement notice was served on the Company directing
it to destroy all fingerprint data collected from its present and
past employees, and to cease collecting its employees’ fingerprint
data. The Company had confirmed its compliance with the
enforcement notice.

Establishing Guidelines for Use of Fingerprint Recognition
Devices

As the use of fingerprint recognition device becomes increasingly
common, it is imperative that privacy and data protection are not
compromised. The case is a vivid example of a data user preferring
the convenience and affordability of such devices to the neglect
of the underlying privacy concerns. It illustrates the modern flow
of sacrificing privacy rights at the altar of technology without
understanding and assessing the privacy risks which technology
can generate. Technology is certainly to be used but irresponsible
use of technology must be discouraged.
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FPERSE :
www.pcpd.org.hk/tc_chi/enforcement/
commissioners_findings/investigation_
reports/files/R15_2308_c.pdf

Given the highly sensitive nature of fingerprint data, i.e., it is a
unique physiological trait which an individual was born with and
can irrefutably identify an individual, and it remains unchanged
throughout the individual’s lifetime, etc., fingerprint data should
be collected only when justified, and used with appropriate
procedural and technological safeguards to prevent unauthorised
access to and use of the data.

An organisation must satisfy itself that fingerprint collection
is necessary to meet a specific need and there is no other less
privacy-intrusive means which could be equally effective to
serve the same need. A fingerprint recognition device should not
be used simply because it is readily available, convenient and
cost-effective. It may be an appropriate tool to control entry
to high security areas but to apply it merely for checking staff
attendance is questionable.

An employer should not exert undue influence or threaten its
employees when seeking to gain the latter's consent to collect
their fingerprint data, as such conduct would amount to unfair
collection of personal data, bearing in mind the disparity in
bargaining power between an employer and his employees.
The employees’ consent must be genuine, unambiguous, and
informed of the privacy risks associated with the collection and
use of fingerprint data.

Investigation Report:
www.pcpd.org.hk/english/enforcement/commissioners_findings/
investigation_reports/files/R15_2308_e.pdf
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ELECTRONIC HEALTH RECORD SHARING SYSTEM

The Electronic Health Record Sharing System Ordinance (Cap 625)
came into operation on 2 December 2015. With the consent of
the patient, healthcare providers (in both the public and private
sectors) can have access to and share the patient’s health record
in the Electronic Health Record Sharing System (the “eHR Sharing
System”) for healthcare-related purposes.

Electronic health record (“eHR") in the eHR Sharing System amounts
to personal data under the Personal Data (Privacy) Ordinance.
To ensure that a patient’s personal data will be duly protected
under the eHR Sharing System, the PCPD had participated in
the government’s Working Group on Legal, Privacy and Security
Issues of the eHR Sharing System since the early stage of the
legislative process of the eHR Sharing System in 2007. The PCPD
also rendered comments and suggestions on issues related to
personal data privacy at the Committee Stage of the Bill.

The functions and powers of the Commissioner under the Personal
Data (Privacy) Ordinance in relation to personal data in the eHR
Sharing System include:

 handling complaints of suspected breaches of the Personal Data
(Privacy) Ordinance and initiating investigation if necessary;

« carrying out an inspection of the eHR Sharing System;

« providing guidance on personal data privacy in relation to the
eHR Sharing System to citizens and healthcare providers; and

* handling any data breach notification in relation to the eHR
Sharing System.

4
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The Privacy Commissioner also offered a lot of advice and attended meetings on a number of occasions
to answer members’ (of the Bills Committee on the Electronic Health Record Sharing System Bill)
questions. This is very helpful to our work, so | also wish to thank him and his colleagues in particular.

On one occasion, a meeting of the Bills Committee was aborted due to a lack of quorum but the Privacy
Commissioner was still very generous to hold a meeting with some of the members who were present
or who were late in the café for more than two hours... it was quite helpful to our work.

EHRZEE, JP
The Hon Charles Peter MOK, JP
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* HEEsy
www.pcpd.org.hk/tc_chi/data_privacy_law/
electronic_health_record_sharing_system/ehrss.html

2015 F12B18AET THFP —SENE - BLAE
BERATHEBRL

One of the briefings was held on 18 December 2015
to explain the eHR Sharing System to the PCPD
staff members.

To prepare for the commencement of operation of the eHR Sharing
System in March 2016, the PCPD undertook a series of preparatory
work since the second quarter of 2015-16. Apart from continuing
to render comments on personal data privacy-related issues in
relation to the eHR Sharing System to the government, the PCPD
had worked closely with the eHR Office under the Food and Health
Bureau to set up a two-way referral mechanism in handling possible
eHR-related complaints. Representatives from the eHR Office and
Hospital Authority were invited to conduct briefing sessions for
staff of the PCPD while the PCPD was also invited to share its
experience with the eHR Office in handling complaints relating to
the medical sector. Two sets of information leaflets on protection
of personal data privacy in relation to the eHR Sharing System
were published in early 2016 for the reference of the healthcare
recipients and the healthcare providers respectively *.

* The information leaflets can be downloaded at

www.pcpd.org.hk/english/data_privacy_law/electronic_health_record_

sharing_system/ehrss.html
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Lastly, I wish to once again express my gratitude to the Privacy Commissioner — He and his colleagues are
most sincere and have provided a lot of views to us...... But | think the Privacy Commissioner absolutely
plays a most crucial role in looking into what measures should be taken to ensure compliance with the
legislation on privacy or other legislation from the angle of privacy protection, in order for Hong Kong
people to be provided with full protection under this system.

ZZM=REE, P
The Hon Emily LAU Wai-hing, JP

Bl Feedback
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The Privacy Commissioner for Personal Data has also made great efforts regarding the Bill by raising a
lot of points of doubt, and the authorities have made amendments in the light of these suggestions and
points of doubt. We support all of these.

RBIEES
The Hon Fernando CHEUNG Chiu-hung

[Bl1¥ Feedback
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The representative of the Office of the Privacy Commissioner for Personal Data has also taken an active
role in the discussion of the Working Group and most of his recommendations were taken on board.

BYRBERRRSXKXFEE, BBS, JP
Dr the HON KO Wing-man, BBS, JP
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The Commissioner published a report on 28 July 2015 in respect of
a survey of 10 commonly-used public registers maintained by the
government and public bodies, namely, Bankruptcy register, Births
register, Business register, Companies register, Land registers,
Marriage register, register of Notice of Intended Marriage, SFC
register of Licensed Persons, register of Vehicles and registers of
Electors. The protection of the personal data contained in these
registers was examined with reference to a set of guidelines on the
protection of personal data in relation to existing and new public
registers formulated by the government on 30 December 2000
(the “Guidelines”). In order to ascertain the extent of compliance
with the Guidelines in general, the Commissioner also examined
82 ordinances and related regulations enacted or amended during
the period from 1 January 2001 to 31 March 2014 which contain
provisions relating to public registers.

Personal data in the public registers is subject to the protection
under the Ordinance. In particular, the use of personal data collected
from the public registers is governed by DPP3 in Schedule 1 of the
Ordinance which limits the use of personal data for the purposes
for which it was collected or a directly related purpose, unless the
explicit and voluntary consent of the data subject is obtained. In
other words, the personal data collected from a public register can
generally be used only for purposes in line with or directly related
to the purpose(s) of setting up the public registers.

The Guidelines advise that the purposes of a public register
should be stated as specifically as practicable in the legislation
that establishes it. The Guidelines also advise provisions in the
legislation to include: (a) the sanctions imposed against the
improper use of the personal data; (b) the specified purposes for
which the data may be requested, and the class of persons entitled
to make requests; and (c) the requestors’ declaration in writing for
the intended use of the information requested.

The survey concluded with the following major observations:
Examination of ordinances and related regulations

Only 32 of the 82 public register-related legislation newly enacted
oramended from 1 January 2001 to 31 March 2014 spelled out the
purposes of the publication of the data and/or the permissible
use or secondary use of such data; and

Only five of these legislation contained explicit provisions
introducing measures to safeguard against possible misuse of the
personal data.
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Examination of the 10 commonly-used public registers

Only four out of the 10 registers had the purposes of the registers
specified in the respective legislation;

Only one out of the 10 registers had legislative safeguards against
misuse of data and only one out of the remaining nine registers
provides for administrative safeguards;

The lack of legislative or administrative safeguards against data
misuse was particularly worrying as most of the operators of the
registers have no discretion to reject a request for data access;

For two out of the three registers which the operators had
discretionary power to decide on the provision of specific kinds
of personal data upon request, there were no laid down policies
governing the exercise of the discretion;

While data subjects were informed by all 10 registers of the
purposes of the registers, the clarity and adequacy of the notification
given to data subjects and the public could be improved;

Forthe Bankruptcy register, the Business register and the Marriage
register, there was no specific mentioning that the data could be
made available to the public;

For the Marriage register, no reference was made to the purpose
of inspection of the notices throughout the process of inspection
which took place in the Marriage Registries by reviewing the
webpages of onsite computers; and

For online access to a public register, the Guidelines only required
the home page to include the specified purposes of the register
and the use limitations, thus falling short of ensuring that the
requestor did read and understand this home page message.

In general, the 10 commonly-used registers were administered in
accordance with the law and had personal information collection
statement and statement of purposes to be acknowledged by
searchers, but there was room for improvement.

The use of personal data collected from a public register should
comply with the stated purpose of the register. The lack of a
purpose specified in the establishing legislation for the public
registers posed an enforcement hurdle for the Commissioner.
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The Commissioner recommended the government should
establish a dedicated organisational structure and mechanism to
oversee and monitor compliance with the Guidelines by the various
government bureaux and departments, particularly in regard to the
required legislative enactment or amendment. The Commissioner
also recommended a “personal data clearance clause” in the law
drafting process, in line with the “human rights clearance clause”
and the “basic law clearance clause” be introduced, and the
Department of Justice be assigned to take up the gate-keeper
role to ensure that serious consideration would be given in future
legislative enactment or amendment processes to incorporate the
specific purposes of public registers.

The Commissioner forwarded the survey report to the relevant
government bureaux and departments, with recommendations
on compliance with the Guidelines. They were requested to
review the existing practices of the various registers in light of
the recommendations.

The full survey report:
www.pcpd.org.hk/english/resources_centre/publications/surveys/
files/survey_public_registers.pdf
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APPEALS LODGED WITH THE ADMINISTRATIVE
APPEALS BOARD

The Administrative Appeals Board (“AAB”), established under the
Administrative Appeals Board Ordinance (Cap 442), is the statutory
body that hears and determines appeals against the Commissioner’s
decisions by a complainant, or the relevant data user complained of.

Statistics of AAB Cases Concluded / Received in the Year
2015-2016

A total of 30 appeals were concluded and 35 new appeal cases were
received during the report year.

Most of the appeals were eventually dismissed by the AAB or
withdrawn by the appellants. (Figure 4.1)

public_registers.pdf
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| joined the PCPD as Legal Counsel in 2008. The public awareness in relation to personal data
privacy has arisen since a widely reported incident involving the sale of customers’ data.
Thereafter, | was given the opportunities to participate in the review of the Ordinance, which
culminated in the enactment of the Personal Data (Privacy) (Amendment) Ordinance in 2012. In
recent years, | have also taken charge of some major projects and new initiatives including the
Guidance on Personal Data Protection in Cross-Border Data Transfer, the Survey Report of Public
Registers Maintained by Government and Public Bodies, and rendered submissions/comments to
the government and the Legislative Council Bills Committee in relation to the Electronic Health

e Records Sharing System Ordinance.

My career here is fruitful and satisfying. | now assist in leading a team of lawyers to provide

__@1’157\ legal advisory services to the PCPD as Senior Legal Counsel, handling litigation related work
= ARAEED and explaining our policies to stakeholders as well as elites with different expertise. Joining
Sandra LIU the PCPD has broadened my exposure and horizon. | am glad to be part of such a capable and

Senior Legal Counsel diverse team.
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Nature of the appeals
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O HHERBEERE
TETEXRAEN LR
Appeals against the
Commissioner’s decision not to carry
out a formal investigation

O HYULBEEREEBRE
TREFEMTEAN LR
Appeals against the
Commissioner’s decision not to
serve an enforcement notice after
the investigation

O HYUFBHEETEMR
BRBRF
Appeals against the
Commissioner’s decision not to
accept the relevant cases as
a complaint

Of the 35 new appeal cases received in the year, 30 of which appealed
against the Commissioner’s decision not to carry out a formal
investigation. The Commissioner made these decisions based on
the following: (i) the primary subject matter of the complaint was
considered not to be related to personal data privacy; (ii) there was
no prima facie evidence to support the alleged contravention; (iii)
the party complained against had taken remedial action to rectify
the alleged contraventions and/or (iv) the two-year statutory time
limit had lapsed when the relevant complaint was made.

Four appeals were against the Commissioner’s decision not to
accept the relevant cases as a “complaint” under section 37 of

the Ordinance.

The remaining appeal was against the Commissioner’s decision not
to serve an enforcement notice after the investigation. (Figure4.2)
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Of these 35 new appeal cases, 26 involved alleged breaches of the
DPPs of the Ordinance. Four cases involved alleged non-compliance
with data access request and/or data correction request, and the
remaining five cases concerned about whether or not personal
data was involved. (Figure 4.3)

The provisions of the Ordinance involved in the appeals

#B 355K
Total 35 cases

O EXRERURERA
Contraventions of DPPs

O TERERNEEERR/
HRERHIEER
Non-compliance with

data access request and /
or data correction request

0 EESREAER
Whether personal data
was involved
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Of those 26 appeal cases involving the alleged contraventions of
DPPs, one appeal might involve more than one principle. Of these
appeals, eight cases involved excessive and/or unfair collection of
personal data; five involved the duration of retention of personal
data; 15 involved the use and/or disclosure of personal data
without the data subject’s prior consent; six involved security of
personal data and two involved the data user’s privacy policies
and practices.
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The complainant was a member of several statutory panels.
Three judgments were handed down in 2000, 2001 and 2002
concerning her divorce proceedings heard in open court, and
these judgments, which originally contained the names of the
complainant, her ex-husband and her children, were made
available by the Judiciary in the Legal Reference System (“LRS”").
However, in 2010 and 2012, the Judiciary replaced the three
judgments in the LRS with their names anonymised at the request
of the complainant.

In early 2013, the complainant found her name revealed on
three hyperlinks on “Who’s Who" of a website operated by the
Appellant, which were connected to the three anonymised
judgments in the LRS. If a user entered the complainant’s name in
the “search people” box of the Appellant’s website, the user would
be brought to the “Who's Who" page of the same website where
information about the complainant would be shown. However,
on this “Who's Who" page, the three hyperlinks were embedded
under the item “Articles”, and by clicking on “Articles”, the three
hyperlinks with the judgments’ titles (referring to the names of
the complainant and her former husband) would appear. This
search process effectively identified the complainant by name in
those three judgments, despite the anonymisation in them.

In March 2013, the complainant wrote to the Appellant for
deletion of the hyperlinks but her request was declined. She then
lodged a complaint with the Commissioner against the Appellant
in disclosing her personal data on the said website.

Upon completion of the investigation of the complaint, the
Commissioner concluded that the Appellant had contravened the
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requirement of DPP3. In August 2014, the Commissioner served
on the Appellant the result of investigation and an enforcement
notice directing him to remove the three hyperlinks from the
website and to confirm his compliance in writing together with
supporting evidence.

Dissatisfied with the Commissioner’'s decision, the Appellant
lodged an appeal to the AAB.

Ground One

The Appellant argued that the “purpose” in DPP3 referred to the
purpose of the data collector. As the Appellant regarded himself
as the “data collector”, his purpose of collecting personal data
from the three judgments included publication of the data
on his website. This purpose did not change at any time.
The Appellant cited AAB No.36/2007 in support of this ground.

The AAB considered that in subsection (4) of DPP3, the phrase
“the purpose for which the data was to be used at the time of
the collection of the data” referred to the purpose for which the
data was originally collected. In this case, such original purpose
referred to the purpose of the Judiciary being the person who
first collected the relevant data.

The AAB did not agree that the Appellant’s purpose of using
the complainant’s personal data (i.e. reporting and publication
for general use) could be said to be consistent with the Judiciary
purpose of publishing the judgments (i.e. to enable their
judgments to be utilised as “legal precedents on points of laws,
practice and procedure of the courts and of public interests”).
There was nothing to suggest that the Appellant’s purpose was
in any way related to the law. As the Appellant used the relevant
personal data for a “new purpose”, the Commissioner was
correct in concluding that the Appellant had contravened DPP3.

Ground Two

Relying on paragraphs 30 and 32 of the Court of Appeal’s
judgment in TCWF v LKKS (CACV 154 & 166/2012), the Appellant
contended that unless the court granted a specific injunction, it
would not be against the law to publish the names of the parties
in an action if their identities were known.

The AAB noted that there was no reference to the Ordinance
or DPP3 in TCWF v LKKS, which suggested that there was
no issue of personal data protection and that the Court
of Appeal was not concerned with the application of any
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provisions of the Ordinance in that case. The AAB did not
consider the relevant paragraphs in the judgment as providing
any defence or exemption to a contravention of DPP3.

Ground Three

The Appellant argued that if DPP3 restricted the repeated
use of public domain personal data, such restriction would be
unconstitutional, because it violated Article 27 of the Basic Law
and Article 16(2) of the Hong Kong Bill of Rights (i.e. freedom of
the press and expression).

The AAB believed that the Commissioner had carried out the
exercise of balancing the freedom of press and expression
against the personal data privacy of the complainant. The
AAB was of the view that the Commissioner’s conclusion, after
performing the relevant balancing exercise, of tipping in favour
of protecting the personal data of the complainant in the three
anoymised judgments was not unreasonable.

Ground Four

The Appellant submitted that the Commissioner had
erroneously interpreted the term “data user” to embrace
persons who merely read or collected and aggregate personal
information in and from the public domain.

Noting what the majority of the Court of Appeal held in Eastweek
Publisher Ltd v Privacy Commissioner for Personal Data [2000] 2
HKLRD 83, the AAB agreed with the Commissioner that in order
to amount to collection of personal data within the meaning
of the Ordinance, the collecting party must be compiling
information about an individual, and that a person who merely
read or collected and aggregated personal information in and
from the public domain was prima facie not considered as
compiling information about another individual, and the
provisions of the Ordinance did not come into play.

Further, the AAB held that DPP3 was directed against misuse
of personal data regardless of whether the relevant personal
data had been published elsewhere or was in the public domain,
following the Court of Appeal decision in Re Hui Kee Chun
(CACV 4/2012).

The appeal was dismissed.
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The Appellant provided TransUnion Limited (“TU”) with a copy
of a certificate showing completion of his individual voluntary
arrangement (“IVA”) on 2 February 2015 and requested TU to
update his credit report by deleting the IVA record. The Appellant
lodged a complaint with the PCPD against TU upon its refusal
to delete the IVA record.

The Commissioner noted that TU included the information “IVA
completed on 2/02/2015" in the Appellant’s credit record but
refused to delete the full IVA record in reliance of Clause 3.6.1
of the Code of Practice on Consumer Credit Data (“the Code”).
As the said clause permitted a credit reference agency to retain
the IVA record for seven years from the date of the event shown
in the official record, the Commissioner found that the retention
of the Appellant’s IVA record by TU was consistent with the said
requirement of the Code and there was no prima facie evidence
of contravention of the requirements under the Ordinance. The
Commissioner then exercised his discretion not to investigate
the matter further pursuant to section 39(2)(d) of the Ordinance.
Dissatisfied with the Commissioner’s decision, the Appellant
lodged an appeal to the AAB.

The Appellant argued that as he had become financially sound,
any reference to the IVA should be deleted from TU’s record.
He considered that the Commissioner’s claim of public interest
was promoted at the expense of his private interest and thus
was unfair to him. He also queried the rationality of the relevant
clauses of the Code.

The AAB agreed with the Commissioner that the Code was the
product of striking a balance between public interest and private
interest. The AAB further explained that the Code had general
application and there was no unfairness specifically directed to
the Appellant. The issue was only to what extent one’s credit
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history should be contained in the credit report, and the AAB
found that it was not the function or jurisdiction of the AAB
to rewrite the Code or to review it and such relief had to be
sought elsewhere.

The AAB further noted that the Code laid down guidelines for
data users. If a data user did not follow the Code, he had to
justify that his departure from the Code was nonetheless not in
breach of the Ordinance. As a corollary, there might be exceptional
circumstances under which mere compliance with the Code might
not exonerate a data user. The AAB considered that there were
no valid grounds for TU to depart from the relevant clauses of
the Code and delete the IVA record from the credit report, as the
credit history was an essential element for a credit provider to
assess the risk of extending credit to an individual.

The AAB concluded that the decision of the Commissioner was
correct and could not be faulted.

The appeal was dismissed.
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The Appellant was a civil servant working in a government
department (“the Department”). He complained about the
Department’s abusive collection of his information in a criminal
case from the Daily Cause List of the Judiciary’s website and the
judgment of the relevant appeal and its subsequent use of such
information in its internal investigation and disciplinary action
against him. The Appellant also complained that the Department
had refused to provide him with information about the
anonymous report which led to the Department’s said internal
investigation against him.

As the Appellant was bound by the Department’s policy to report
criminal proceedings instituted against him, the Department’s
access to the Daily Cause List was for the purpose of verifying
the accuracy of any such criminal proceedings as alleged in
the anonymous report and determining if disciplinary action
should be taken against him. The subsequent downloading by
the Department of the judgment of the Appellant’s appeal case
was to monitor the development of the Appellant’s criminal
case and to consider necessary action to be taken against him.
Having regard to the aforesaid obligation of the Department, the
Commissioner was of the view that the Department’s collection
of the Appellant’s personal data contained in the Daily Cause
List and the judgment did not contravene the Data Collection
Principles of the Ordinance.

The Commissioner further decided that the Department’s
subsequent use of the Appellant’s data in the Daily Cause List
and the judgment in conducting disciplinary action against the
Appellant was directly related to the original collection purpose
of the personal data in question, i.e. for proceeding with actions
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against the Appellant in accordance with civil service guidelines
and regulations. The Commissioner therefore considered that the
Appellant’s complaint over the Department’s use of his personal
data was unsubstantiated.

The Commissioner considered that the Department was not
obliged under the Ordinance to provide the anonymous report
to the Appellant. The Appellant’s memos to the Department
enquiring on how the latter learned about his criminal case
and requesting for associated information or document did not
constitute data access requests under the Ordinance.

Lastly, it was noted that the Appellant had actual knowledge
of the acts complained of for more than two years by the time
the complaint was lodged. The Commissioner did not consider
that the delay in lodging the complaint was justified and hence
decided not to pursue the complaint further.

Dissatisfied with the Commissioner’s decision, the Appellant
lodged an appeal with the AAB.

The Appellant complained that (i) the Commissioner’s decision
was inconsistent with his investigation report in the “Do No
Evil” case (i.e. Report No.: R13-9744%) and (ii) the request for the
anonymous report was a data access request under section 18 of
the Ordinance.

The AAB ruled that the Commissioner was justified in refusing to
pursue the Appellant’s complaint further on the ground of delay
in lodging the complaint. The AAB was of the view that insofar as
the Department’s access to the Daily Cause List was concerned,
the Appellant had, at the time of lodging the complaint, actual
knowledge of the Department’s access to the List for more than
two years. Having considered the Appellant’s explanation for
delay and arguments, the AAB found that the Appellant had
failed to provide reasonable explanation for his delay, and the
matters arising out of the Appellant’s complaint were not those
that might have far-reaching implications beyond the immediate
parties themselves or that would generally affect others who
might be in similar situations.

With regard to the Department’s downloading of the judgment
and its subsequent use of the same in taking disciplinary action
against the Appellant, the AAB accepted the Commissioner’s
argument and held that the exemption under section 58(2)
of the Ordinance was applicable in that the data in question
had been used for the remedying (including punishment) of
seriously improper conduct by the Appellant. In particular, the
AAB found that the Department had satisfied the “prejudice
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test” under section 58(2) as compliance with the requirement of
seeking consent from the person sought to be disciplined (i.e.
the Appellant) for the use of his personal data in the disciplinary
action might impede or even undermine the effectiveness of the
disciplinary action.

The AAB was of the view that the Commissioner’s findings
in the “Do No Evil” case did not contradict or undermine the
Commissioner’s decision not to pursue the Appellant’s complaint
further. Unlike the present case in which the Daily Cause List
and the downloaded judgment were used by the Department
in taking disciplinary action against the Appellant, the “Do No
Evil” case involved the collection and collation of personal data
of numerous individuals from public registers by two companies
for commercial exploitation without the knowledge of the
individuals concerned. Applying the test set out in the “Do No
Evil” case, the AAB was satisfied that a reasonable person in the
Appellant’s situation (i.e. a civil servant bound by the relevant
rules to report criminal proceedings instituted against him) would
not find the re-use of the Daily Cause List and the judgment
by the Department unexpected, inappropriate or otherwise
objectionable, taking into account the sensitivity of the data and
the context of the data collection.

The AAB also considered the Appellant’s memos to the
Department not to have constituted data access requests under
the Ordinance, as those memos contained no reference to the
Ordinance, “personal data”, or “data access request”. The AAB
considered that there was nothing in the language of the memos
that suggested they were for the purpose(s) of ascertaining
whether the Department held personal data relating to the
Appellant and/or requesting for the supply of a copy of any
such personal data relating to the Appellant ascertained as
being held by the Department.

The appeal was dismissed.

* The investigation report can be downloaded from
www.pcpd.org.hk/english/enforcement/commissioners_findings/
investigation_reports/files/R13_9744_e.pdf
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In June 2015, the Appellant alleged that certain defamatory
messages containing her personal data were found on the
websites of “Yahoo” and “Facebook” and lodged a complaint
with the Commissioner against the “person(s) behind the scene”.
He requested the Commissioner to investigate into and ascertain
the exact identity of the unnamed person(s).

The Appellant informed the Commissioner that she only
possessed (i) the Facebook “username” of a person (which was
not a full name); and (ii) an email address whom the Appellant
believed to be the person(s) who posted defamatory messages
on the said websites. The Appellant did not have any other
contact details (such as full name, address, etc.) which would
enable the Commissioner to identify the person(s) being
complained against.

Upon considering all the information and documents available, the
Commissioner took the view that the Appellant’s complaint did
not satisfy the requirement of a “complaint” under section 37 of the
Ordinance, which required a complainant to specify the data user
being complained against. The mere provision by the Appellant
of the means which might enable the Commissioner to locate the
identity of the “person(s) behind the scene”, i.e. the websites of
“Yahoo” and “Facebook”, was not considered sufficient to satisfy
the aforesaid requirement.

The Commissioner therefore decided not to process the
complaint under section 37 of the Ordinance. Dissatisfied with
the Commissioner’s decision, the Appellant lodged an appeal
with the AAB.
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The AAB confirmed the Commissioner’s findings that the
Appellant’s complaint did not fulfil the requirement under
section 37 of the Ordinance. Stating the reasoning in its
previous decision (AAB No.32 of 2004), the AAB confirmed, among
others, that:

(i) The meaning of a “specified” data user as stipulated under
section 37(1)(b)(i) of the Ordinance was not equivalent to an
“identifiable” data user. Hence, the mere provision of the
means to locate the identity of the data user was not sufficient
to satisfy the requirement of a “complaint” under section 37 of
the Ordinance; and

(ii) The Commissioner was not empowered under sections 37 and
38 of the Ordinance to carry out investigation for a “complaint”
which fell short of the aforesaid requirement. The investigation
power of the Commissioner was different from that of the
Police and other law enforcement agencies whereby they were
empowered to carry out investigations to trace the culprit
and/or crime prevention, etc.

The AAB further agreed that it would be beyond the
AAB’s jurisdiction to determine an appeal concerning the
Commissioner’s decision not to process a complaint premised
upon sections 37 or 38 of the Ordinance, as section 3 and the
Schedule of the Administrative Appeals Board Ordinance (Cap
442) did not provide for an appeal against the Commissioner’s
decisions made under sections 37 or 38 of the Ordinance, while
the Ordinance was silent on whether an appeal in respect of such
decision was within the jurisdiction of the AAB.

The AAB dismissed the appeal for want of jurisdiction.
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SUBMISSIONS MADE IN RESPONSE TO PUBLIC
CONSULTATIONS

Electronic Road Pricing Pilot Scheme in Central and its
Adjacent Areas

The Transport and Housing Bureau commenced a three-month
public engagement exercise in December 2015 to gauge the
public’s view on the proposed Electronic Road Pricing Pilot Scheme
in Central and its Adjacent areas (the “Scheme”). In its Submission
to the government, the PCPD expressed general support for the
proposal and recommended that the government should adopt
a Privacy-by-design approach in harnessing any privacy risks from
development to implementation of the Scheme.

Charging mechanism

The PCPD considered that effectiveness, fairness and privacy-
friendliness were the relevant factors in considering which charging
mechanism, i.e. area-based or cordon-based approach, should be
preferred. From the data privacy perspective, the PCPD noted, in
particular, that the use of satellite technology in tracking vehicles
inside the charging area might enable the aggregation, matching
and further processing of vehicle owners’ personal data in the
public domain (i.e., the Register of Vehicles), thus creating travel
profiles of individuals and making surveillance possible. The PCPD
therefore urged the government to adopt the less privacy-intrusive
options when designing the Scheme.

Technology for the Scheme

Two commonly used technologies for the Scheme, the Automatic
Number Plate Recognition and the Dedicated Short-range Radio
Communications, were discussed in the consultation document. The
Automatic Number Plate Recognition technology would capture the
licence number plate of all vehicles entering or leaving the charging
area, and the vehicle registration marks, when combined with other
identifiable information of the individual owners obtained from the
Register of Vehicles, might enable the identities of the vehicle owners
to be ascertained and their travel profiles established. The PCPD was
concerned that the building up of travel profile would render an
individual more vulnerable to privacy risks and that the Automatic
Number Plate Recognition technology might be used as policing
tools by law enforcement agencies. On the other hand, the Dedicated
Short-range Radio Communications technology would require the
installation of an In-vehicle unit to enable instantaneous payment and
a vehicle would be captured only in case of unsuccessful payment.
It appeared to the PCPD that personal data privacy might be better
protected if payment under the Scheme was to be made via a pre-paid
anonymous card using Dedicated Short-range Radio Communications
technology. The Government was invited to provide more operational
details of this technology for further assessment of privacy risks.

Compliance with the Ordinance

The PCPD submitted that irrespective of the kinds of technology or
charging mechanism to be adopted in the Scheme, the operator
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of the Scheme must comply with the Ordinance in the collection
and subsequent handling of personal data. In particular, personal
data collected should be adequate, necessary but not excessive
for the purpose of the Scheme. The operator should also ensure
that, on or before collecting personal data, the individual would
be duly notified of the purposes of collection and the classes of
persons to whom his personal data might be transferred. Personal
data collected under the Scheme should not be kept for a period
longer than would be necessary. Use of the personal data must be
consistent with the original collection purpose or directly related
purpose unless with the prescribed consent of the individual
concerned or any exemption provision under the Ordinance would
apply. Reasonably practicable steps must be taken to safeguard the
personal data maintained under the Scheme. The Administration
was also reminded of data user’s obligations under the Ordinance
when outsourcing the processing of personal data to a contractor
or transferring the data outside Hong Kong.

Way forward

The government agreed to conduct a privacy impact assessment as
suggested by the PCPD to identify potential privacy risks involved
in the Scheme and would address the issues in the subsequent
feasibility study of the Scheme.

During the year, the Commissioner also made submissions in
response to the following public consultations :

FARSC

Consultation Paper

EB B EERELIREH
Consultation on Enactment of Apology Legislation in Hong Kong

MEEBREBR

Financial Services and the Treasury Bureau

BEERHBEEBBHRRSHRS ERAFEH
Consultation on Automatic Exchange of Financial Account
Information in Tax Matters in Hong Kong

(ABEHULENARBAMRINBERETRABRUEFENTH )
(The above submissions to Public Consultations by the PCPD can be read or downloaded from the PCPD’s website.)
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The Bill sought to introduce - (1) the collection of information by
the Securities and Futures Commission (“SFC") from the regulated
entities in Hong Kong (which were also regulated, or with related
corporation regulated by overseas regulator) for the purpose of
assisting overseas regulators on non-enforcement-related matters
upon request; and (2) the transfer of such information by the SFC to
overseas regulators.

To help understand the public interest for the provision of such
assistance by SFC, the Commissioner asked the government to
elaborate on how the overseas regulators’ performance of their
supervisory function related to the functions of the SFC in relation
to the regulated entities in Hong Kong.

The Commissioner also reminded the government that the
principle as enunciated under DPP1(1) in Schedule 1 of the
Ordinance (governing the collection of personal data) must be
observed by the SFC when exercising the power in collecting
information as proposed under the Bill. In view of the proposal, the
regulated entities were advised to review and revise (if necessary)
their Personal Information Collection Statement and Privacy Policy
as well as to give effective notice to individuals for the proposed
use and transfer of information (in accordance with DPP1(3) and
DPP5 in Schedule 1 of the Ordinance).

With regard to the written undertaking to be given by the
recipient authority or regulatory organisation in relation to the
requested information under the Bill, the Commissioner urged
the government to strengthen the scope of protection for the
requested information particularly with respect to the restriction
on the use of the information in any proceedings, the requirement
on confidentiality or non-disclosure to any person and the return
or erasure of the information once the purpose for using the same
has been fulfilled.

Lastly, the Commissioner advised the SFC to give due regard to the
meaning of “crime” under the Ordinance when determining whether
or not to grant any consent to overseas regulators for the secondary
use of the information for overseas offence(s). The Commissioner
explained that the exemption under section 58(2) of the Ordinance
for the use of personal data for the purpose of crime prevention or
detection was restricted to the defined meaning of “crime” under
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section 58(6) of the Ordinance which refers to (i) any offence under
the laws of Hong Kong or (ii) an offence under the laws of a place
outside Hong Kong with which Hong Kong has entered into mutual
legal assistance agreement or arrangement in criminal matters.

The government generally adopted the Commissioner’'s comments
in relation to the collection and transfer of personal data to overseas
regulators and made adjustments to the Bill accordingly. With
respect to the written undertaking to be provided by the recipient
authority, the government stated that only a small portion of
information exchanged would involve personal data and it would be
unnecessary to require the recipient authority to undertake to timely
return or erase the information received from SFC. In response, the
Commissioner reiterated his view that inclusion of the requirements
in the written undertaking would ensure that any personal data
to be transferred outside Hong Kong would be afforded a level of
protection comparable to that under the Ordinance.

The Securities and Futures (Amendment) Bill 2015 was introduced
to the Legislative Council on 12 June 2015 and was passed on
5 November 2015.

The Bill sought to introduce into Hong Kong the new standard
of Automatic Exchange of Financial Account Information in Tax
Matters (“AEOI”"). AEOl was a new standard promulgated by
the Organisation for Economic Cooperation and Development
whereby the government had already indicated its support for
implementing the new standard by way of local legislation.

The proposed legislative framework for AEOI was premised upon
the then regime for exchange of financial account information
consisting of the comprehensive avoidance of double taxation
agreements and tax information exchange agreement made
pursuant to section 49(1A) of the Inland Revenue Ordinance (Cap
112). In practice, the arrangement operated on a bilateral basis upon
request by overseas tax authorities based primarily on suspicion of
tax evasion.

In principle, the Commissioner supported the proposed legislative
framework which aimed at complying with the prevalent
international standard. Nevertheless, given that the scope of
reportable account information comprises a wide variety of
information concerning “personal data” *, it would be of paramount

* The scope of reportable account information includes the name, address,
jurisdiction(s) of residence, Tax Identification Number, date of birth of each
reportable person, the account number, the account balance or value, and
other relevant financial information of the account, etc.
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importance that the proposed legislative framework should be
consistent with the requirements under the Ordinance. A proper
balance must be struck between the public interest for the annual
exchange of financial account information and the privacy interest
of the non-Hong Kong tax resident-account holders concerned.

In fact, the Commissioner had previously rendered his comments in
response to the public consultation on the implementation of AEOI
in June 2015. Separately, the Commissioner had had a meeting
with the representatives of the Financial Services and the Treasury
Bureau and the Inland Revenue Department to facilitate exchange
of ideas.

In December 2015, the Commissioner was provided with the key
provisions concerning the proposed legislative framework of the
Bill. The proposed legislative framework for the Bill addressed
some of his prior concerns which included (i) to introduce the
statutory basis for collection of the relevant personal data by the
financial institutions and the Inland Revenue Department; and (ii)
to specify the retention period for the relevant personal data. The
Commissioner subsequently wrote to the government to reiterate
his concerns regarding the following two outstanding issues:

(i) The risk of excessive collection still remained because the
financial institutions were allowed to adopt a “wider approach”
(i.e. to identify and keep relevant information from all their
non-Hong Kong tax resident-account holders irrespective of
whether a particular jurisdiction was declared reportable or not at
the material time). The Commissioner stressed that the purpose
of collecting personal data for the discharge of a financial
institution’s reporting obligation concerning an individual
with residence falling under the reportable jurisdiction might
be different from the purpose of collecting personal data to
fulfil its due diligence obligation to identify reporting accounts.

(ii) The use of the information originally exchanged for tax
purpose might be subsequently used for “non-tax related
purposes”. Although the government explained that the scope
of “non-tax related purposes” would be limited to drug
trafficking, organised and serious crimes and terrorists acts, the
Commissioner reiterated the importance for the government
to take steps in restricting the scope of application of “non-tax
related purposes” in the bilateral arrangements to be entered
into with prospective AEOI partners.

The Bill was introduced to the Legislative Council on 8 January 2016,
followed by the examination of the Bills Committee.
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During the year, the Commissioner also provided comments on the
following proposed legislation and administrative measures :

C2015FEF ({&FT) RHGIEZRD
Patents (Amendment) Bill 2015

2015 FIREEP| (FIEIERT) (55258 IRHIER)
Electoral Legislation (Miscellaneous Amendments) (No.2) Bill 2015

2016 FIRB RS A H o HEBTEERIESI
Proposed Guidelines on Election-Related Activities in respect of
the 2016 Election Committee Subsector Election

THRREREEHEZS
Proposed Guidelines on Election-Related Activities in respect of
the Chief Executive Election

EBERESEREHERES
Proposed Guidelines on Election-Related Activities in respect of
the District Council Election

MEEEEEHEREC
Proposed Guidelines on Election-Related Activities in respect of
the Legislative Council Election

2015 F /= ({EF]) IRBIER)
Bankruptcy (Amendment) Bill 2015

2015 F A7) OB RMIAMRI) (1BET) RHBIEZR)
Companies (Winding Up and Miscellaneous Provisions)
(Amendment) Bill 2015

NEBERBREFRIER — A2REHIET
Regulation of Private Healthcare Facilities Bill —
Drafting Instructions

(RREBMZEMRHIER) ZESESRREEES
Proposed Committee Stage Amendments to the Private
Columbaria Bill

EeEERNLRESRFTBERN S FHERIENESR
Proposed Legislative Amendments relating to Non-Disclosure of
Solicitors’ Names in Disciplinary Proceedings in the High Court

BREAM AR HEMELTEMM B BB RFNILEER
Legislative Proposal for Requirement of Installation of Automatic
Identification System on Large Local Passenger Vessels
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EMRZEE  WERRBEREFUSR
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Figure4 4 EREENMEE

LEGAL ASSISTANCE SCHEME

The Legal Assistance Scheme commenced on 1 April 2013. Under
the scheme, the PCPD may provide assistance to a person who has
suffered damage by reason of a contravention under the Ordinance
and intends to institute proceedings to seek compensation from
the data user at fault. In the report year, the PCPD received 15 legal
assistance applications, of which 93% (i.e.14 cases) were preceded
by a complaint lodged with the PCPD.

These applications involved alleged contraventions of the Ordinance
in respect of (i) the use or disclosure of personal data; (ii) data access
and correction requests; and (jii) security of personal data.

Nature of alleged contraventions

O REEREIFEL —
A EEAER
DPP3 - use or disclosure
of personal data

O REERE4FRA —
BABEBNRE
DPP4 - security of
personal data

0 REERFE6FEL
EERREERER
DPP6 - data access and
correction requests

AEFEERNEBRET16RARE (BRFEFR
FTEAEI—R) c EELHFEF  CEKRIEH
FR14AR  HBEMRHAREFERDES
B o

13%
(2 Rcases)
54% 33%
(8 Rcases) (5 Rcases)

During the report year, the PCPD handled 16 applications (including
one carried forward from last year). Of these applications, 14
applications were completed and two applications were still under
consideration as at the end of the report period.

EEEANI4RERS - —RELTERD
By~ MREBAFRBARE ~ NLRKIE - B4.5
FREEBGBHRENGER - RERIENESR
FRBEREEHIBEIATZEE IR
BRE R EFEPERES -
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Of the 14 cases completed, one was granted legal assistance, four
were withdrawn by the applicants and nine were refused. Figure
4.5 below shows the outcome of legal assistance applications.
The main reasons for refusing applications included the absence
of prima facie evidence of contravention of the Ordinance and the

failure to provide evidence to substantiate any damage suffered.

Figure4 5 ERGBIRENGER

Outcome of legal assistance applications

@ RtiHRE
Assistance granted

O EE CRERBEESEE)
Refused (No evidence to
substantiate damage)

O EE CREXRERERHER)
Refused (No prima
facie contravention)

© EE (REBIBIFR)
Refused (claim exceeded
limitation period)

O BmE
Withdrawn 50% 6%
(8 ZRcases) (1 ZRcase)
6% 13% 25%
(1 *Rcase) (2 5Rcases) (4 *Rcases)

*FRREEENRE TSN —E - Bt - EENERABI A ERNAFES -
There may be more than one ground of refusal for an application. Hence, the total numerical number of cases in the above table
does not equal to the total number of applications.

DEEAFEANEZEE—REHERIERRFBNER  RBMNEZEEH -
One request for review of refusal was received during the year which was still under consideration.

EFEMERBN —RERSREZEERRF - XEERSEBIUEEHEBINEREENLRE  EEBRFDRER -
Court proceedings has been commenced for one legal assistance case granted last year. The remaining legal assistance case
granted during the report year is at the preliminary stage and legal proceedings has not yet been commenced.
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AMPLIFYING MESSAGES THROUGH THE MEDIA

Press Conferences and Interviews

AEERNEBHBEMTIMIETER (FEK During the year, the PCPD issued 34 media statements (see
8% 7) » BE T145EEEHIFEN ELFAE Appendix 2), and responded to 145 media enquiries about the

FEREEBENERES -

Ordinance and the current personal data privacy issues.

FAEEENMEBERKEERES 754 XEE The Commissioner and his team members gave 54 media interviews,
BIEEEy » WE(T 7T NEHBERHGE » AMMEE and hosted six press conferences to announce the results of
B PBAEMNAERER - BREEWEAER inspection, investigation and survey reports; and to provide

FEEREMERF A& THERS -

EEEMESTIRHAER S -
Image courtesy of Hong Kong Lawyer
at www.hk-lawyer.org.

briefings on topical privacy issues as well as presenting the
year-end work report.

FREHN  -BEE - EREML
HEEANZHBENRE - HEE

1,534 -
During the year, 1,534 news

stories covering the PCPD’s messages

were published in newspapers and
magazines, or broadcast on radio,

television and the Internet.

HERGE

Press Conferences

19.05.2015

NE—OBHERNEBRELBHNER
N ERER T RAAR o
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Released the results of a research on identifying major privacy
concerns and problems faced by children in Hong Kong.

21.07.2015

DR BRET A FWERBEAER
WERES  HRABEKEES R
ALUERSTZHHHBERTIQ
FUERERENERNAESER -

Released the results of two investigation reports on “blind”
recruitment advertisements in relation to the fairness
principle of personal data collection, and excessive and
unfair collection of employees’ fingerprint data by a fashion
trading company for monitoring staff attendance.

28.07.2015

N —IEAREEAERTLEBRRE
EREER  SBRR—DBEER
AHETHREABERMRENRS
B -

Released the results of two surveys: public attitudes
on personal data privacy, and personal data protection
in commonly-used public registers maintained by the
government and public bodies.

20.08.2015

#rEENLBES R R TARE
BRI o

New Commissioner Mr Stephen Kai-yi WONG met
the media.

01.12.2015

BR-—OABERLLRESTSLOFER
MHEREER WK [EE
BURME ER2LERE | HEEN
BEREER -

Released the results of a survey on online data collection
practices targeting youngsters. A TV Announcement in
the Public Interest entitled “Stay Smart. Mind Your Digital
Footprint” was also launched.

26.01.2016

BT ERETE  BREE20155F
NEREEI N NERERID
W REAEBNEERESETES
W WD Z2016FEMEBTIE ©

SBRREFRE - B—BRTHAR
RN ERREERIEHES X
HEESETLREERLS

Hosted a press conference to report the PCPD'’s achievements
in 2015. Major incidents such as data leakage, children
privacy and telephone deception as well as its strategic
focus for 2016 were highlighted.

Also published an inspection report about the personal
data protection measures taken by a travel agent.
Recommendations were made to its data protection
practice, and encourage the travel service industry to adopt
the privacy management programme.
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ERNECEFERE - BBERER

AFETREAREEER  UREREE
HARBAER » RER2015F12 B8K
UTEESRME S84 58E | HEHE
VERNREEEERERE ETNEREFH
DAEFENFTRIEETR L) ZEMERE
B REAREHIABRTBREEAER
MEFERE -

NEEERN2016 F3ARET —ENEN
BERF > FPEA TRESER] IR E
grEELN - FHEER AEAERNR
B UREBEMENMOT AR

NBRARANERMILL - FacebookEEE K
YouTubeF & LB EEBEMNERES -

TV and Radio API, Educational Videos

The PCPD launched a new TV and radio Announcement in the
Public Interest (“API") entitled “Stay Smart. Mind Your Digital
Footprint” in December 2015, calling on members of the public
to go online vigilantly, and protect, respect others’ personal data.
In a brisk and lively manner, this APl advised the general public to
share information online smartly and, to obtain others’ consent
before uploading others’ personal data or sharing photos online.

In addition, the PCPD produced a series of four educational videos
in March 2016. The videos featured a fictional character “Privacy
Detective” who explained the importance of respecting personal
data privacy of others and the privacy risks associated with digital
footprints in a humorous and lively way.

The above videos can be viewed at the PCPD’s website, Facebook
and YouTube channel.

AERSEZERAL B MAZENBEREEIREBEER -
Well-known media figure Ms Akina Fong was invited by the PCPD to

take part in the TV APl and educational videos.

NEMMKEZERIR
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PCPD’s Websites Won Recognition

NENHLZOARBEREREBAERLE
BEMMWERRE -

NEBHR2015F12AEREEH - BR
MESHNE REABEARIMIZE
FE I EEREEMNEFRI/E - [RLRE
EZER| EEMLIEHOMARER @A
ERMNENMEEL  BEALLEZER
HIEM - BEE [2016 EEIR A E =5t
Bl &8 (Fuk4dER) s m [ REMNE | =258
FILAAEZMERRIEH/H XV RERE
BAERNEATFHEER - ©IhEE
T EEFTEIMVIREE c ZRABMER
it (PCPD.org.hk) » BIE&E MW FEESZF
Bk 3% - B EXEE] Web Marketing
Association J82 192015 [ Government
Standard of Excellence | 818 o

The PCPD websites continue to be the important channels for the
PCPD to reach out to the community.

The PCPD completed revamping its main website and two thematic
websites, namely, “Be SMART Online” and “Children Privacy” in
December 2015. These websites won various awards in the “Web
Accessibility Recognition Scheme 2016”. “Be SMART Online”,
which provides information and practical tips for the general
public to protect personal data online and to reduce the risks of
online privacy breach, won the Gold Award. “Children Privacy” is a
one-stop portal to provide teachers and parents with practical tips
and teaching resources on personal data protection for children.
It received the Silver Award. As for the main website (PCPD.org.hk),
it was granted the Silver Award for the second consecutive year. It
was also awarded the United States Web Marketing Association’s
2015 Government Standard of Excellence Award.
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R4 Our Publications

REEHTRERBNSFHEERTIY - R > To provide our stakeholders with guidance and advice on
NEHBERIET T =HEKTH /151K compliance with the Ordinance, the PCPD published and revised
FBEEEEI T - WIS ER - — M E&R1EST a range of publications during the year, including three codes of
EHRRES - A ERERR EHUERE practice / guidelines and other related explanatory documents,
BEARHRMNER- four guidance notes, one best practice guide, four information
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DEHESASHZMNER Leaflets for Data Subjects

REEFARE — BAEFERHEREERE
(201578 » EE—1E5ThR)

Protect Privacy by Smart Use of Smartphones

(July 2015, First Revision)

BAERFEEREFAERAT D
(20155 8H » ZE—1E5ThR)

KRB

Personal Data is Essential - Protect Your Privacy — Job Seeking

(August 2015, First Revision)

EHTR /{551 R4AMMEE T

RIEEAERLEIES - BEEEFEST
YESEBIZAA (2015F108 » E—EFTR)

leaflets and seven leaflets for data subjects.

Codes of Practice /

Guideline & Other Related Explanatory Documents

Privacy Guidelines: Monitoring and Personal Data Privacy at Work
(October 2015, First Revision)

BEXEEFEETIHETEHEAN : XBEEXE
JERMIEIE (20155108 @ SE—185ThR)

Monitoring and Personal Data Privacy at Work: Points to Note for
Employers of Domestic Helpers (October 2015, First Revision)

wa (EAGEEENERTR) — HAR
BEMMEEEF N ERIRRE
(20155108 » SE—1&FTHR)

Understanding the Code of Practice on Consumer Credit Data -
Frequently Asked Questions On the Sharing of Mortgage Data for
Credit Assessment Purpose (October 2015, First Revision)

ESIEHE Guidance Notes

WEE R A PFRERIFES] (201557 R)

Guidance on Collection and Use of Biometric Data (July 2015)

BESEEIES| (20155 8 A - FHMEETIR)

Guidance on Electioneering Activities (August 2015, Fifth Revision)

BERINBEREE R BEHRIESI
(20154108 » FE—185ThR)

Guidance on Data Breach Handling and the Giving of Breach
Notifications (October 2015, First Revision)

KREBMERERERBAER  LRES
HENERMEAETEEIE (20155F 12 8)

RETEHXIES]

FMERBEARNRETEANIES
(20155108 S5 —1E7ThRR)

Collection and Use of Personal Data through the Internet - Points
to Note for Data Users Targeting at Children (December 2015)

Best Practice Guide

Best Practice Guide for Mobile App Development
(October 2015, First Revision)

BFEER Information Leaflets

EimEH (2015F 78 » E—1EFThR)

Cloud Computing (July 2015, First Revision)

BHREF - FEBE
(20155108  F—1&FThRR)

Matching Procedure: Some Common Questions
(October 2015, First Revision)

BRI EFIL (2015510 B - EE—EFThR)

Privacy Impact Assessments (October 2015, First Revision)

CEAZER (FAER) fRHI) BT 72 FEAC 8%
EERG (BEREHERBEZEXAEE
B%E1H) (20165F28)

Personal Data (Privacy) Ordinance and Electronic Health Record
Sharing System (Points to Note for Healthcare Providers and
Healthcare Professionals) (February 2016)

ERAEAERNLEESE AZSEHN
(201598 > SEIYIERTHR)

About the Office of the Privacy Commissioner for Personal Data,
Hong Kong (September 2015, Fourth Revision)

BIE (EAER (FABB) 1&61) 1T ELRE =
K4 B IR E BRI RER
(2015 9H » E—1E5ThR)

Exercising Your Right of Consent to and Opt-out from Direct
Marketing Activities under the Personal Data (Privacy) Ordinance
(September 2015, First Revision)

ERBEFRELRE —RRERAERHE
(20155108 » EF=1EFThR)

Protecting Online Privacy — Be Smart on Social Networks
(October 2015, Third Revision)

RERFLIE —HAXEREMNES
(2015%128)

Children Online Privacy - Practical Tips for Parents and Teachers
(December 2015)

BT RELCHREBRGEARIVEAERTLE
(10fERFEFLRERE 1) (2016 5F 28)

Electronic Health Record Sharing System and Your Personal Data
Privacy (10 Privacy Protection Tips) (February 2016)

BR AAERNFEERELBEFTTD
Leaflet: Personal Data is Essential - Protect Your
Privacy - Job Seeking

/~ N
\_ %
Bk EFRELHKEBRSHE BR AERLIAE —HRE
PREVE A E R FARE (101E4RFE FA R ERMBVEZR
REALt) Leaflet: Children Online Privacy -
Leaflet: Electronic Health Record Practical Tips for Parents
Sharing System and Your and Teachers

Personal Data Privacy (10 Privacy
Protection Tips)
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NEFEA

NEBHEFHE—BERFBEZHE - FB R
BEENEBBEHN) WIS > HEENEIEZR
FHEIM » RFERNBERER - E4AE
FEIEMEIRIARITE S 2,500 0 BEYN
2,900 AFTBA4E LA

ER2HDAEBEZE —PNERIABHR - &
PIR OB IFD E ZFURNZR - SEM
MTMELZNBNEIEEREN » BULE
ERBHRM LB - PCPD.org.hk °

NENEAFELHRT MBI AEBEN - E32HME
BARERRERLERRE] -

The PCPD published two “PCPD News” editions
this year. The cover story of Issue 32 was “Children
Online Privacy”.

Newsletter

The PCPD News is one of the channels that the PCPD communicates
with its stakeholders to keep them abreast of our news, up-to-date
reports and resources. The bilingual newsletter has a circulation of
2,500 in print and about 2,900 online subscribers.

Thanks to the continuous support of our stakeholders, Issue
32 is the last issue of the PCPD News in print. For more details
about our latest news and information, please visit our website
at PCPD.org.hk.

HABE T Newcomer

BEEEMNEZRE - ABRAZBERNBERE
BLERE  FSAEBELEBHNZIETRE S
B FRBLEHE - BE - REDETRAR -
HERAAFREEAAERNEE - FREMREH
BEHN—0F RN TAERBEHRQAZHT
W BERBERSEARBEEY - RRE
FRASHEELETIFE  BACRYRER/AE
BIFLRBHI S -

With extensive flow of information, people
can now communicate in a more convenient
and speedy way, which brings along growing
concern about different privacy issues.
Businesses, students, senior citizens and
everyone in the community should be aware
of the importance of personal data protection.
Being a member of the Communications and
Education Division, my duty is to assist in
preparation of the PCPD'’s publications, liaison
with the press and promotion of our public
education activities. | am glad to play a part
in raising public awareness of personal data
privacy protection.

BEKFR

ZARBHEBE AN E R EE (FF)

Connie SIN

Assistant Personal Data Officer Il (Communications)

HERIBEREETH
MEEERS

MEEERGELZERAVRIESR - H8
HBETEESENAERE 2B R
EERFT BYRENLEBREREE 1B
FERERMRIEMRAREER - RFSHRD
NERREAEZ[E -

RE—SHEILBEERARBBKESR
ERG AEBREBNEAZEE  EBFE
BIARTS - BV Do BAFRKR / MPIERE
RAEHLBEERL -

EEBEBAENEERBERENRE
B/ BPIRFRERE S FTENFABEER
B R REFTRITHALBEERGUE
REEER - WIBRARSEZRFTS AR
REMEIRE T HAREKR /5P - BARRMEN
BR#% /18 B BIEM&RENRER / 2R
HEEBPRER - RIFSEERRIBIIM
PHERZ AR - | THEHUS ZBREFFT
BB EE - URIEHEARE - B
RER / BPIERERRERLBEERS
W& o

EEFECER2015F11 AR - BFTR
12BARTXK - AHEETESHIEZHE
B ~ FAEHAE o

REBHBEANEVEENREAIE - 7
BEERAESRBEEAFERTENF
mE  BHRHRESBITHRAE » BRT32X
B WRERAESIET 2 E N RELERE
NEREERBEELRE A IHBHEE
B SEMEBHIIBEEURESAR  EKIT
BRI °

29.05.2015 AEBEKEIE[EARHE
RIERAE R e | B

AN
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ENGAGING ORGANISATIONS IN DATA PROTECTION
Privacy Management Programme

PMP is a strategic framework advocated by the PCPD to assist an
organisation in building a robust privacy infrastructure committed
by the top management and supported by an effective on-going
review and monitoring process to incorporate privacy and data
protection into corporate governance, shifting from compliance
with the requirements under the Ordinance to accountability.

In an attempt to further promote and assist organisations in
implementing PMP, the HKSAR Government and the PCPD have
collaborated to engage an external consultant to help a small
number of government bureaux / departments to develop or
improve their own PMPs.

The objectives of the consultancy project are to design and
implement tailor-made PMPs, or review and revise existing PMPs for
the selected bureaux / departments to be used as model cases and
to transfer the knowledge and experience gained from the model
cases to other bureaux / departments. The deliverables include
direct assistance and advice to the selected bureaux / departments,
production of toolkits and training materials for knowledge transfer,
conducting workshop to share the knowledge and experience
gained from the processes and provision of advisory service to
other bureaux / departments with regard to their enquiries on PMP
development and implementation.

The project started in November 2015 and was scheduled to take 12
months to complete. It is intended that the PMP will be extended to
other public and private organisations.

Speaking Engagements

To foster the inculcation of a privacy-respectful culture in
organisations, the Commissioner and the senior management staff
of the PCPD delivered 32 speeches during the year, engaging a
broad range of stakeholders, in particular senior executives, to
appeal to them to incorporate a corporate-wide privacy strategy in
their organisations. The PCPD believes that privacy-friendliness is
strategically important for organisations, helping them to be truly
customer-centric, and to achieve an enduring and higher level of
business success.

JT — Presentation titled “Case Referral — Criminal Investigation

and Prosecution” to the Hong Kong Police Force

09.06.2015 EBEBRBREBRAERRBIE A Presentation on “Privacy Ramifications of Big Data " at the
DB FARBEERIFTEZEHEFH ©  Conference on “Privacy & Innovation (In Pursuit of Right
BEEA [ REUSHERFLAEERE | Incentives)”, organised by the Law and Technology Centre,

Faculty of Law of the University of Hong Kong
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11.08.2015&
11.09.2015

ERZRARBFEARZAERQ
EEMPWH 2015 EMRZANE DB
W[ REE S MR RBEARERS
EIAEBIFLRBREE

Speech on “Protecting Personal Data Privacy in Big Data
Analytics and Mobile Apps” at the Information Security
Seminar 2015 organised by the Security Bureau and Office of
the Government Chief Information Officer

30.11.2015

RERBHIHE [RELBEEN
B
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Speech on “Privacy Protection and Free Flow of Information”
to the Hong Kong Strategy

24.08.2015

AEBEEBRNTERNTNS h R
& [MEAER (RLER) fRMB) ] &R

Speech on “Personal Data (Privacy) Ordinance” at a workshop
organised for the People’s Government of Hainan Province

11.09.2015

28 (ISC)2 - EEEHAHE - &
EEMREZHSE  EmTEZHBER
BRBEMAIEREEHIBEEES
FRASESHNZEEB20150[H
HESE | N ERT

Panel discussion on “Preparing for the unexpected” at
SecureHK 2015, co-organised by (ISC)2, Internet Society
Hong Kong, Professional Information Security Association,
Cloud Security Alliance Hong Kong and Macau Chapter and
Hong Kong Cyberport Management Company Limited

30.11.2015

EEBREBEEBREAERRBEAF
ORI Y R BAE ERFL RS T AE S o 2%
i’%ﬁfﬁ“ﬂ%%ﬁféjt%l?ﬁ o AT
HFARB R | HR

Presentation on “Privacy Risks of Big Data Analytics - From a
Regulator’s Point of View" at Big Data and Privacy Workshop,
organised by the Law and Technology Centre, Faculty of Law
of the University of Hong Kong

01.12.2015

REBBESUR [REBAEHR
BERATLREER

Presentation titled “Protecting Personal Data, Respecting
Patients’ Privacy” organised by the Hong Kong Medical
Association Council

07.10.2015

ERHIRAEEEEEPN ZTERE
F) i@%_ﬂ'l})’tguﬁﬂF‘ﬁéi@FE
E%A'laj/,\

Presentation on “Child Privacy” at the 24th Meeting of the
Children’s Right Forum arranged by the Constitutional and
Mainland Affairs Bureau

09.12.2015

EEBEIEBHENTFESEBE (T
BEABERLERENRFERE

Speech on “Recent Development of Hong Kong Personal
Data Privacy Protection” at a luncheon organised by the
American Chamber of Commerce in Hong Kong

23.10.2015

EEBEMESEROMF N EFF
REMRIE 2015 B R [ — % — % ¢
P P9 3t 5 SR 1R AT A SR PR |

Speech on “One Belt One Road: Opportunities for Young
Lawyers Cross Strait Four Regions” at the Cross Strait Four
Regions Young Lawyers Forum, organised by the Law Society
of Hong Kong

10.12.2015

REBEBEAEIRDOBREE
E{RRIRXAVRE

Presentation on “Direct Marketing ” to the Police Detective
Training Centre of the Hong Kong Police Force

12.12.2015

REBHEGZEBRR[BAAER
B (FLBR) 157011 EE

Presentation on “Personal Data (Privacy) Ordinance” to the
Hong Kong Chinese Women'’s Club

03.11.2015
24.11.2015

R REERRIEAEMNRE
EAR(EERIRIE | EE
EHESEEMTAERNOEIER
TENEHBHRRBE RO
BT ] mERIBEER [ FABR
F—?—/\I"ﬂj /,\nﬁ

Presentation on “Personal Data Protection and Business-friendly
Environment” organised by the Zonta Club of New Territories
Speech on “Privacy Protection Inclusion” at the Social Caring
Pledge Signature Ceremony & Employer’s Forum on Social
Responsibility and Disability Employment, organised by the
Social Enterprise Research Institute

14.12.2015

EYFEREEZENBERSE
ARG DD R B SR A B
®[RE - BERAER &

Speech on “Protect, Respect Personal Data” in a seminar
organised by the Office of the Hon Kenneth LEUNG
arranged for Members of Hong Kong Institute of Certified
Public Accountants

25.11.2015

EEBENBSHENN [2015FEF
BEREKEE| 8 [ REBEAN
B A & BMRFE EL{E A E R (FABR) 15
B (& Z=FFET) J

Presentation on “PD(P)O and Personal Data Privacy in a
Mobile Society — Case Studies” at the Hong Kong International
Computer Conference 2015, organised by the Hong Kong
Computer Society

18.12.2015

ATERBHERES (F8) 3
* [RALBEAENEE | ER

Speech on “Human Right and National Situation from a
Privacy Perspective” organised by the Association of China
Trend Studies (Hong Kong)

27.11.2015

EBNERARRBERAE - B8
ERRREEBMERZERIHAS
DEWN [ FABRZMEE/NT ] &
NEREE [ REREETLRE

Spoke at the Build a Secure Cyberspace 2015 - Cyber Security
is Everywhere on “Mobile and Privacy”, co-organised by the
Office of the Government Chief Information Officer, Hong
Kong Police Force and the Hong Kong Computer Emergency
Response Team Coordination Centre

23.01.2016

EBFERBRBER AN ZERN
2016 BB E R MBI EE) 3
* [ALBERERH | EE

Presentation on “Privacy and Innovation” at the Hong Kong
ICT Award 2016, organised by the Office of the Government
Chief Information Officer

11.02.2016

REFRELEZABEFER [ HE
HEEREERNRFREEEE 742
RAESKEBRASAENEERRF
BF]

Presentation on “Complaints in Relation to Health Data and
Electronic Health Record Sharing System Related Complaints
Handling Procedures” arranged by the Electronic Health
Record Office

27.11.2015

AEEEER TP ESFEER
EBENAE IR / B AT PEE R [ 1R H
Eﬁ@%)l %EIJ /,\ng

Presentation on “Introduction to the Ordinance and the
PCPD” to the 51st Training Course for Middle-aged and
Young Leading Cadres for officials from Qinghai Province

23.02.2016

# FinTech ConnectZRkEA [&FE
E’ﬂﬁkﬁﬂﬁéﬁﬂﬂﬁlkﬁﬂ (%L\K’f%‘t) 3
B R BIREAER =R | &

Speech on “Personal Data Protection in Hong Kong, Personal
Data (Privacy) Ordinance and Cross-border Data Transfer”,
organised by FinTech Connect

28.11.2015

2 ,\EEﬁlﬁéﬁﬂiQ%i#}#H’J = Teen
S EAE/DE

Panel discussion on “Decoding Privacy” at Teen Talk
organised by the Law Society of Hong Kong

08.03.2016

REBALERBLER [EAE
H—H%nzz \*U@Mﬁ;ﬁiﬁiﬂj /,\nﬁ

Speech on “Personal Data Protection and Business-friendly
Environment” organised by the Rotary Club of Hong Kong
North West
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17.03.2016

EEREERARENHE (PEE
BOE) 2016 BF2H | HEK
Z2 - FENKNERBRMLENS
HERBXR[VDREERSE —B
EIFRES | ER

Speech on “Privacy Management Programme - A pathway
to Privacy Governance” at the 2016 ISACA China Hong Kong
Chapter Annual Conference - Effective Governance to deal
with Cybersecurity, Emerging Technology Risks and Privacy,
organised by the ISACA China Hong Kong Chapter
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22.03.2016&
23.03.2016

1£ Facebook 23 i1y [ BiiE F BRI
BEREREE R TUNMAEE
EEHREBRREBEITERLETH
BAER

Speech on “How to Manage Personal Data in a Globally
Connected and Data-driven Economy?” at Facebook’s
Roundtables on the Future of the Data Driven Economy

PRHABEZES Committee on the Promotion of Civic Education
BEBEMEHS Communications Association of Hong Kong
B&IRAERE Constitutional and Mainland Affairs Bureau
BERBREBELEZER Faculty of Law, the University of Hong Kong

EREKEE

Hong Kong Computer Society

29.03.2016

A CAREFHEEBESE R H
& [FRERER | RE

Presentation on “Privacy Protection and Business
Environment” organised by the Department of Journalism &
Communication of the Hong Kong Shue Yan University

31.03.2016

EREIIRD E TR R BAFIR
ZEEERNEREFRILBRRE
W SR ERE [ERERES
BREFHILE]

Keynote speech on “Smartphone Privacy from a Regulator’s
Perspective” at the Technology and Application Seminar on
Smartphone Privacy and Security, organised by the Vocational
Training Council - Electronics and Telecommunications
Training Board

EBBMHITEDGS Hong Kong Software Industry Association
BB REERS Hong Kong Federation of Insurers

BEMERXHES

Hong Kong Information Technology Federation

Hong Kong Wireless Technology Industry Association

31.03.2016

EREIIRD E TR K B FR
ZEEERNEREFRILBRRE
WEEAT SRk DRBEAREN
HFLRBRE | JHE

Presentation on “Privacy Protection in Mobile App
Development” at the Technology and Application Seminar
on Smartphone Privacy and Security, organised by Electronics
and Telecommunications Training Board of the Vocational
Training Council

BEE IR
BBARERNEERER

Hong Kong In-media,
Hong Kong Human Rights Monitor and Keyboard Frontline

EERMEATS Hong Kong Insurance Practitioners General Union
BEEESHEER Hong Kong Monetary Authority

BBEKE Hong Kong Police Force

EBEENRERS Hong Kong Productivity Council

BB Hong Kong Strategy

BiREER Hospital Authority

BIREERRETHS (TRAEEIS)

Information Systems Audit and Control Association,
China Hong Kong Chapter

B EEE
BTEIRFNEHEAENLEBREN

Bx AEEEMAESEETEHE -
B BASPIEEMIIN

ERMZEBRAR

Meeting with Stakeholders
In order to understand concerns about personal data protection of

different stakeholders, the Commissioner and his senior staff met
with various organisations, groups and government departments.

Cathay Pacific Airways Ltd

TETEERAT Citibank
BABETARE City University of Hong Kong
FESHERAT CLP Power HK Ltd

FRARBATE
BREBRITHREB AN AR AR
BB R EEREEIREER
B RRE

Legal Division of the Liaison Office of the

Central People’s Government in the Hong Kong S.A.R.
Legislative Councilor (IT) Hon Charles Peter MOK and
delegation of IT industry

MARELEEREEERBL L
THERE TR LT RKBERTE

Legislative Councilor (NTW) Hon Alice MAK Mei-kuen; and
Yuen Long District Council members Ms LAU Kwai-yung and
Mr YIU Kwok-wai

BHEMENEESTEERR

Mandatory Provident Fund Schemes Authority

JUEBRBRAF

Octopus Cards Limited

BREABHRBERAE

Office of the Government Chief Information Officer

EEHEESBRAA The Legal Education Fund Limited
BEBHRFEELNE The Office of the Ombudsman, Hong Kong
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RIEER EEHE

NER2000F A TIREER EEHSE
ABHEEBNREERASRAE-—BAIRER
FITZINWES @ BEMFZBWIERMNTENE
B - BE2016F 38K ' BFEHES539R/MEA
R#EEE  MmfI2kE AR EHE D55
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FTHMNES -

NERANFEAREERNEIIHESNSEE
RT=S5FRSMNEE  GREBEITEERN
2015F 1M AEREEEETH » 2 ZMER
fE - BEREAERNEE - LI 20156FF
RRETSRABERINRER  REBS
KBS ERERKESTTMEKFIAEED
FHEMNRZRERFLABREGREVEE -

Data Protection Officers’ Club (“DPOC")

The PCPD established the DPOC in 2000 to provide practising data
protection officers with a platform for advancing their knowledge
and practice of data privacy compliance through experience sharing
and training. DPOC membership reached 539 by the end of March
2016. The individual and organisational members have backgrounds
in compliance, legal affairs, regulatory fields, law enforcement and
customer relations, in both the public and private sectors.

During the year, the PCPD held three briefing sessions and talks
for DPOC members. One of these was the first meeting with the
current Commissioner in November 2015. The Commissioner
shared his views on Protect, Respect Personal Data with members.
PricewaterhouseCoopers (“PwC"), one of organisational members, also
shared their insight into issues concerning information security and
data privacy following some major data leakage incidents in late 2015.

BOARKESTTMERMOZHEE EEXAHEEESEER  ABEEREAAER
AREZRERFLEERENERE - FE (HEEPAR) RREEEOS B
Representative of PwC shared their REIEEIREENWER -

views on information security and On the first meeting with the Commissioner,
data privacy. Mr Henry Chang, Chief Personal Data Officer

RTAEERE—AFRNFEEVRIFEN
BERRARERNVEN - XFR20155F7H
EHTEREErS88BH -

(Policy and Research) of the PCPD, briefed the
members about how the Ordinance applies to
cloud computing.

To provide an effective platform for keeping members abreast
of the PCPD’s news and compliance requirements, a bi-weekly
e-newsletter exclusively for DPOC members has been launched
since July 2015.

RABAERN RBEBEERS=

RESNRBIBEEAMSI RN T EFLEERE
NEMN201556 A108 L3 [ RARBAER
NABBEKEE] 0 W5 7250 B4 MR
BOMVREERLRBAE - BEARREZEA
T ERERREREMESE

RRITHREERAFRARER GRERIFNH
RRERR)MEBRIITHREITHRERNEE
TREBBRELEESETERE -

ZUBBRANERBELTSR LESERE - B
EREXERRMNNLBRERBHOAS
2E 5 URRAEEMBREEENRELRE
E-

SRAEABABBEANTERRE - 8
EEBE - ERBAN S DA AR
B UREFEERTHERER -
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International Conference on Big Data from a Privacy Perspective

R EEREER -
The Hon Nicholas W Yang officiated at the opening
of the Conference.

BRI RERS| 250 52 ME o
The Conference was a full house attracting
250 participants

To address various privacy issues associated with the use of big data,
the PCPD organised the “International Conference on Big Data from
a Privacy Perspective” on 10 June 2015. The conference attracted
250 local and overseas data privacy officers, ICT professionals, legal
experts and business leaders.

The Hon Nicholas W YANG, the then Advisor to the Chief Executive
on Innovation and Technology (the current Secretary for Innovation
and Technology) and Non-Official Member of the Executive Council
of the HKSAR Government officiated at the Conference.

The Conference presented an international panel of distinguished
speakers. They comprised privacy regulators from the United States
and Australia, academics and privacy professionals from think tanks
and multi-national corporations.

Various issues related to the use of big data were addressed,
ranging from legislative controls, innovative approaches based on
risk benefit analysis, to ethical information governance.
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REEAEREFXFEI
REBEAFERERBRT70EIT/FLY - BEB

1,629 B AL 20 - TEHBER 27 EE M
BRITEHEXIE  RETHIES

BERMRIE AR B I

Professional Compliance Workshops

During the year under review, we held 70 workshops with over
1,629 participants. The workshops, which were supported by 27
professional organisations and trade associations, covered the
following topics:

Legal Workshop on Data Protection

ERRIEEEHERER

Data Protection and Data Access Requests

RIT / BRI BB RHREE

Data Protection in Banking/Financial Services

BEEEHERNERMRIE

Data Protection in Direct Marketing Activities

AN EREENERMRE

Data Protection in Human Resource Management

R EHERMRIE

Data Protection in Insurance Industry

AFNEAR R EENERMRIE

Data Protection in Internal IT Management

BTV E R R B A B R E R MR R

The Latest ICT and Data Protection

YIS E IR Y E BHMRIE Data Protection in Property Management Practices
SEXERELBEEE Data Protection in Retail Operations
MEBEERS Privacy Management Programme

R2015%F98 » AEHWHTIHLEEF
Bl RENEAERHET —@AHFENEERE
TEFRPINRE - EPEARBENBEAEE
HRIEZSERS/EE 1,000 NXBE -

NE BN IREMBEEILEAERMFILE
REMALSTESRETTUTRRO—IR -
WHHEMTERMEEBHRIRIT  -FtkS
- ABR2016 F3FHEEETHWN [FLAEE
HRG | HBI - EHEMBM(FABERE
ARBRETEANIESDDNEZ - 2NMET
THRABEERANERFA R XEZHMY
IR i E IS R EE R ©

In September 2015, the PCPD launched an “Online Training
Platform” with a view to providing a convenient channel for data
users to get familiar with the requirements under the Ordinance.
ICT related courses were available at this platform and have
attracted over 1,000 views since the launch.

The PCPD has been advocating that organisations should make
personal data protection part of their corporate governance
responsibilities and implement it throughout their organisations.
To this end, the PCPD rolled out a new workshop on PMP in
March 2016. The course highlighted the key features of “Privacy
Management Programme — A Best Practice Guide”. Participants
would understand the baseline fundamentals and components of
a PMP and how to maintain and improve it on an ongoing basis.

HIE B BB TR (R R

NREAARFERT2EQAALERBREMRT
9615 E BRI AR E - B EROINE

R o (RIFHE

= 2
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In-house Seminars

ZHitE=) (See Appendix 3 for details)

4

[E12E Feedback

BROUSHIFERF (SREAERZFE (EAREE) BB/ BRET - SHEEXERATHEELE
B - SRUAEEERENLBRANAE - MERFINATEE - SRBERERS -

| would like to express our heartfelt thanks to you (Senior Personal Data Officer (Communications &
Education) Miss Carol CHAN) on the very informative, well-prepared and nicely presented talk yesterday.
The talk is definitely useful for us to enhance our understanding on the Personal Data (Privacy) Ordinance.
Thanks to your profound knowledge in the Ordinance and the good presentation, the talk was well

The PCPD provided 96 tailor-made training sessions for 72
organisations to explain the requirements under the Ordinance.

received by our colleagues.
BEEE&*

Ms Connie WONG

o 3 FE R B3 B R K B R AR EE

Assistant Training and Development Manager, The Land Registry

[E1¥ Feedback

BAERE LR -

BEBBRTLE

BRZHMR (SREMBUMRLZL) SHENATEBRTLASSETH (BRENERES) &Ng -
" CBEAER (FAB) RO TENEEFE - BE ZENERARIEELEE  FHRTTHRLABESR

Thank you (Senior Legal Counsel Ms Sandra Liu) again for hosting the subject briefing (on the Guidance
on Personal Data Protection in Cross-border Data Transfer) exclusively for HKAB members today.

As informed by our Chairman of the PDPO Working Group...... the briefing was very informative and has
assisted banks’ understanding on the PCPD’s expectation regarding the issue.

The Hong Kong Association of Banks

H {th 78 BB

RESABALTHRGNRBMNIERE - 2F
HEWT 245N BE - LI BIHBIHE
1B A RBI5E 331 GREFE RER) WEIEIE
HHEE - NRBRENEBNLEBRE - 2
FEHE2014F12 A HT(REBAER :
BIRERERIES) T EAFEHEEXRH
EEREMR T ANEFNENBEIMRNE
REES2MERBIESINES -

Other Seminars

The PCPD organised 24 seminars to raise public awareness and
their understanding of the Ordinance. In addition, with a view
to assisting organisations to prepare for the implementation
of section 33 of the Ordinance (not yet in force) and enhancing
privacy protection for cross-border data transfer, the PCPD issued
“Guidance on Personal Data Protection in Cross-border Data
Transfer” in December 2014. During the report year, six briefings
were held in collaboration with professional/regulatory bodies to
give participants an introduction on the requirements of section
33 and highlight the key features of the Guidance.
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Z=5 (HHEERR) BEA=FIEQBRARXE  BIRHEERBBEMKE
BRIZIS/MBEEBENRE - R T REBHROAE - FEBEREIRRZR - AAE

1ERUE -

| am grateful for the PCPD’s support to the three talks on preventing loan service scams. |
would like to thank especially the Commissioner and Miss Carol Chan, Manager (Corporate
Communications), who spoke in the talks and reminded the public to beware of scams......
so the talks were well delivered.

#EXIBES, BBS, JP
The Hon Alice MAK Mei-kuen, BBS, JP

EFEEEREEAIE - AEH2015F8AEH
HEWT10SHBEHERE - BUna™m RERE
BCEAERER -

NESREMBUMRZ RN (IR EREERBIEE])

In response to the surge in phone scams, the PCPD has organised 10
educational talks since August 2015 to enhance the awareness of the
members of the public in safeguarding their own personal data.

AEBEABREZERB R LI REERLZL

Senior Legal Counsel Ms Sandra Liu briefed the participants on “Guidance on ETRSZEFEFERE L -

Personal Data Protection in Cross-boarder Data Transfer”.

/N E BRI

AWHBERBRF /N T BIRGIHIRE K&
R ABRAET-EMLBERE-ET
B LR [E 09255 Th BE @ Fh /N (e SRR R ) A9 3R
E o WRHEE R E TERREERMIREN —
LERRR (WMADER - EEEE - B
BERRZMIF / EREAAERTE=

%) o F/NETR AT B B By R E R S R 5I
HIRRAD o SERERIZR » PRI BITHIER
FLREETE - WEEE - MEEBUAE
HBEAERNEZRRSHOME © LI OF
H2015F 4 BB R/ N RRBRE - NEE
EYVEHRNEFENHE LBZRE - 2ER

Personal Data Officer, Ms Terri Wu and Ms
Ivy So, shared prevention tips on telephone
scams with citizens.

Online Training Module for SMEs

To help small- and medium-sized enterprises (“SMEs”), which are
often faced with resource constraints, learn how to interpret and
apply the Ordinance in a cost-effective manner, the PCPD has
developed an online self-training module. The tool provides SMEs
with general guidelines on the requirements under the Ordinance
in relation to different business functions and includes practical tips
on privacy compliance in their day-to-day operations (e.g. human
resources, direct marketing, information technology security and
outsourcing/transferring personal data to third parties, etc). The
kit also enables SMEs to test their knowledge of the Ordinance
through an interactive quiz. Upon completion of the course, SMEs
are expected to be able to build their own privacy plan. They would
also receive a report on how they are currently handling personal
data, with suggestions and recommendations for improvement.
The PCPD has organised seminars since April 2015 to give an
introductory briefing on the online training module, tailored to

HIXESE FREENERERND D
—IhE - BERESBRATNERBHOE
B SIFRIVEEBE -

PORREBAERLEES
FRAZ © FRIZ o
Self-training Module on Protection
of Personal Data for SMEs.

TERRELRED

NEBR2015F1ABERET BH16EA R
EFAERE > XA [ERAEXNELE £
FREREME]  c ERRNERNROZIFE
NEFREHE  NEXEFDEIANEE  BE
EBEEBNENR » MEELKEBEREEN
BR - EEREY HEEWABRERSE
EEBRE ZAEE - LOTBHHERREK
FI0BEEXERBEEEHN - LEE101E
EANNEERENEE LI -

PR NBRRBRILT THENDE - LT
BERREENEE - RFETES T THED
AR HHIRLEBEBRFE | BEE
SR FERFEEHTEAN - 2 BRAIARE -
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meet the needs of SMEs. The PCPD also collaborated with the Trade
and Industry Department, SME One of the Hong Kong Productivity
Council, the SME Centre of the Hong Kong Trade Development
Council, and others to organise these seminars.

NERTXEZEZAWHEE  Ahhhh
RERLEEREBMMTHRFTSHENN

Participants experienced the online HRIE
self-assessment tool at the seminar.

The PCPD in collaboration with the Trade and
Industry Department held an introductory
briefing on this online training module to
enhance SMEs’ knowledge on the compliance
with the Ordinance.

Industry-specific Privacy Campaign

In January 2015, the PCPD launched a 16-month privacy awareness
campaign (the “Campaign”) with the theme “Developing Mobile
Apps: Privacy Matters”. The PCPD was very encouraged by the
overwhelming support of the ICT industry, and shared the industry’s
vision that Hong Kong had to embrace the next wave of ICT
advancements to foster our economic and social development and
that in the process, consumer privacy and data security must remain
a priority. The Campaign was co-organised by 10 leading trade
associations and supported by 10 professional/academic institutions
in the ICT field.

Representatives from the co-organisers and the PCPD formed
a working group to canvass the privacy concerns among the
practitioners. In response to the suggestion raised by the working
group, the PCPD has developed the “Online Training Platform” to
provide a convenient channel for those practitioners who wish to
go through the requirements of the Ordinance online.

— X FEFERERET
EBY & BHE A E 2B ARG 1Y
ER -

A one-stop portal for data users
in different work context to get
familiar with the requirements
under the Ordinance.
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REEH —RINKBETEH  EHBABE
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www.pcpd.org.hk/mobileapps °

A series of educational activities was rolled out to help mobile app
developers understand and comply with their legal obligations
under the Ordinance. The following activities took place from
1 April 2015 to 31 March 2016. More details of the Campaign are
available at www.pcpd.org.hk/mobileapps.

09-13.04.2015 MR2015E MR ITEFME SIS E FER B HENT

International IT Fest 2015 — Exhibition Booth Staged at Hong Kong Digital Life Carnival

15.04.2015

2015EIRITE — [ RABEAERX BERRERAER ] HBE
International IT Fest 2015 — Seminar on “Developing Mobile Apps with Privacy Protection in Mind”

17.04.2015

BBFEMBRAERNE EBEBENEBEMRZENHAT LS HAEE T
BRIRBEARXLBRE —RABRERERETA ] EE

Seminar on Personal Data Privacy for Mobile Apps Designers and Users

organised by the Office of the Government Chief Information Officer, Hong Kong Police Force
and Hong Kong Computer Emergency Response Team, Coordination Centre

20.04.2015

HEBEEHNALRERFHREMGERSHUREBEENERE
Talk to Higher Diploma students in Mobile Applications Development
Hong Kong Institution of Vocational Education

24.04.2015

EEBEESERNIESEE (HRERBEREXEFE]
Roundtable Luncheon Talk on Privacy Concern on Mobile App Development arranged by the
Hong Kong General Chamber of Commerce

28.05.2015

BB EMBHRAAERAEXE [EREXELRE AR EE]
Seminar on “Developing Mobile Apps: Privacy matters” arranged by the
IT Solution Centre of the Office of the Government Chief Information Officer

24.08.2015

CEAER (FLBR) IRGIIN) R

Introductory Seminar on the Personal Data (Privacy) Ordinance

16.10.2015

HERHEREBHN
Introductory Seminar on Direct Marketing Regime

21.11.2015

EEBEMRZBHRHAS L - BBEENRER - EXERARZHER (ISC)2 HK Chapter
EROANSER [ RBEAEXBARENARERFTARE ]

Seminar on “Personal Data Privacy for Mobile Apps Developers” organised by the Hong Kong
Computer Emergency Response Team Coordination Centre, Hong Kong Productivity Council ,
Professional Information Security Association and (ISC)2 HK Chapter

EERE
BIBBHEE

NEZSHBEBEMESENUTILERH
B EEHEHAER ] AEEN [ ETeeniEiE
2015 » EZHEi880 A A 22 126 B 2B £ K5
BEAERFAERBBEEENEE - FABES
FHR2015F 11 H28HIEEEEEE & 1REE
EBE/NOEETLAEAR -

2016 F1H28H R ERMRIEH » TABEEEE
F Facebook BiFE A XA F T BRIE
EXE=18 - S S E L#H ZE Facebook
HBARSWHAESE -
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PROMOTING AWARENESS IN THE COMMUNITY
Organisational Partnership

The PCPD participated in Teen Talk 2015 - “Decoding Privacy:
Respect and Inclusiveness” organised by the Law Society of Hong
Kong and discussed personal data privacy and relevant legal issues
with 126 teams of students from over 80 secondary schools. The
Commissioner gave a speech on 28 November 2015 reminding
students to beware of privacy traps.

FABEEE (ATHEA N) R 2015F 11 28T EHENKA
FAIR=RERELE, SC, P (FiHEA T REBEMSSRAE
FEREGHATZ)  BMRBERKREBHE [E Teeni&S
2015 — FLRRARTS | BRR T2

The Commissioner (9th right, front row), attended the opening
ceremony of the “Teen Talk 2015 - Decoding Privacy” on 28
November 2015, together with the officiating guests the Hon
Rimsky Kwok-keung Yuen, SC, JP, Secretary for Justice (14th
right, front row) and Mr Stephen Wan-shun Hung, President of
the Law Society of Hong Kong (13th right, front row) as well as
students and guests.

To mark the Data Protection Day 2016 on 28 January, Facebook
invited the Commissioner to share some tips for privacy protection
on social networks. The tips were available on video and shared
globally on Facebook.

BREACETEEART LEBEB RIS

JFIED -

Mr Stephen Kai-yi Wong reminded netizens
to stay smart online by taking care of their

digital footprints.
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B DMERBRERN LN BHSRIR [BOEFABER
2015 AMEN FERE -
Ms Wingki Kwok presented the creative idea for her four
hand-drawn illustrations specially for PAW2015 at the
inauguration ceremony.

Microsoft & BHR A A BEAHE RRBEPLELERREE
BEEHESEREMBRRRES  BRERHLEBHR
FHERRIEER -

Mr Alan Chan, National Technology Officer of Microsoft
Hong Kong, talked about Privacy by Design and Data
Protection to members of the DPOC and IT practitioners.

Privacy Awareness Week

The PCPD continued to promote privacy awareness in the region,
together with APPA members, by organising Privacy Awareness
Week 2015 (“PAW 2015") from 3 to 9 May 2015 with the theme
“Privacy Matters”. The PCPD specially invited a number of legislative
councillors, professionals and celebrities to support the campaign
and promote the message “Privacy Matters” through the newly
launched Facebook page “BeSmartOnline”.

A wide range of promotional and educational activities, including
campus promotions by student ambassadors, inter-school quiz
contests, street magic shows, exhibitions and forums, were held to
cater for the various needs of students, businesses and the general
public. Over 50,000 people were engaged during the week.

EEBTMEEREERSINBE  R2ERBREN
T RFBATHEEENM o

Magician Mr Louis Yan gave a special street performance
for visitors to the PCPD’s roadshow in Causeway Bay.

4

[Bl1¥ Feedback

HRIRHEBRTNER - EMREETLREDSH
BEXRMOALRERERBBRETRANSEE
A - BHREXtEEMNRST  BLBESHNR
BARBRE  REAREM -

Thank you especially to Hong Kong for the APPA
posters. These have worked well on our website,
Twitter and Facebook channels as a way of signalling
Privacy Week. People really like the bright, colourful
design and the easily conveyed privacy messages.

Mr Charles MABBETT
Communications Adviser
Office of the Privacy Commissioner, New Zealand

RKETERBIMWAL  BEIZEEE
BETRESE - BERLZTIREZRE
. —EEETRE BRE!] -
People from different walks of life,
including legislative councillors Hon
Charles Mok, Hon Alice Mak Mei-kuen
and Hon Ip Kin-yuen, echoed the theme
“Privacy Matters”.

FAEBEE AEFH PCPD ANNUAL REPORT 2015-16

127

[MREEFABEAE KEFTEI2015BH 2L [REBER]I TERBRRLEIAE
ROBEBHSRERRITEEED » RRESEFLBRE -

The finalists of the Student Ambassador for Privacy Protection Programme
2015 - TV News Feature on a Personal Data Protection Competition
promoted privacy protection through their work and various activities
on their campuses.

KREBRERST > RBREERNEZEHSSEH
HREEAERIFLLE -

The Hong Kong Economic Times published a special
supplement to recognise the effort made by DPOC
membuers in the protection of personal data privacy.
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Student Ambassador for Privacy Protection Programme

The PCPD has run the Student Ambassador for Privacy Protection
Programme for five consecutive years. Under the Programme, a TV
News Feature on Personal Data Protection Competition was held in
2015. Over 700 form one to six students from 69 secondary schools
took part in the competition in teams by looking into the privacy issues
they came across in everyday life and presenting their findings in the
form of a TV news feature. As of the end of 2015 Programme (May
2015), 111 partner secondary schools (see Appendix 4) participated
in the Student Ambassador for Privacy Protection Programme.

PEBFTERFTETE T ANET AERFEEREFNZESHNERHIRTIELHBHEE [T
SHHEEBEAERIERSBRILEED BER|IFERECERRAABEAETFIEEHELS
ZLHEREERBEFNOEREELE MR PENEE > ZBRMENEESHHETE -

I o Dr K P Chow, member of the PCPD’s Standing Committee
Mr Ryan Lau, host for TV news programme, on Technological Developments, presented the Best
and Mr Fong Hiu-shan, Executive Producer Creativity Award of the TV News Feature on Personal Data
of RTHK's TV Section were invited to share Protection Competition to a team from STFA Cheng Yu Tung
their experience of TV news reporting with Secondary School who was also the champion in the
students and judge the competition. senior section.
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The 2015 Programme also featured an inter-school quiz on online
privacy protection, which was rolled out by the PCPD for the first
time. Co-organised with the Hong Kong Federation of Youth
Groups Jockey Club Media 21 (“M21"), the final of the quiz took
place on 9 May 2015. Lok Sin Tong Leung Kau Kui College, Chiu Lut
Sau Memorial Secondary School and La Salle College became the
champion, first runner-up and second runner-up, respectively, after
a fierce contest.
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Judges from the PCPD, M21, Association
of L.T. Leaders in Education, Education
Bureau, OGCIO, Internet Society Hong
Kong and Facebook attended the final
of the quiz with students from the 10
finalists in PAW2015.

RERENLREH

AEH0FREESFERBPAERELRETE
B - 2015 8ARKOBHIAE  REHETREKX
ERERNNFERBLSR - WHRAELD
EFBEEFEEERMARER BN
B NEMNENERIEI0BEZE 11 BKE
TIORBARE » EARELETHEAEHEARS
BEEFEVALRBFENE -

boh » REBBRBHBERTEHRENE
AR - BREMRLT - fHEREREHN
EETHRREMEEEREAERESE X
BE - BEEHHELN40,000 8 REBER
HBEZ M -

NEBRRARBAFEENEEHER - ARBHEES

RIEBEAER -

FAEBEE AEFH PCPD ANNUAL REPORT 2015-16

129

University Privacy Campaign

The University Privacy Campaign has taken place once a year since
2011. In August and September 2015, the PCPD sponsored selected
orientation camps in the 10 universities and held an interactive
game session in five orientation camps to deliver educational
messages about online privacy. Then the PCPD visited the
campuses of 10 local universities from October to November with
an interactive game booth to demonstrate privacy traps associated
with the use of Internet and smartphones.

In addition, the PCPD organised tailor-made seminars to explain
to university staff their obligations as a data user under the
Ordinance in the areas of administration and IT management.
About 40,000 students and staff members participated in
the campaign.

NENBOEEKET TRAE . REEARELE [HLIBERR] -
The PCPD toured 10 universities with an interactive game booth to

The PCPD held game sessions in orientation camps for remind students to “Be Smart Online”.

the first time to promote data protection to freshmen.
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Two seminars on IT management
and university administration
were held on 20 January 2016
and attended by over 220
university staff members.
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Public Education Roadshow

The PCPD took part in the Sheung Wan Promenade, organised by
Central and Western District Council, on 13 and 20 December 2015.
About 4,000 members of public visited the booth.

BUNEBREEHREE LT ROE R B -
The booth featured a game of darts which explained
some common privacy traps online.

The PCPD staged a public education road show from
27 December 2015 to 9 January 2016, with an exhibition truck
visiting different districts of the city to enhance public awareness
of data privacy rights under the Ordinance, reaching out to
over 140,000 visitors. The road show was held in conjunction
with the newly launched TV APl. Well-known media figure
Ms Akina FONG, who was commissioned by the PCPD to take part
in the TV API, was featured on the exhibition vehicle to disseminate
the message about protecting personal data online. Display panels
inside the exhibition truck provided practical tips for protecting
personal data in daily life such as using smartphones and social
networks, and for protecting children’s privacy online.
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www.pcpd.org.hk/english/resources_centre/
publications/surveys/files/baselinesurvey
2014.pdf

FAERE (P :
www.pcpd.org.hk/tc_chi/resources_centre/
publications/surveys/files/baselinesurvey2014_
summary_c.pdf

FAEBEE AEFH PCPD ANNUAL REPORT 2015-16

131

BASELINE SURVEY OF PUBLIC ATTITUDES ON
PRIVACY AND DATA PROTECTION

On 28 July 2015, a survey of public attitudes on personal data
privacy (the “Survey”) commissioned by the PCPD revealed that
awareness of privacy rights of individuals and public trust in the
PCPD were generally high.

The survey results were based on telephone interviews with 1,222
adults and focus group interviews with 36 participants from a
diverse background. It revealed that the public could often sacrifice
privacy for the sake of convenience. Few respondents were very
concerned about providing mobile phone number (even though
it would attract advertising calls), occupation or full date of birth
(even though it is often used for validation).

Nearly half of respondents had experienced misuse of their personal
data in the last 12 months and the most common source of the
problem was banks (57%), followed by telecom companies (32%),
fitness/beauty centres (26%) and money lenders (17%). Almost 11%
of those who experienced misuse had made a complaint, while
those who had not complained explained that the major reasons
were that friends had provided the information (35%), or they
were unwilling to involve the company staff (25%) responsible for
the misuse.

An overwhelming majority of respondents (86%) agreed or strongly
agreed that the PCPD has increased community awareness of
personal data privacy issues after a widely published incident in
2010. The Survey also assessed the perceived trustworthiness of
six statutory agencies in handling complaints and identified the
PCPD as the second most trusted agency, after the Independent
Commission Against Corruption.

An overwhelming majority (87%) of respondents used a smartphone
of whom 95% had an instant messaging app installed. 72% of
these respondents were aware that the app accesses all contact
information on their smartphones and a significant proportion
(33%) thought the law should prohibit this.

The full survey report (with executive summary):
www.pcpd.org.hk/english/resources_centre/publications/surveys/
files/baselinesurvey2014.pdf

EEABHENEFEROAEABRAREERES AR
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Professor John Bacon-Shone, Director, Social Sciences Research
Centre, the University of Hong Kong, was commissioned to conduct
the survey and presented the findings in the press conference.
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A press conference was held on 19 May 2015

to share the findings of the study.
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RESEARCH STUDY ON CHILD PRIVACY

In order to identify major privacy concerns and problems faced
by children in Hong Kong, the PCPD commissioned the Centre for
the Advancement of Social Sciences Research (“CASR”) of Hong
Kong Baptist University to carry out an exploratory study. The
results, which were released in May 2015, show that parents and
teachers seem to have little involvement in managing children’s
privacy issues and little awareness about children’s problems online,
a situation that was probably attributable to lack of knowledge
and support.

Focus group interviews were conducted to understand the views
of parents, secondary school students and teachers of primary and
secondary schools on child privacy issues. In-depth interviews were
also conducted with representatives from four non-governmental
organisations whose main focus is children. The study showed that
children were going online at a younger age than ever, and that the
lack of awareness among children and their parents or guardians
and teachers might pose a serious risk.

It also appeared that children did not have the capacity to engage
with the Internet in a safe manner in all circumstances. Children'’s
digital footprints were taking shape from a very young age. Some
parents might post photographs and videos of their children on
social media sites. These digital footprints were created for children
who were too young to understand or consent.

Schools always keep a wide range of personal data about their
students and their families which are all necessary for basic
administration and instruction. On the other hand, schools are also
increasingly storing electronic data associated with “connected
learning”, where online resources are used for academic instruction
and evaluation. While schools reap the benefits of information
technology, they must not lose sight of its attendant risks to privacy
and data protection especially that are of children.
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www.pcpd.org.hk/tc_chi/resources_centre/
publications/surveys/files/child_survey_c.pdf
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As regards parents, they should understand and use the privacy
tools on any website or mobile applications that their children
use for school or at home to limit who can see their information.
They must understand and explain to their children that what
they post on social media could be far reaching and long lasting.
Children should also be given guidance about their privacy rights
and also responsibilities as “netizens” when dealing with hateful or
threatening messages on the Internet.

The focus group interviews with stakeholders generated some
insights which are useful in the follow up work. Some suggestions
include adding sections or topics related to privacy issues and
privacy protection measures to the curriculum in subjects such as
information technology, and liberal studies, and in project learning
activities; and strengthening communication between parents and
teachers/schools to address children’s privacy issues.

The executive summary of study report:
www.pcpd.org.hk/english/resources_centre/publications/surveys/
files/child_survey_e.pdf
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| have joined the Communications and Education Division for
around five years. | witness the growing personal data privacy
awareness among organisations and members of the public,
which | believe is the result of our initiatives in carrying out

BRiZ IS education and promotion. Apart from conventional education

SARBAEREE and promotion activities, we have been disseminating the

(EARHA) message of “Protect, Respect Personal Data” to the community

Carol CHAN on social media. We have also developed an “Online Training

Senior Platform” to provide a convenient channel for data users to

Personal Data Officer get familiar with the requirements under the Ordinance. These

(Communications & new initiatives offer great learning opportunities not only to the
Education) public but also to me.
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APEC ELECTRONIC COMMERCE STEERING GROUP DATA
PRIVACY SUBGROUP

The Commissioner attended the 33rd meeting of the APEC
Data Privacy Subgroup, which was held in Lima, Peru on
25 February 2016.

One of the agenda items discussed at the meeting was the
proposed updates to the APEC Privacy Framework, which were
based on the OECD Privacy Guidelines revised in 2013. The APEC
Privacy Framework is comprised of a set of nine guiding principles
and guidance on implementation to assist APEC Economies
in developing consistent domestic approaches to personal
information privacy protections. It also forms the basis for the
development of a regional approach to promote accountable
and responsible transfers of personal information between APEC
Economies. The PCPD has provided comments on the proposed
updates to the APEC Privacy Framework during the report year.

Another matter discussed at the meeting was the proposed
changes to governance documents of the Cross Border Privacy
Rules (“CBPR”") System. Endorsed by APEC Leaders in 2011, the
CBPR System is a voluntary accountability-based system to
facilitate privacy-respecting data flows among APEC economies.
Under the CBPR System, the privacy policies and practices of
companies operating in the APEC region are assessed and certified
by a third party verifier (known as an “Accountability Agent”) and
follows a set of commonly agreed upon rules, based on the APEC
Privacy Framework. There are currently four participating APEC
CBPR system economies (USA, Mexico, Japan and Canada) and two
recognised Accountability Agents (TRUSTe and Japan Institute for
Promotion of Digital Economy and Community ).

During the report year, the PCPD has provided comments on the
following documents relating to the CBPR System:

* APEC Joint Oversight Panel’s Recommendation Report on APEC
Recognition of Japan Institute for Promotion of Digital Economy
and Community and the Addendum

* APEC Joint Oversight Panel's Recommendation Report on the
Continued APEC Recognition of TRUSTe

Apart from the aforesaid, the PCPD has also contributed to the
finalisation of various documents relating to the APEC Privacy
Recognition for Processors (“PRP”) System during the report year.
The PRP System is a recognition system for personal information
processors endorsed in the 2015 APEC Senior Official meeting.
It helps personal information processors demonstrate their ability
to provide effective implementation of a personal information
controller’s privacy obligations related to the processing of personal
information. It also helps personal information controllers identify
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qualified and accountable processors, including small and medium
enterprises not known outside of their economies to become part
of a global data processing network. The documents that PCPD has
contributed comments are:

» Template Notice of intent to participate in the APEC Privacy
Recognition for Processors System

« APEC Privacy Recognition for Processors System - Policies, Rules
and Guidelines

» APEC Accountability Agent Recognition Application for Privacy
Recognition for Processors System

* Protocols of the APEC Joint Oversight Panel with regard to the
Privacy Recognition for Processors System

TRIBRMADBELRMFT - REARBEEE  EXEL - EHESHHSEHHAIE &
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Timeflies. It has been two years since | joined the PCPD. | majored in accountancy in university,
and worked in an accounting firm all along after graduation. Hence, | was ignorant to privacy
law at the outset. Thanks to the PCPD’s intensive promotion campaigns in recent years, | set
to learn about personal data privacy, and became interested in the work of personal data
protection. Therefore, | resolutely quitted the accounting profession to join the PCPD two
years ago. This move surprised some of my friends.

Upon joining the PCPD, | was assigned to investigate complaints, from which | gradually
realised the essence of the Privacy Ordinance. | found it meaningful to be able to resolve the

problem of the complainants; it was also a greataccomplishment to me when the organisations
being investigated were willing to take remedial actions and to respect personal data privacy.

%%&ﬁkﬁiﬁfi Looking back, I still believe that my decision to join the PCPD two years ago was correct!
(B R#ZR) Recently, | was offered an opportunity to take up a new position by the PCPD. Now | am
Aki CHEUNG working in the Policy & Research Division. Apart from learning the privacy laws in various
Senior jurisdictions, | also need to keep abreast of current privacy-related affairs, and promptly
Personal Data Officer produce briefing notes on privacy hot-topics for the Commissioner’s reference. Again, this is
(Policy & Research) a great challenge to me!
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ASIA PACIFIC PRIVACY AUTHORITIES FORUM

APPA, formed in 1992, is the principal forum for privacy and data
protection authorities in the Asia Pacific region to form partnerships
and exchange ideas about privacy regulation, new technologies
and the management of privacy enquiries and complaints.
It currently has 18 members. There are two working groups in
APPA, namely the Technology Working Group and the
Communications Working Group. The Commissioner is the chair
of the Technology Working Group and the joint-chair of the
Communications Working Group.

The 43rd APPA Forum
(11-12 June 2015, Hong Kong)

The PCPD hosted the 43rd APPA Forum, which was attended by 13
APPA members (including the PCPD), observers from Japan, and
other guests and participants.

During the closed session, which was attended by APPA members
and invited observers, APPA members presented their jurisdiction
reports along common themes that had emerged across the region,
such as legal reforms, law enforcement, mandatory data breach
notification, privacy training as well as child and youth privacy
programmes. The members also shared a wide range of reports on
investigations and data breaches. The privacy implications of big
data and how regulators should respond to the challenge were
also considered by the members. Other issues discussed included
policy position on online behavioural advertising and related
investigations, regulation of public domain data, and accountability
as the basis for privacy compliance in technology innovations. The
meeting further discussed APPA’s future direction, and a revised
statement of objectives was agreed.

The open session was attended by government officials as well
as local and international privacy experts and practitioners. The
meeting was updated on the privacy laws in People’s Republic of
China and Chinese Taipei, and shared information and discussed
various privacy issues ranging from managing health and research
data, open data, big data, and smart city.
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Thanks so much for your kind note and
for being such a terrific host. You (the
Commissioner) and your team have once
again set an incredibly high standard for
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I wanted...... to convey my thanks and gratitude
for all your wonderful hospitality last week when
the APPA members descended upon Hong Kong.

the rest of us!

Ms Edith RAMIREZ
Chairwoman,

Federal Trade Commission, United States

| know that everyone appreciated your warmth
and generosity and the great efforts your office
made to make us all feel so welcome.

Ms Annabel FORDHAM
Public Affairs Manager,
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Office of the Privacy Commissioner, New Zealand

The 44th APPA Forum
(3-4 December 2015, Macao)

The Commissioner also attended the 44th APPA Forum in Macao,
which was hosted by the Office for Personal Data Protection, Macao.

During the closed session, APPA members discussed emerging
issues from across the Asia Pacific region, such as the practice of
transparency reporting on law enforcement access requests, health
information and biometrics, etc., in addition to the standing agenda
items from the members. Other matters discussed included the
US-EU Safe Harbour Agreement, public sector information sharing,
telephony fraud involving personal data, and privacy issues relating
to electoral processes and political parties.

Building on discussions from the 43rd APPA Forum, the members
continued to discuss APPA’s future direction, including APPA’s
governance framework and the future role of the APPA Secretariat.
The members also agreed to establish a governance committee,
and the PCPD became one of the committee members in 2016.

The open session of the forum was attended by government
officials, private sector participants and academics. During this
session, several privacy issues were discussed, ranging from the
installation of CCTV cameras by public security forces, to cyber
status and privacy concerns.
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GLOBAL PRIVACY ENFORCEMENT NETWORK

The Global Privacy Enforcement Network (“GPEN") was established in
2008 to foster cross-border cooperation among privacy enforcement
authorities. It primarily seeks to promote cooperation by:

« exchanging information about relevant issues, trends and
experiences;

¢ encouraging training opportunities and sharing of enforcement
know-how, expertise and good practice;

» promoting dialogue with organisations having a role in privacy
enforcement; and

e creating, maintaining and supporting processes or mechanisms
useful to bilateral or multilateral cooperation.

The PCPD joined GPEN as a member in 2014. By the end of
2015, GPEN comprised 59 privacy enforcement authorities in 43
jurisdictions around the world.

Since the beginning of 2016, the PCPD joined its colleagues
from Canada, Israel, the United Kingdom and the United States
to become the five-member GPEN Committee that provides
leadership for the network.

The 2015 Sweep

The PCPD took part in the GPEN Privacy Sweep (the “Sweep”)
to examine websites and mobile applications (“apps”) used by
youngsters. Results of the Sweep have raised concerns about the
personal data collected, in particular how much personal data was
collected and how it was then shared with third parties.

Twenty-nine privacy enforcement authorities from around the
world, including the PCPD, surveyed a total of 1,494 websites/apps
targeted at, or popular among, youngsters from 11 to 15 May 2015.
The PCPD conducted similar exercises in 2013 and 2014 to look at the
issues of privacy policy transparency associated with mobile apps.

Common Concerns
The 2015 Global Sweep highlights are:

* 67% of the websites/apps examined collected youngsters’
personal data. Of particular concern was the significant number
of websites/apps which collected potentially sensitive personal
data, such as name, date of birth, phone number, address and
photos or video;

c 78% #AuL / R B EABEMNE S SF
BLOFESNEERERNES
c ABE31%HE/ BXNARERNERE - B
BB R B L FWERBAER - TW58%
Myt / RASS|IEFLFEIE —ERM
PIREEAERNAY - BRSAZE

« 51% L /RXEE=FS,Z@AEX
EhaLEE / BRNREETHIZ@EAE
Bz BB NEMTE

«c RB24% @/ BEXEEARESE &

C T1% 4B / 2R R MR IR S R
BT -

RHFTERN

T - 2BRMETHI R ERFNTE
e

oMy / BRNIREERNREERE - 5
IR R K ERX (dashboard) BEREADFE
MELES REEFSLPFRAERLNA
& FitfBEsS ZHBEAER
HORKWERBTHFE L ERTALBAEN
REIREFARES  MAREEH
A BR4AFAESHIEEBEAER

oMy /B2 ARE A SR
EHEL  BeBE O ETRME M A @A
=g S~

c 15% YL/ EREREER  BIEFEHH
REEAFY /B -

BOFREMAEN  BEERREXXARRK
SEIRM—EF - BHNALBHEKBEEIEER
RELPFERLEDUESEENRE -2
EMEFE / BARBBEABTLOFRHR
FEARXERELRBIIRE o

BLOERBRZITFENHEZ— - EYEE
LPENHBERABRREF —ARMBEER -
NESRERTTRNBEEE  RAFLF
RRREERREEAABRNEZM -
AR THE LEBNIEERE - ERHAE
EAERA - EBEEBREURERTE ©

FAEBEE AEFH PCPD ANNUAL REPORT 2015-16

141

» 78% of the websites/apps failed to use simple language or to
present warnings that youngsters could easily read and understand;

» Only 31% of the websites/apps had effective controls in place to
limit the collection of personal data from youngsters. What was
particularly troubling was the fact that 58% of websites/apps
offered youngsters the opportunity to be redirected to a different
website, where they could be asked to disclose personal data;

* 51% of the websites/apps shared personal data with third parties,
in some cases for vague or unspecified purposes;

* Only 24% of the websites/apps encouraged parental involvement;
and

* 71% of the websites/apps did not offer an accessible means for
deleting account information.

Good Practice

The Global Sweep also found examples of good practice:

* Some websites/apps provided effective protective controls, such
as parental dashboards showing youngsters’ online activities, or
preset avatars to prevent youngsters excessively sharing their
own personal data;

» There were chat functions which only allowed youngsters to
select words and phrases from pre-approved lists instead of
typing freely, so that youngsters could not disclose their personal
data inadvertently;

* Some websites/apps use just-in-time warnings to deter
youngsters from unnecessarily entering personal data; and

* 15% of the websites/apps had age verification to bar younger
children from accessing the websites/apps.

The PCPD recognises that youngsters are the most active users of
computers, smartphones and social networks. Whether youngsters
are provided with an appropriate level of protection online remains
an ongoing issue for privacy enforcement authorities. Website/app
developers are expected, if not obliged, to develop and present a
user-friendly protective privacy environment for youngsters.

Youngsters are frequently identified as one of the most vulnerable
groups. Stepping up education efforts for youngsters will be one of
our strategic focuses in the near future. We will continue to develop
diversified programmes to draw the attention of youngsters and
parents to the importance of personal data protection. It has
become essential for them to fully understand the privacy risks
associated with online activities and take proactive vigilance and
security measures before providing any personal data.
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INTERNATIONAL CONFERENCE OF DATA PROTECTION
AND PRIVACY COMMISSIONERS

International Conference of Data Protection and Privacy
Commissioners  (26-29  October 2015, Amsterdam,
the Netherlands)

The International Conference of Data Protection and Privacy
Commissioners, which first met in 1979, is the premier forum
for Privacy Commissioners from around the world. It has a
representation of over 100 privacy enforcement and data protection
authorities, non-governmental organisations and observers from
over 60 countries.

The Commissioner and the Chief Personal Data Officer (Policy and
Research) attended the 37th International Conference in Amsterdam
in October 2015. The Conference lasted for four days with the first
two days conducted in a closed session between Commissioners
and the last two days in an open session. The Commissioner
was invited as a panel member at the closing discussion of the
conference, entitled “Tour du Monde: Looking Forward”.

The closed session of the Conference for privacy commissioners led
to the release of the “Amsterdam Declaration on Genetic and Health
Data, Challenges for Tomorrow and Data protection oversight of
security and intelligence: The role of Data Protection Authorities in
a changing society”.

The Declaration identifies the challenges arising from society’s
increasing ability to collect, analyse and use genetic information
and provides a few observations:

» Characterisation and identification of individuals
« Risks for data protection and privacy

¢ Necessity for greater communication with the scientific community
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The discussion on data protection and oversight of security and
intelligence highlights the issue data protection authorities are
facing because of the unprecedented level of public discussion
of the activities of intelligence and security agencies worldwide,
together with the changing security environment with potential
for terrorist activity in all countries.

Three resolutions were adopted by the Conference focusing on
the following:

« The practice of “transparency reporting” to promote accountability
in relation to government access to personal information held
by organisations;

 The issue of humanitarian crises and establishment of a working
group to help develop data protection guidance to assist
international humanitarian actors; and

« Calling upon governments and all relevant stakeholders to offer

any assistance and support to enable the UN Special Rapporteur
on the Right to Privacy to undertake his work.

MABE T Newcomer
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As a university student who had no prior working experience, my internship at the PCPD
was immensely fruitful, with a great mix of exposures and vibes every day. | felt a sense of
recognition throughout with opportunities to be involved in different substantive tasks.
From looking into local privacy issues to international legal reforms, from participating in
the Privacy Sweep exercise to publishing a book, the broad coverage of my work gives me
a clear picture of the operation of the PCPD, and no doubt keeps me constantly challenged
and engaged. The opportunity to work directly with the Commissioner and help prepare his
speeches was definitely a bonus to my rewarding experience.

While faced with challenging tasks, | found myself surrounded by supportive colleagues.
There were plenty of opportunities to interact with them, who warmly welcomed me to be
part of the team since day one. | was a plain paper when | joined as an intern but they have
certainly filled it up with colours!

Mz
BEEE 0 BERERWAEED
Joshua NGAI

Intern, Policy & Research Division




IR EEiE STRENGTHENING EXTERNAL CONNECTIONS

144

[RIEEAFF | EFRER

[REEBRAER | ERSESREBLNE BB
Al - BERRHRE X REREERE (Federal
Service for Supervision of Communications,
Information Technology, and Mass Media
fBfERoskomnadzor) REHT RN EE
SEE) - Roskomnadzor 2 15 22 Hr B 889 — 1@
HITHE  HBEERERBEEAERNES
ABIFER] o §F » Roskomnadzor& & E®
N~ BEIM  dEEMN - T EMNESEAER
RENBERRZERRELE  UREAER
EEENTEER > BHARBOWEERTR
ERAEIE ©

FEEEMN2015F11A10B EEE <
BEIMREBAAEN IBBRESE KEXE
2E[BREEENEAERETEKEZT
1l BESZFEEELVEAMAEERTF
HNAREE EHAMEE  LABEESHESER
ERTEAZREAXBRERRSZRER  B1F
HREGFH W [ EREWAES | - BRER
B BEZEETH - IHESEIRR
BERENIEER -FLEBEEETEETES
ELUTEBHNEAERMRERENBEBR
B BREBKEN -

FAEBEEMNZE HEE Roskomnadzor B & &
EERE@E  FNwENEHEREEER
RENEET WEANEEREBENIE
S o

INTERNATIONAL CONFERENCE
“PERSONAL DATA PROTECTION”

The International Conference “Personal Data Protection” is an
annual event held in Moscow, and organised by the Federal Service
for Supervision of Communications, Information Technology,
and Mass Media (“Roskomnadzor”). Roskomnadzor is a federal
executive authority of the Russian Federation, the responsibilities
of which include protecting the rights of personal data subjects.
Every year Roskomnadzor invites representatives from national and
international regulatory authorities responsible for personal data
protection in Europe, Asia, North America and Latin America, as well
as the personal data operators and industry experts to exchange
views and discuss matters of common interests.

The Commissioner attended the 6th International Conference
“Personal Data Protection” with the theme of “The Work of National
and International Competent Authorities in Personal Data” on 10
November 2015. The Conference consisted of a closed session in the
morning and an open session in the afternoon. During the closed
session, the Commissioner exchanged views and shared experience
with other representatives on the topics of Russia’s new “Data
Localisation Law”, cross-border data transfer, EU-US Safe Harbour
arrangement, “right to be forgotten” and protection of children’s
privacy right. The Commissioner also delivered a presentation at
the plenary session, entitled “Personal Data Protection and Free
Flow of Information in Hong Kong”.

The Commissioner met the Head and the Deputy Head of
Roskomnadzor on the following day and discussed the information
transparency and cross-border data flow. The Commissioner also
talked about the rapidly evolving privacy landscape in Hong Kong.
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INTERNATIONAL WORKING GROUP ON DATA PROTECTION
IN TELECOMMUNICATIONS

The International Working Group on Data Protection in
Telecommunications (also known as the Berlin Group) was
founded in 1983 in the framework of the International Conference
of Data Protection and Privacy Commissioners at the initiative
of the Berlin Commissioner for Data Protection, who has since
then been chairing the Group. The Group has since 1983
adopted numerous recommendations (“Common Positions” and
“Working Papers”) aimed at improving the protection of privacy
in telecommunications. Membership of the Group includes
representatives from Data Protection Authorities and other bodies
of national public administrations, international organisations and
scientists from all over the world. Since the beginning of the 1990s
the Group has in particular focused on the protection of privacy on
the Internet.

The Commissioner attended the 58th Berlin Group meeting held
in Berlin from 13 to 14 October 2015. During the meeting, the
Commissioner exchanged views with 54 expert members from
41 organisations on the topics of intelligent video analytics / face
recognition, customer tracking in retail stores, VolP security, the
use of biometrics in electronic authentication, privacy on e-learning
platforms, ICANN’s 2013 registrar accreditation agreement,
World Economic Forum’s “re-inventing personal data”, “right
to be forgotten”, web tracking, privacy issues in social networks,
Smart TVs, international standardisation, and accountability in the
context of software updates. The meeting agreed the release of
two Working Papers on Intelligent Video Analytics and Location
Tracking from Communications of Mobile Devices on the Berlin
Group website.
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AUTHORITIES AND PRIVACY EXPERTS

and the academia:

27-28.04.2015 MERBHEEZZERERMES7TXEMELMRER T/E/NEEZ AP B [ Android EFRE N #Y

R FE

Spoke at the 57th Meeting of the International Working Group on Data Protection in
Telecommunications hosted by the Korea Internet & Security Agency on “Privacy failure in the
Android permission model”

EXCHANGES WITH OVERSEAS DATA PROTECTION

The Commissioner and his team were engaged in the following
BAEREEZELUTRR exchanges with overseas data protection authorities, practitioners

08.06.2015

EELEBRENREREMREEZEZNERPER[BRENEBRERMREES : 2
AitEERMRERBR TN ETERERSHE |

Speech on “Cross-Border Data Transfer & Data Protection Laws: Key Issues & Concerns for
Data Protection Authorities in the Asia Pacific Region” at the 7th Annual Sedona Conference
International Programme on Cross-Border Discovery & Data Protection Laws

28.09.2015

EEBRERNRERBESNEEREREEMRE (A18) BERMBKEMS PRI =it
EEWIE (M IREFBHFRIERRIF) PR [MBEASSREEIELHIRIE EH
Presentation on “Personal Data Protection and Business-friendly Environment” at the Foreign
Commercial Investment Legal Issues Seminar, co-organised by the Hong Kong Economic and
Trade Office in Guangdong and A&T (Qianhai) JV Law Firm

27.10.2015

EFBEARBITHET OLERNTABEEEABBREESHNE (FREAAR) PER[HE
FBBEBI R E L5 | JHEHR

Presentation on “Privacy Legislation and the Regulatory Experience of Hong Kong” at the
Symposium on Credit Reporting in Asia-Pacific and Personal Data Protection , organised by
Credit Reference Center of the People’s Bank of China (Xian)
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28.10.2015 EEI7EERERMRERIEEEEZNEARTEH [ABEBREREERM  BAEREEHESFA
NERE P2 ERERFTFAERRNLE
Sharing of experience of PCPD in organising youth competitions in “Competitions and tutorial kits
on Privacy: Which best approach to efficiently target at young people?” of the 37th International
Privacy Conference

07.11.2015 EREMEERBRR [BESARRRE ] RRYIBTHEBLZERBANERIRER
Exchanged views with other representatives on the topic “Modern Governance of China” at the
Hong Kong statutory bodies seminar in Shenzhen

22.03.2016 EREENEEAZBERNBERIEEEEH 5 ZEBRIES R
Speech on “Experience sharing on International Enforcement Cooperation” at the
International Enforcement Cooperation Event - Moving On Up, organised by the UK Information
Commissioner’s Office

25-26.03.2016 HEHEDEEST - BREEWE - BPUEBEERNENE [MENMEEMNT | #R[—F
—EE Ui ARG E SRR | BN B BEERFEANERMRE |
Presentation on “Advantage of Legal Services under the One Belt One Road Initiative: Free Flow of
Information and Personal Data Protection in Hong Kong” at the 8th Cross Strait Four Regions Legal
Seminar, organised by the China Law Society, the Hong Kong Law Forum and the Direccdo dos
Servicos de Assuntos de Justica

EFBI I RBE RECEPTION OF OVERSEAS / MAINLAND DELEGATIONS
TE20152 16 FEE » AEBLGEFLUTREE In 2015-16, the PCPD received the following delegations:
2015F12A30A AE MU EFEAER EEOERAEZLE 2016 F2 A5 HEGHBIBUERBERRBL - AFAEM
BHRRDEZNEBNRELR - AP 4R A B Y TAE R FARBARAG ©

30 December 2015 - The PCPD’s Chief Personal Data Officers 25 February 2016 — PCPD staff gave a briefing on the PCPS’s
met delegates of the Korea Internet & Security Agency to work and the Ordinance to a group of law students from

share the PCPD’s regulatory experience. China University of Political Science and Law.
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Our Administration Division was committed to building and
maintaining a professional team of the standard expected of us.
We are delighted to share our achievements:

STAFF PROMOTION AND TRAINING

The PCPD is dedicated to supporting the career development of all
staff through training and promotion. In 2015-16, 10 staff members
were promoted.

To equip staff at different levels with the necessary knowledge and
skill in order to meet the new challenges and changing needs
ahead, the PCPD continued to organise a wide range of in-house
training programmes during the year, including the following:

¢ Induction programmes for new recruits
« IT and privacy seminars
* MPF seminar

« Briefing session on the Guidance on Personal Data Protection in
Cross-border Data Transfer

* Briefing session on CCTV surveillance

* Briefing session on commencement date for the Electronic Health
Record Sharing System Ordinance

* Briefing session on the Electronic Health Record Sharing System
leaflets and the new Standing Instruction

* Sharing session on direct marketing and cyber-bullying
« Sharing session on data access request cases

* Sharing session on human resource management-related
complaint cases

¢ Sharing session on recent Administrative Appeals Board cases
* Sharing session on managing complainants
* Sharing session on cases relating to property management

* Sharing session on complaints relating to telecommunications
industry

* Sharing session on cybersecurity and digital forensics investigation
¢ Training on compliance and audit

« Training on tackling verbal violence in the workplace

« Training on stress and EQ management

e Training on leadership fundamentals

¢ Training on Internet and network investigation
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RECRUITMENT

To cope with the rising demand for professional and high quality
services, we strengthened our workforce and conducted five
open-recruitment exercises for various grades during the year. As a
result, 12 new staff joined the PCPD in various divisions.

BRE
1TIEBHIE (B17%)
Candy YEUNG

MABE T Newcomer
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I am mainly responsible for assisting in handling the PCPD'’s financial and accounting matters.
| am grateful that colleagues of different divisions have helped me a lot at work. Before joining
the PCPD, | was not familiar with the privacy law as | had been working in the commercial
sector. But after one year’s work here, | am happy that | have learnt about the Personal Data
(Privacy) Ordinance in addition to acquiring accounting knowledge of different aspects.

Administrative Assistant (Finance)
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INTERNAL COMPLIANCE CHECK

As part of a package of improvement measures to enhance
corporate governance, the PCPD set up an Internal Compliance
Check mechanism since 2011. Annual checking is conducted:

(@) to confirm whether established control procedures for the
accounting, finance, procurement and administrative functions
were being properly followed;

(b) to identify irregularities or cases of non-compliance; and

(c) to make recommendations on the improvement of internal controls.

In 2015, four officers from different divisions were appointed to
conduct compliance checks of the 2014 -15 records and report their
findings directly to the Commissioner. Some minor irregularities
were spotted and appropriate remedial and other follow-up actions
were taken to enhance the PCPD’s internal management and
corporate governance. The findings were also presented to the
Personal Data (Privacy) Advisory Committee. Members appreciated
the PCPD’s success in enhancing corporate governance through
the compliance checks and commended that the 2015 exercise was
conducted in a professional manner.
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RAAMRY R T8 LONG SERVICE AWARDS FOR STAFF MEMBERS
EMEFEERRPREETIEZHTE KB A Long Service Award presentation is held annually to recognise
EE % FRAEFR - £2015E16 FE - staff members for their loyalty, commitment and diligence. In
HERNZEITEE - 2015-16, six staff members received the awards.

REFGLTRHEP—UERET
e A ABREBTH -

Ms Joyce Lai was one of the staff
members who received the awards.
She has been serving in the PCPD
for more than a decade.

FRET COMMENDATIONS

NEEEICH /EREQXRRENELR Thirty-six appreciation letters and compliments were received from
FEHABE RS REE - members of the public and overseas data protection authorities for
the performance of the staff of the PCPD during the report year.

BRE R
BEAERASER
Zuki CHAN

Personal Data Executive
(Personnel)

& Sharing
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2015 was a year of challenges to the Personnel Unit. New human
resources directives and policies not only brought the PCPD to
a new era in discharging the statutory duties, but also enriched
the Personnel Unit with many brand new experiences. Thankful to
the good spirit of our team which made every project a valuable
opportunity of learning, we have become more and more mature
and professional in handling every issue regarding human resource
management in an effective and efficient manner.

In the days ahead, our team would continue to strive for
excellence in delivering our services to both internal and external
customers of the PCPD.

RIES

NEEAFERETERT TRNES -
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STAFF ACTIVITIES

To foster a harmonious working relationship and team spirit among
staff members, various activities were organised during the year,
including a Hong Chi Charity Cookies Sale, a lunch gathering for the
Mid-autumn Festival, and a Christmas Party.
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INDEPENDENT AUDITORS REPORT
TO THE PRIVACY COMMISSIONER FOR PERSONAL DATA

(A corporation sole in Hong Kong established under the Personal
Data (Privacy) Ordinance)

We have audited the financial statements of The Privacy Commissioner
for Personal Data (the “PCPD”) set out on pages 158 to 175, which
comprise the statement of financial position as at 31 March
2016, and the statement of comprehensive income, statement of
changes in funds and statement of cash flows for the year then
ended, and a summary of significant accounting policies and other
explanatory information.

The Privacy Commissioner’s responsibility for the financial
statements

The Privacy Commissioner is responsible for the preparation of
financial statements that give a true and fair view in accordance
with Hong Kong Financial Reporting Standards issued by the Hong
Kong Institute of Certified Public Accountants, and for such internal
control as the Privacy Commissioner determines is necessary to
enable the preparation of financial statements that are free from
material misstatement, whether due to fraud or error.

Auditors’ responsibility

Our responsibility is to express an opinion on these financial
statements based on our audit. This report is made solely to you,
in accordance with our agreed terms of engagement, and for no
other purpose. We do not assume responsibility towards or accept
liability to any other person for the contents of this report. We
conducted our audit in accordance with Hong Kong Standards
on Auditing issued by the Hong Kong Institute of Certified Public
Accountants. Those standards require that we comply with ethical
requirements and plan and perform the audit to obtain reasonable
assurance about whether the financial statements are free from
material misstatement.

An audit involves performing procedures to obtain audit evidence
about the amounts and disclosures in the financial statements. The
procedures selected depend on the auditors’ judgement, including
the assessment of the risks of material misstatement of the financial
statements, whether due to fraud or error. In making those risk
assessments, the auditors consider internal control relevant to the
entity’s preparation of financial statements that give a true and fair
view in order to design audit procedures that are appropriate in the
circumstances, but not for the purpose of expressing an opinion

ANEFBRRNESEEREHSFHETTNEG
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on the effectiveness of the entity’s internal control. An audit also
includes evaluating the appropriateness of accounting policies
used and the reasonableness of accounting estimates made by the
Privacy Commissioner, as well as evaluating the overall presentation
of the financial statements.

We believe that the audit evidence we have obtained is sufficient
and appropriate to provide a basis for our audit opinion.

Opinion
In our opinion, the financial statements give a true and fair view of
the financial position of the PCPD as at 31 March 2016, and of its

deficit and cash flows for the year then ended in accordance with
Hong Kong Financial Reporting Standards.

HLB Hodgson Impey Cheng Limited
Certified Public Accountants

Hui Chun Keung, David
Practising Certificate Number: P05447

Hong Kong, 10 August 2016
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ZEW@m* STATEMENT OF COMPREHENSIVE INCOME

EHZ2016F3H31HILFE (LUBTstE) For the year ended 31 March 2016 (in HK dollars)

gk stz STATEMENT OF FINANCIAL POSITION

78201638318 (LB tErE) At 31 March 2016 (in HK dollars)

Fff5E Notes 2016 2015 FiEE Notes 2016 2015
A Income BE Assets
BFEES Government subventions 5 76,199,911 73,035,445 JEMENEE Non-current assets
FERE U A Consultancy fee income 18 168,000 - YIZE ~ SRR ER1E Property, plant and equipment 9 963,198 1,042,688
BERETFRELHE Government funding for REEE Current assets
BEERGHETIEN enforcement work related to the B Inventories 11 15,800 15,800
BRENE Electronic Health Record Sharing System 949,375 - HifEUWEIE « €% Other receivables, deposits and
RITFE Bank interest 170,600 204,902 FRATFRIR prepayments 412,504 384,612
BREUNE Seminar fees 1,113,100 1,275,400 RITHEEFERERS Bank balances and cash 12 24,539,659 29,120,708
2EE Membership fees 97,500 116,100 24,967,963 29,521,120
KR T YISHE Sales of compact discs and publications - 2,450 WESE Total assets 25,931,161 30,563,808
%E%H&)\ Conference income 103,600 = e Funds
s S it Gain on disposal of property, plant — MRS General reserve 13 12,836,437 13,389,171
AR U E and equipment - 12,450
HEIEU A Miscellaneous income 26,259 22,927 R Liabilities
E 3y 1=K Non-current liabilities
PR 74,669,674 BB S MBIFX  Government subvention for gratuity 14 3,347,936 3,560,974
=i SSECITICLS BERHSRE Provision for staff gratuity 15 1,839,910 370,902
L ULAE Fueligers e iane eien puac ces BRI Capital subvention fund 16 197,256 392,237
THEHA Administrative expenses 1,406,428 1,520,754
. 5,385,102 4,324,113
& 5 AR 7% Consultancy services 190,000 373,750
YD - BERER Depreciation of property, plant and ﬁ{;}:ﬁtﬁﬁ& Ctg'tr:nt Iiabil:)ilties g
BEHTE equipment SIS R er payables an
- AEME SRR . :nar;ced by other sources of funds 9 363,254 384,567 ik accruals 209,923 237,420
o i ) . ! ' BB B 40BN <2 154 Provision for staff gratuity 15 1,486,548 4,495,413
E;;Tfféiﬁ Er;zroayr;cee;je:ye;i:Zlizle:us:\slentlon fund z 61,;22:::: 57:2;‘5‘? ﬂiﬁﬂﬂiiﬁﬁéfﬁ Provision for unutilised annual leave 991,149 1,293,800
o Operating lease rentals in respect of SRk Government subvention received in advance 17 1,970,000 4,273,891
BB E A Government fee received in advance 18 2,352,000 1,550,000
HERS office premises 7,419,526 7,285,386
NI /B E Overseas visit / conference 434,936 230,055 02022 (2Bl
SEHEERHBEXEH Promotion and education expenses 5,044,268 2,521,855 RfReE Total liabilities 13,094,724 17,174,637
ARG E Legal assistance scheme 53,900 19,106 SeRAERERE Total funds and liabilities 25,931,161 30,563,808
EEYI - HBER Loss on disposal of property, plant
B REEES and equipment 1,764 - RNEFTFEFRFTE R 2016 FE8 H10HEFAER I BEEHER IZRETI3 -
H i E e Other operating expenses 2,268,035 3,747,892 The financial statements were approved and authorised for issue by the Privacy Commissioner on 10 August 2016.
79,381,079 74,550,061
F£R(BR)/ Bt R (Deficit) / surplus and total comprehensive
2m|(ZH)/ IaaiEsE (expense)/income for the year (552,734) 119,613

MRt A F R AV R BB D ©

The accompanying notes form an integral part of these financial statements.

BEREAERLEES

Stephen Kai-yi WONG

Privacy Commissioner for Personal Data, Hong Kong

MFER A TSR AVA K E D ©

The accompanying notes form an integral part of these financial statements.
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gizk STATEMENT OF CHANGES IN FUNDS

EHZ2016F3H31HILFE (LUBTstE) For the year ended 31 March 2016 (in HK dollars)

AT e —MREE
Statement of General
comprehensive reserve E&Mct
income (Fff5E Note 13) Total funds
1R20145F4 818 At 1 April 2014 - 13,269,558 13,269,558
FRAERREE Surplus and total comprehensive
oS b income for the year 119,613 = 119,613
HERE Transfer (119,613) 119,613 =
M2015F3H31A K At 31 March 2015 and 1 April 2015
2015%481H - 13,389,171 13,389,171
FABEREH Deficit and total comprehensive
48R expense for the year (552,734) - (552,734)
B Transfer 552,734 (552,734) -
1?2016%E3A31H At 31 March 2016 - 12,836,437 12,836,437

MFE BB A B FE e R R VAR R ER D ©
The accompanying notes form an integral part of these financial statements.

WEmETR STATEMENT OF CASH FLOWS

BZE2016F3A31HILFE (LB TEHE) For the year ended 31 March 2016 (in HK dollars)
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FiEE Notes 2016 2015
SETBHR&RE Cash flows from operating activities
FR (F18) / Bk (Deficit) / surplus for the year (552,734) 119,613
R Adjustments for:
IEXH - Depreciation expense 556,661 856,012
EEYE - #ESRE®ME - Loss/ (gain) on disposal of property,
KB / (kaR) plant and equipment 1,764 (12,450)
- FE WA « Interest income (170,600) (204,902)
EEEAEE Changes in working capital:
- B FEWFRIE - Other receivables, deposits and
BEeRBNRIE prepayments (33,624) (95,031)
- BN AmBN @B - Government subvention for gratuity (213,038) (62,741)
cBETRINSERE « Provision for staff gratuity (1,539,857) 1,801,564
- EAREE - Capital subvention fund (194,981) (105,925)
HESRIERESTER - Other payables and accruals (327,495) 561,261
o RIEE RIE « Provision for unutilised annual leave (302,651) 193,645
- AT B & - Government subvention received in advance (2,303,891) 1,012,741
- ERBUTE A - Government fee received in advance 802,000 1,550,000
SIEES (FTA) / Net cash (used in) / generated from
i8R & /E5E operating activities (4,278,446) 5,613,787
BRETENRERE Cash flows from investing activities
YR ERFI 2 Interest received 176,332 174,376
=@AB ULz EHRRT (Decrease) / increase in short-term bank deposits
ERCRD) /#Em with maturity more than three months (86,757) 12,521,898
BEYE  HBER Payments for property, plant
RIBHATRR and equipment (478,935) (515,222)
BETE (FiA) /B Net cash (used in) / generated from
B EEE investing activities (389,360) 12,181,052
ReRHALEE (iKD)/ Net(decrease) / increase in cash and
BB cash equivalents (4,667,806) 17,794,839
FINRERAEEEH Cash and cash equivalents at
beginning of the year 19,953,401 2,158,562
FEMRSRFESEHE Cash and cash equivalents at end of the year 15,285,595 19,953,401
BeRie&®sH Analysis of balances of cash and
EERH cash equivalents
RITEEFRES Bank balances and cash 12 24,539,659 29,120,708
=ERULEZER Short-term bank deposits with maturity
SRITER more than three months (9,254,064) (9,167,307)
FENRSRASEEH Cash and cash equivalents at end of the year 15,285,595 19,953,401

B RE AN SRR AR AR D

The accompanying notes form an integral part of these financial statements.
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B RgER R MEE NOTES TO THE FINANCIAL STATEMENTS

EHZ2016F3H31HILFE (LUBTstE) For the year ended 31 March 2016 (in HK dollars)

1. —iREH

BAERFLBEE ZRIE199558 530
E B CEAE R (FABE) #5R451) MR E BRI
WE—iE ENRERBEAERSEFR
FE{EABIFLRE - SR A R AHBEE E ] E 1R
X oo SRR EEU B EBEF 2 F RER
2485EFG AN 24E ©

A BHRRNEEEE LB TZS] > MBTE
BEREAERLBEENEEY -

2, EESRREE

AR HEBREEANEZSTRRER
TX - BREBEFERAIN - ZEHRC ERMHE
RRFBEFE °

21 REREE

EAERLEBEENMBRERRMBETES
SR AEEANMAEAN (T B B®RE
AN HEHE - RTASHRREHEEN

R EIRR B UABE LN ERERA ©

BR(EBYHRELED) FEASPIEHK
B REEHE TERNSEE - EEE
TRETEABAERNILBESNETEER
B H HI T o S B 35 R 2R PO I B BB R MU
NEEEMNVEE - HATERRRMATTEE
MEBRBEALENEENMIE4RE -

BRSNS ES 7T E TEEAERILE
HEMA ST B EIRERAH R RAEER
(BB BRMEED) - KNEL (FEY
B EEA) ETHEABENLBESE
TR RFTEANESTTHREENSE -

HEXRPHEHERTIED  BEETHAEME
T ZEEE20165F3831B IEMFEERE K
£} INRBEEARYEIRFREA 2S5 R

g o

1. GENERAL INFORMATION

The Privacy Commissioner for Personal Data (the “PCPD”) is a
corporation sole established in Hong Kong under the Personal Data
(Privacy) Ordinance 1995 enacted on 3 August 1995 for the purpose
of protecting the privacy of individuals in relation to personal
data and to provide for matters incidental thereto or connected
therewith. The address of its registered office is 12/F, Sunlight
Tower, 248 Queen’s Road East, Wanchai, Hong Kong.

These financial statements are presented in Hong Kong dollars
(“HKS"), which is the same as the functional currency of the PCPD.

2. SUMMARY OF SIGNIFICANT ACCOUNTING POLICIES

The principal accounting policies applied in the preparation
of these financial statements are set out below. These policies
have been consistently applied to all the years presented, unless
otherwise stated.

2.1  Basis of preparation

The financial statements of the PCPD have been prepared in
accordance with all applicable Hong Kong Financial Reporting
Standards (“HKFRSs") issued by the Hong Kong Institute of Certified
Public Accountants (“HKICPA”). The financial statements have been
prepared under the historical cost convention except as otherwise
stated in the accounting policies set out below.

The preparation of financial statements in conformity with
HKFRS requires the use of certain critical accounting estimates.
It also requires management to exercise its judgement in the
process of applying the PCPD’s accounting policies. The areas
involving a higher degree of judgement or complexity, or areas
where assumptions and estimates are significant to the financial
statements are disclosed in note 4.

The HKICPA has issued certain new and revised HKFRSs that
are first effective for the current accounting period of the PCPD.
The adoption of these amendments to HKFRSs did not result in
significant changes to the PCPD’s accounting policies applied in
these financial statements for the years presented.

Up to the date of issue of these financial statements, the HKICPA
has issued a number of amendments and new standards which are
not yet effective for the year ended 31 March 2016 and which have
not been adopted in these financial statements.
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B SR FRFIEE NOTES TO THE FINANCIAL STATEMENTS
EHZE2016FE3831H IEFEE (LB ITtE) For the year ended 31 March 2016 (in HK dollars)
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2. SUMMARY OF SIGNIFICANT ACCOUNTING POLICIES
(CONTINUED)

2.1  Basis of preparation (continued)

The PCPD has not yet performed a detailed analysis of the impact of
these amendments and new standards and is not yet in a position
to state whether these amendments and new standards would
have significant impact on the future financial statements until a
detailed review has been completed.

2.2  Property, plant and equipment

Property, plant and equipment is stated at historical cost less
accumulated depreciation and impairment losses. Historical cost
includes expenditure that is directly attributable to the acquisition
of the items.

Depreciation of leasehold improvements is calculated to write-off
their costs less accumulated depreciation and impairment losses
over the periods of the leases or their expected useful lives to the
PCPD, whichever is shorter.

Depreciation of other property, plant and equipment is calculated
using the straight-line method to allocate their cost to their residual
values over their estimated useful lives, as follows:

Motor vehicle 3 years
Computers and software 3 years
Office equipment 5 years
Furniture and fixtures 5 years

The assets’ residual values and useful lives are reviewed, and
adjusted if appropriate, at the end of each reporting period.

An asset’s carrying amount is written down immediately to its
recoverable amount if the asset’s carrying amount is greater than
its estimated recoverable amount (Note 2.3).

Gains and losses on disposals are determined by comparing the
proceeds with the carrying amount and are recognised in the
statement of comprehensive income.
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B SRR MEE NOTES TO THE FINANCIAL STATEMENTS
B ZE2016FE3H31HIEFEE (LB ITstE) Forthe year ended 31 March 2016 (in HK dollars)
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2. SUMMARY OF SIGNIFICANT ACCOUNTING POLICIES
(CONTINUED)

2.3 Impairment of non-financial assets

Assets are reviewed for impairment whenever events or changes
in circumstances indicate that the carrying amount may not be
recoverable. An impairment loss is recognised for the amount by
which the asset’s carrying amount exceeds its recoverable amount.
The recoverable amount is the higher of an asset’s fair value less
costs of disposal and value in use. For the purposes of assessing
impairment, assets are grouped at the lowest levels for which
there are separately identifiable cash flows (cash-generating units).
Non-financial assets that suffered an impairment are reviewed for
possible reversal of the impairment at each reporting date.

2.4 Financial assets

2.4.1 Classification
The PCPD classifies its financial assets in the category of
loans and receivables. The classification depends on
the purpose for which the financial assets were acquired.
The PCPD determines the classification of its financial assets
at initial recognition.

Loans and receivables

Loans and receivables are non-derivative financial assets
with fixed or determinable payments that are not quoted in
an active market. They are included in current assets, except
for the amounts that are settled or expected to be settled
more than 12 months after the end of the reporting period.
These are classified as non-current assets. The PCPD’s
loans and receivables comprise other receivables and
deposits and bank balances and cash in the statement of
financial position.

2.4.2 Recognition and measurement

Regular way purchases and sales of financial assets are
recognised on the trade-date - the date on which the PCPD
commits to purchase or sell the asset. Investments are initially
recognised at fair value plus transaction costs for all financial
assets not carried at fair value through profit or loss.
Financial assets are derecognised when the rights to receive
cash flows from the investments have expired or have been
transferred and the PCPD has transferred substantially
all risks and rewards of ownership. Loans and receivables are
subsequently carried at amortised cost using the effective
interest method.
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B SR FRFIEE NOTES TO THE FINANCIAL STATEMENTS
EHZE2016FE3831H IEFEE (LB ITtE) For the year ended 31 March 2016 (in HK dollars)

2. EEOHBFREE (&)

25 TREERE

R A SIRNEE
EAERLEEESEREERS PR ER
AR EFEREERRATREES —4AE
MEEHRRE HEATHRBEEARE
REREERBE —RASREBHEIRE
W ([EBIRBA]) - MR (REF) B
EHEZIERZEAEREE 2T RRBEE
REBRAUSEBEMGIHNEE  BENERE
EXEHRBERELRERSE °

WERE A EEEBAR —HEFAHRE
AR E - BN HERFNERAE

AIRER ERE T HMY K ER - IRBHA
NWEBBERMGT ZARREREHBAHE

HYEXIE - 20 7 X% Bh K B2 e R AE B Bk Y A
BRI ©

EXRREBURNEESERUEENIREE
HRETRMEERRNERFRFTEMETZ
ARBEERE (TEEREENBEREER
B) FIENREMEB 2=MH1E - BEEN
IREEH R - BESFANZERERA
g3 o M ERBFEZ P RERFBF Rt
B srEEAREBEZITRERAREN
TEENNHPERIR - ERTTHEEZ
i EABRLREESARETAMEES
BemEAAFEZERTEHRE -

MRERERE - BREBSRSERY  BRE
Bl BRI EEER R B ENSIEMER (Flm
EBANEEFRLEE) @ RSB ERRHN
BERBERED - REERERPER

26 FE

RAMELSTE SR REERE - JRRFERK
ERFEEBREPNGLTEE  BREERANE
ESHEMXETH -

2. SUMMARY OF SIGNIFICANT ACCOUNTING POLICIES
(CONTINUED)

2.5 Impairment of financial assets

Assets carried at amortised cost

The PCPD assesses at the end of each reporting period whether
there is objective evidence that a financial asset or group of
financial assets is impaired. A financial asset or a group of financial
assets is impaired and impairment losses are incurred only if there
is objective evidence of impairment as a result of one or more
events that occurred after the initial recognition of the asset
(@ “loss event”) and that loss event (or events) has an impact on
the estimated future cash flows of the financial asset or group of
financial assets that can be reliably estimated.

Evidence of impairment may include indications that the debtors or
group of debtors is experiencing significant financial difficulty, default
or delinquency in interest or principal payments, the probability
that they will enter bankruptcy or other financial reorganisation,
and where observable data indicate that there is a measurable
decrease in the estimated future cash flows, such as changes in
arrears or economic conditions that correlate with defaults.

For loans and receivables category, the amount of the loss is
measured as the difference between the asset’s carrying amount
and the present value of estimated future cash flows (excluding
future credit losses that have not been incurred) discounted at
the financial asset’s original effective interest rate. The carrying
amount of the asset is reduced and the amount of the loss is
recognised in the statement of comprehensive income. If a loan or
held-to-maturity investment has a variable interest rate, the
discount rate for measuring any impairment loss is the current
effective interest rate determined under the contract. As a practical
expedient, the PCPD may measure impairment on the basis of an
instrument’s fair value using an observable market price.

If, in a subsequent period, the amount of the impairment loss
decreases and the decrease can be related objectively to an
event occurring after the impairment was recognised (such as
an improvement in the debtor’s credit rating), the reversal of
the previously recognised impairment loss is recognised in the
statement of comprehensive income.

2.6 Inventories

Inventories are stated at the lower of cost and net realisable
value. Cost is determined using the first-in, first-out method. Net
realisable value is the estimated selling price in the ordinary course
of operations, less applicable variable selling expenses.
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B SRR MEE NOTES TO THE FINANCIAL STATEMENTS
B ZE2016FE3H31HIEFEE (LB ITstE) Forthe year ended 31 March 2016 (in HK dollars)
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210 EEREA
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(b) RAEEE
BABERIBEECHEETBRIUIAE
MABEEE ([BESFTE]) -
MBS EANEESRFRERRS
RAAEENESA - BABEHLRBE
SRR EEREHEMIRNE
- ZERFNBBRKERADEER
FIZH - RN HRIZRB SRR A
HBARREARMERREE ©

2. SUMMARY OF SIGNIFICANT ACCOUNTING POLICIES
(CONTINUED)

2.7 Other receivables

If collection of other receivables is expected in one year or less (or in
the normal operating cycle of the PCPD if longer), they are classified
as current assets. If not, they are presented as non-current assets.

Other receivables are recognised initially at fair value and
subsequently measured at amortised cost using the effective
interest method, less provision for impairment.

2.8 Cash and cash equivalents

In the statement of cash flows, cash and cash equivalents include cash
in hand, deposits held at call with banks and other short-term highly
liquid investments with original maturities of three months or less.

2.9 Other payables

Other payables are classified as current liabilities if payment is due
within one year or less (or in the normal operating cycle of the
PCPD if longer). If not, they are presented as non-current liabilities.

Other payables are recognised initially at fair value and subsequently
measured at amortised cost using the effective interest method.

2.10 Employee benefits

(a) Employee leave and gratuity entitlements
Employee entitlements to annual leave and gratuities are
recognised when they accrue to employees. A provision is
made for the estimated liability for annual leave and
gratuities as a result of services rendered by employees up
to the year-end date.

Employee entitlements to sick leave and maternity or
paternity leave are not recognised until the time of leave.

(b) Pension obligations

The PCPD has established a mandatory provident fund
scheme (“MPF Scheme”) in Hong Kong. The assets of the MPF
Scheme are held in separate trustee-administered funds.
The PCPD has no further payment obligations once the
contributions have been paid. The contributions are
recognised as employee benefit expense when they are due.
Prepaid contributions are recognised as an asset to the
extent that a cash refund or a reduction in the future
payments is available.
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(c) BEAZBWERSESERA
BENSRWEREE BN AREST
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2. SUMMARY OF SIGNIFICANT ACCOUNTING POLICIES
(CONTINUED)

2.11 Provisions

Provisions are recognised when the PCPD has a present legal or
constructive obligation as a result of past events; it is probable that
an outflow of resources will be required to settle the obligation;
and the amount has been reliably estimated. Provisions are not
recognised for future operating losses.

Where there are a number of similar obligations, the likelihood
that an outflow will be required in settlement is determined by
considering the class of obligations as a whole. A provision is
recognised even if the likelihood of an outflow with respect to any
one item included in the same class of obligations may be small.

2.12 Income recognition

(@) Government subventions
Subventions from the government are recognised at their
fair value where there is a reasonable assurance that the
grant will be received and the PCPD will comply with all
attached conditions.

Government subventions relating to specific projects are
included in the capital subvention fund and are deferred
and recognised in the statement of comprehensive income
over the period necessary to match them with the costs that
they are intended to compensate.

Governmentsubventionsrelatingtothe purchaseof property,
plant and equipment are included in the capital subvention
fund and are credited to the statement of comprehensive
income on a straight-line basis over the expected lives of the
related assets.

Government subventions that compensate the PCPD for
expenses incurred are recognised asincome in the statement
of comprehensive income on a systematic basis in the same
periods in which the expenses are incurred.

(b) Bank interest income
Bank interest income is recognised on a time proportion
basis using the effective interest method.

(c) Seminar, conference and membership fees income
Seminar, conference and membership fees income are
recognised on an accrual basis.
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2. SUMMARY OF SIGNIFICANT ACCOUNTING POLICIES
(CONTINUED)

2.12 Income recognition (continued)

(d) Sales of compact discs and publications
Income from the sales of compact discs and publications is
recognised when the PCPD has delivered products to the
customer, the customer has accepted the products and
collectability of the related receivables is reasonably assured.

(e) Consultancy fee income and Government funding for
enforcement work related to the Electronic Health Record
Sharing System (“EHRSS”)

Consultancy fee income is recognised in the statement of
comprehensive income in the same periods in which the
services are provided.

Government funding for enforcement work related to the
EHRSS is recognised in the statement of comprehensive
income over the period necessary to match them with the
costs that they are intended to compensate.

2.13 Operating leases

Leases in which a significant portion of the risks and rewards of
ownership are retained by the lessor are classified as operating
leases. Payments made under operating leases (net of any
incentives received from the lessor) are charged to the statement
of comprehensive income on a straight-line basis over the period
of the lease.

3. FINANCIAL RISK MANAGEMENT
3.1 Financial risk factors

Risk management is carried out by the finance department of
the PCPD under policies approved by the PCPD. The finance
department identifies and evaluates financial risks and provides
procedural guidelines for overall risk management.

The PCPD’s activities do not expose it to foreign exchange risk,
credit risk and liquidity risk. For interest-rate risk, except for the
short-term bank deposits which bear interest at market rates, the
PCPD has no other significant interest-bearing assets and liabilities.
Accordingly, the PCPD’s income and operating cash flows are
substantially independent of changes in market interest rates and
the exposure to cash flow and fair value interest rate risk is low.
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3. FINANCIAL RISK MANAGEMENT (CONTINUED)
3.1 Financial risk factors (continued)

(a) Credit risk
The PCPD has no significant concentration of credit risk.
The carrying amounts of cash and cash equivalents and other
receivables and deposits included in the statement of
financial position represent the PCPD’s maximum exposure
to credit risk in relation to its financial assets.

For cash deposits with banks, the finance department
manages the credit risk by placing mainly the deposits with
reputable banks.

(b) Liquidity risk
Prudent liquidity risk management includes maintaining
sufficient cash.

The table below analyses the PCPD’s financial liabilities into
relevant maturity groupings based on the remaining period
ateachreporting period to the contractual maturity date. The
amounts disclosed in the table are the contractual
undiscounted cash flows.

BNEEZIHA
H— LT
On demand —FBE #ast
or less than 1 year More than 1 year Total
2016
BT B9 #4957 B <& e B 7K Government subvention for gratuity = 3,347,936 3,347,936
HENRIERESTEA Other payables and accruals 909,325 - 909,325
909,325 3,347,936 4,257,261
2015
BURT B9 49 7 B <= 4 B 7K Government subvention for gratuity - 3,560,974 3,560,974
HERIERESTEA Other payables and accruals 661,000 - 661,000
661,000 3,560,974 4,221,974

3.2 BAREHE

BAERNEBEENEAEERIZRAE
REAERILEBEENZEEFEED - B
HIFIBERNERLEE - AAERFBEEH
2015F B SRR MFEIFTE o

3.2 Capital management

The PCPD’s objectives when managing capital are to safeguard the
PCPD’s ability to continue as a going concern in order to maintain
an optimal fund structure. The PCPD’s overall strategy remains
unchanged from 2015.
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3. FINANCIAL RISK MANAGEMENT (CONTINUED)
3.3  Fair value estimation

The carrying values less impairment provision of receivables and
payables are a reasonable approximation of their fair values. All
financial instruments are carried at amounts not materially different
from their fair values as at 31 March 2016 and 2015.

4., CRITICAL ACCOUNTING ESTIMATES AND JUDGEMENTS

Estimates and judgements are continually evaluated and are based on
historical experience and other factors, including expectations of future
events that are believed to be reasonable under the circumstances.

The PCPD makes estimates and assumptions concerning the future.
The resulting accounting estimates will, by definition, seldom
equal the related actual results. However, there are no estimates
or assumptions used on these financial statements that the Privacy
Commissioner expects will have a significant risk of causing a
material adjustment to the carrying amounts of assets and liabilities
within the next financial year.

5. HBF#b & 5. GOVERNMENT SUBVENTIONS
2016 2015
LEMRIELEM Recurrent and non-recurrent 76,004,930 72,564,000
EXREBE (FizE16) Capital subvention fund (Note 16) 194,981 471,445
76,199,911 73,035,445

6. (EREFIZH

6. EMPLOYEE BENEFIT EXPENSES

2016 2015

i Salaries 52,445,074 48,478,844
#m BN < & ARy Gratuities and other allowances 8,452,956 7,971,022
MBS EIHR Contributions to MPF Scheme 1,350,182 1,291,740
RAEFE R B Provision for unutilised annual leave (302,651) 193,645
61,945,561 57,935,251

7. FETEARAOEEN

7. KEY MANAGEMENT COMPENSATION

2016 2015

SHIfE SR A Short-term employee benefits 14,876,183 14,770,986
BRI 2R A Post-employment benefits 1,813,939 1,792,336
16,690,122 16,563,322

B SR FRFIEE NOTES TO THE FINANCIAL STATEMENTS
EHZE2016FE3831H IEFEE (LB ITtE) For the year ended 31 March 2016 (in HK dollars)

8. FMEMXZH 8.

RIE CEABR(FLR)RAE) MR2564F
BABRLEEEERR (BHBEHEAD) TH

INCOME TAX EXPENSE
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The PCPD is exempt from taxation in respect of the Inland Revenue
Ordinance by virtue of Schedule 2 Section 6 of the Personal Data

BFR (Privacy) Ordinance.
9. Yk - BBRRG 9. PROPERTY, PLANT AND EQUIPMENT
AE EfREM BAERE RAREERE HEWFEEE
Motor Computers Office Furniture Leasehold st
vehicle and software equipment and fixtures  improvements Total

#2014%4R1H At 1 April 2014
BA Cost 306,789 4,911,351 1,424,307 1,176,468 3,306,621 11,125,536
ZEE Accumulated depreciation ~ (306,788)  (4,147,997)  (1,152,531) (988,182)  (3,159,010)  (9,754,508)
IREFE Net book amount 1 763,354 271,776 188,286 147,611 1,371,028
#E201553A31H Yearended 31 March 2015

jl:3: 5
R RE Opening net book amount 1 763,354 271,776 188,286 147,611 1,371,028
0 Additions 468,900 27,849 17,275 13,648 - 527,672
EE Disposals

A - cost (306,789) (433,992) (2,080) - - (742,861)

- BRENE - accumulated depreciation | 306,789 433,992 2,080 - - 742,861
e Depreciation (117,226)  (454,148) (115,126) (59,576)  (109,936) (856,012)
HARIRE#E Closing net book amount 351,675 337,055 173,925 142,358 37,675 1,042,688
#2015%3A318  At31 March 2015
%S Cost 468,900 4,505,208 1,439,502 1,190,116 3,306,621 10,910,347
ZENE Accumulated depreciation (117,225  (4,168,153)  (1,265,577)  (1,047,758)  (3,268,946)  (9,867,659)
IRERE Net book amount 351,675 337,055 173,925 142,358 37,675 1,042,688
#ZF2016F38318 Year ended 31 March 2016

LEFE
BORERE Opening net book amount 351,675 337,055 173,925 142,358 37,675 1,042,688
12m Additions - 179,145 43,160 38,380 218,250 478,935
RE Disposals

B « cost - (17,918) - (24,825) - (42,743)

- 2REITE - accumulated depreciation - 17,918 - 23,061 - 40,979
neE Depreciation (156,300) (218,308) (78,837) (59,478) (43,738) (556,661)
BARIREF#E Closing net book amount 195,375 297,892 138,248 119,496 212,187 963,198
#201653A31H At 31 March 2016
%S Cost 468,900 4,666,435 1,482,662 1,203,671 3,524,871 11,346,539
ZRENE Accumulated depreciation  (273,525)  (4,368,543)  (1,344,/414)  (1,084,175)  (3,312,684) (10,383,341)
IREFE Net book amount 195,375 297,892 138,248 119,496 212,187 963,198
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10. #EMBIBISEIEMT R

10. FINANCIAL INSTRUMENTS BY CATEGORY

Ff$5E Notes 2016 2015
SRS E Financial assets
HEREEKRIA : Loans and receivables:
BIEREMEWRIE Financial assets included in

BE RFENRIEBEH other receivables,

EREE deposits and prepayments 165,343 108,030
HRITEFERIRS Bank balances and cash 12 24,539,659 29,120,708
k4 A=K Financial liabilities
RMERAETERN Financial liabilities at amortised cost:

ERAIR
BT A mBEN Bk Government subvention for gratuity 14 3,347,936 3,560,974
BERHEMEMNFIER  Financial liabilities included in other

EstERATHESRE[RE payables and accruals 909,325 661,000
11. && 11. INVENTORIES

2016 2015

B2 ZAF Training materials 15,800 15,800
12. SRTREFRRAS 12. BANKBALANCES AND CASH

2016 2015

RITRFEERS Cash at bank and on hand 3,181,045 8,207,500

HHIR 1T Short-term bank deposits 21,358,614 20,913,208

24,539,659 29,120,708

RITHEESEBRBITERFNRGE - EH
RITERNFRPE182RATE (2015
F 1186 KR BFEAERLBEEE
BHNRSFTEME @ LRAENEPRERF
bR =

Cash at bank earns interest at floating rates based on daily bank
deposit rates. Short-term bank deposits are made for varying
periods within 182 days (2015: within 186 days) depending on the
immediate cash requirements of the PCPD, and earn interest at the
respective short-term time deposit rates.
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13. —RER 13. GENERAL RESERVE

2016 2015
R481H At 1 April 13,389,171 13,269,558
HEMEWHEREBA Transfer from statement of comprehensive income (552,734) 119,613
M3H31H At 31 March 12,836,437 13,389,171

R —RFENENEARENEELNR
BEE - —REFHZEREREBA 0 &S
REDEAENLEBEEFELEFYEZH
Ao2z=1 - —RFERAE—RAZE - @
ABRLBEERHBTER - BERUEBE
RENHE LR - B 2BEERERF(H
BT FE B & LUK ER) ©

14. BFFEOAEN & #6BH SR

Thegeneralreserveisestablished to meet operational contingencies
and is transferred from the statement of comprehensive income
with a ceiling at 20% of the PCPD’s annual recurrent subvention.
The general reserve is available for general use and can be spent
at the discretion of the PCPD. Any surplus in excess of the agreed
reserve ceiling should be returned to the Government by way of
offsetting from next year’s subvention.

14. GOVERNMENT SUBVENTION FOR GRATUITY

2016 2015

MR4H1H At 1 April 3,560,974 3,623,715

FRERNEEE Subventions recognised for the year (5,357,889) (4,957,201)

UK Forfeiture 54,851 74,460
2 URBUTRY Gratuity subvention received

RN S FBIRX from Government 5,090,000 4,820,000

M3A31H At 31 March 3,347,936 3,560,974

ERRMEAERLEEESNRE WM<
TEBUF U ER Y FRIE o

15. ERRVHEN &% 0m

This represents funds received from the Government in respect of
gratuity payments to staff of the PCPD.

15. PROVISION FOR STAFF GRATUITY

2016 2015
MR4B81H At 1 April 4,866,315 3,064,751
EAE B EE Provision made 5,357,889 4,957,201
RE)FAFRIERE Unused amounts reversed (54,851) (74,460)
FRAZFHEEE Amount paid during the year (6,842,895) (3,081,177)
M3H31H At 31 March 3,326,458 4,866,315
B REER D Less: current portion (1,486,548) (4,495,413)
IEFENEZR o Non-current portion 1,839,910 370,902

KW EBREREAT XVHZRAEFER
RV B RV A M BN S MRk LAY -

Provision for staff gratuity is established for gratuity payments which
become payable to those employees of the PCPD who complete
their contracts commencing from the date of their employment.
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16. EXHH& 16. CAPITAL SUBVENTION FUND
BERS  EMRE
1EH HH
JREE  Telephone Computer Bi &L HEBEIR
Motor system equipment Accounting Fitting-out #ast
vehicle project projects system works Total
201454818  At1 April 2014 - 35954 146,945 66,142 249,121 498,162
BREAREB & Government capital
subvention 365,520 - - - - 365,520

BAZHKRE Transfer to the statement of
BUWA - LABi¥ ©  comprehensive income as

18. FEHFRA

18. GOVERNMENT FEE RECEIVED IN ADVANCE

2016 2015
MR481H At 1 April 1,550,000 -
E WA E B Fee received from Government 970,000 1,550,000
EREBWANEH Fee recognised as income (168,000) =
FA3A31H At 31 March 2,352,000 1,550,000

TN E AERS R FER OB RHETLRE
EEASHERREMEENER  SETE
ARRERERBHE —FHEEEWER

Government fee received in advance represents fee received
in connection with the provision of consultancy on Privacy
Management Programme to the Government to be provided after

income to match with:

TEXH - Depreciation expense (91,380) (35,705) (145,620) (62,267) (136,473) (471,445)
2015838318 At 31 March 2015 and

20154818 1 April 2015 274,140 249 1,325 3,875 112,648 392,237
BAZEKRE Transfer to the statement of

BUWA - LABi¥ ©  comprehensive income as

income to match with:

EXH - Depreciation expense (121,840) - - (2,868) (68,699) (193,407)

- Hibsz - Other expense - (249)  (1,325) - - (1,574)
#20165E£3A31H At 31 March 2016 152,300 - - 1,007 43,949 197,256

BEXEPE/RISEBIS RS WEUERE
AR EEBTEAEENGRE - A
BFRIERAZHWERBUWA - SIECH IR
ZH -

17. TRAUIAT &) &

The capital subvention fund represents the unutilised balance
of non-recurrent capital subvention from Government received
for special projects. The funds are released to the statement of
comprehensive income as income to match with the related costs.

17. GOVERNMENT SUBVENTION RECEIVED IN ADVANCE

2016 2015
R481H At 1 April 4,273,891 3,261,150
2T Y Additional subvention received
ZEINEBIE from Government 700,000 3,000,000
BREWRANES S Subvention recognised as income (3,003,891) (1,987,259)
A3B31H At 31 March 1,970,000 4,273,891

FEWHFEEERENFS BRI EHNE
HRBMWERNEDE  SEEARRES
HELENPBERAMESZHKRRRERR
WA e

Government subvention received in advance represents subvention
received in connection with various services to be provided after
year end and is deferred and recognised as income in the statement
of comprehensive income on a systematic basis in the same periods
in which the expenses are incurred.

FREEFRBUA © year end and is deferred and recognised as income in the statement
of comprehensive income in the same periods in which the services
are provided.

19. B EHERIE 19. COMMITMENTS UNDER OPERATING LEASES

BERSHR - EAERLBEESREST At the end of the reporting period, the PCPD had future aggregate
BUHEERE - EAE S HENRREE minimum lease payments under non-cancellable operating leases
AESFFREBERNT - in respect of office premises as follows:

2016 2015
THBE—F No later than one year 8,026,000 6,027,000
—FLEERFRA Later than one year and no later than five years 6,689,000 -
14,715,000 6,027,000

PWAEWEEHERHI2F (20155 : 24F) ° Operating leases relate to office premises with lease term of 2 years

(2015: 2 years).
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FEEHEEA C
Data Protection Principles

CEAER (RE) #A)) EEFRERM FRERESEAN) EEAAERSTEHNLERE - IEE
REABEBHAL (BERMEMRE) AEMRRHIZOHNREMEHER - ZERRET S
REAERHWE - R7F - EAUEHESNEELGEBE -

The objective of the Personal Data (Privacy) Ordinance is to protect the privacy rights of a person in relation
to his personal data (Data Subject). A person who collects, holds, processes or uses the data (Data User)
has to follow the six Data Protection Principles (DPPs). The DPPs represent the normative core of the
Ordinance and cover the entire life cycle of a piece of personal data.

BAEH Personal Data

(1) RBEF—BAEMAL  WARBIZALTEHH (1) is the information which relates to a living

ER 2) ERFENEXNSERTZEAYENTT person and can be used to identify that person, (2)

ERRERE - BANKES - SEHEE -~ it - 5 exists in a form in which access to or processing is

MFEIREE A - BENZELCHESEH2ROMRE practicable. Examples of personal data protected

B A& XL by the Ordinance include names, phone numbers,
addresses, identity card numbers, photos, medical
records and employment records.

HHEERE Data User

=EENERE M AREEAAERNKE - F85 - is a person who, either alone or jointly or in common
BRIESEANAL - EMEAAEREEREFREIA - with other persons, controls the collection, holding,
ERMERENEAERBNELE EAEEE - processing or use of the data. The data user is liable

as the principal for the wrongful act of its authorised
data processor.

sk B EIRA

Data Collection Principle
ERMEAEAUESEMAFNEX » REMANE
AEHR HEMEEZEARESUTEHERA -
AUYBHTHA EZEHERNESAREREBAE
RWER  URER TS REBAMEAL -
KWENERZEEREEN  MAEFEE -

Personal data must be collected in a lawful and fair
way, for a purpose directly related to a function/
activity of the data user.

All practicable steps shall be taken to notify the data
subjects of the purpose of data collection, and the
classes of persons to whom the data may be transferred.

Data collected should be necessary but not excessive.

BE&HERREA
Data Security Principle

ERMERERRERIIETITNLR » REEFEAER
TERKEEERBIMNRER - REE - MR - X
HEA o

A data user needs to take practical steps to safeguard

personal data from unauthorised or accidental
access, processing, erasure, loss or use.

HHERERERZRA

Accuracy & Retention Principle
ERMEREARRISAENEAELRIERER &8
NRBEFE A EERESURRENNERAE -
Personal data is accurate and is not kept for a period

longer than is necessary to fulfill the purpose for
which it is used.

NP E

Openness Principle

ERFEAEEARERBERAAERNMNBEERNITSES
X RREFENEAERERIF AR -
A data user must make known to the public its

personal data policies and practices, types of personal
data it holds and how the data is used.

SEAEHEERER
Data Use Principle

AABERRARBRUERLARN B ONEEEREN
B - BRIFGIEHNESABBABEHER -

Personal data is used for the purpose for which the
data is collected or for a directly related purpose,
unless voluntary and explicit consent is obtained
from the data subject.

EREWIERA
Data Access & Correction Principle

ERESAEREREMABAER  SRREH
BAER T2 - BEEREILE -

A data subject must be given access to his personal data
and to make corrections where the data is inaccurate.




BEIABEY — [AEERSE!
Privacy Awareness Week 2015 - “Privacy Matters”

NEWRER LRESOFEHNITEERX

PCPD Examines Online Data Collection Practices Targeting Youngsters

NERETEBLERE R LRI EHANSE
PCPD’s Concern about Posting Video of Students Online

NENMRERRERZILEER
The PCPD’s Study Reveals a Lack of Privacy Awareness among Children

REEERER BIBLT LBRETAIDHER
International Conference on Big Data Highlights the Importance of Embracing Privacy in
the Digital Era

B A &R FABE S A B ENymityInc. B S ¥ ER ATHEEMEEREER
PCPD and Nymity Joint Release Hong Kong Accountability Benchmarking Micro-Study Results

A — BFEAFEFEN+ =B K EFARB#ERIE
Communique - 43rd APPA forum, Hong Kong

FiEc| MBS EAEEHINERFERAEYHEER
New Guidance for the Responsible Collection and Use of Biometric Data

FEEEFF 2B EEZREESNEE
42 Employers Sanctioned for Placing Blind Recruitment Advertisements

—ERNRKEZARUERETZH AR BERTAFRERENIENELR
Excessive and Unfair Collection of Employees’ Fingerprint Data by a Fashion Trading Company for
Monitoring Staff Attendance

REIBEFE R DA B(EHE BT IR EE A H E M
Government Urged to Tighten Control of Public Registers in Era of Big Data

REBRTLIRELEENNERBRIES
Survey Reveals Heightened Public Awareness of Privacy Rights

LEEE[EREAESFHRELRBNER
Privacy Commissioner Advises Cloud Users on Privacy Concerns

LEEESREEERAFEHRELRBAZESR
Privacy Commissioner Provides Advice to Address Smartphone Users’ Privacy Concerns

BAERLBEEEE R LB
Mr Stephen Kai-yi WONG takes office today as the Privacy Commissioner for Personal Data,
Hong Kong

WERERAERNBEAERETRETE SHEBRILBIRGNKEE
The Collection and Use of Personal Data of Voters in Electioneering Activities Must Comply with
the Privacy Ordinance

(#& continued)
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HETBHERRAA/TOFTMIRMAERERX REEAAERNERESEE
Privacy Sweep Spots Concerns over Personal Data Collected by Websites and Apps
Targeting Youngsters

— B ERREHEFRRIEIER B SRR BRI
A Telecommunications Service Provider Convicted of an Offence under the New Direct Marketing
Regulatory Regime

—RBEABREEFREEAEAERMEEHEIKEI
A Company Fined for Using Personal Data in Direct Marketing without Customer’s Consent

BAER (AR BHAZESHKRERELH

New Members of Personal Data (Privacy) Advisory Committee Appointed

NEOREREN  AEFEBERAFIINREAER

Response to Media Enquiries: Personal Data Leakage Involving the Contactless Credit Cards

FEBEE NBEMTH ERZESEHRE David Webb 5t £/ E5F
PCPD Welcomes Administrative Appeals Board’s Decision on Dismissing David Webb’s Appeal Case

— B A 7 E S A RMIE U B SHF1 S R4 B 5K
A Body Check Service Company Fined for the Failure to Comply with an Opt-Out Request

BEEREAERILFARE
Promoting “Respect Personal Data” Culture Across Campus

EEFRBRAETHRETE SLEER (EAER (FABE) &H)) BRE
Candidates of District Council Election Must Comply with the Personal Data (Privacy) Ordinance

MEEERFUZRESHRNWAURER BINEFLRBRE
Privacy Commissioner Urges to Enhance Privacy Protection Measures on Websites and Mobile
Apps Targeting at Children

NEBEBNBNERERER — [HBHIBHE S24EFEE |
PCPD Launches the New TV API — “Stay Smart. Mind Your Digital Footprint”

NEREENEMEZEERIINRAEHRARBREEE
PCPD Initiates Compliance Check on VTech’s Data Leakage Incident

NERN [EHBBIEME SE8EEFRE | KERE
PCPD Stages the “Stay Smart. Mind Your Digital Footprint” Public Education Roadshow

NEF SanrioTown It ERHR Z MBI RARE
PCPD Initiates Investigation into the Security Vulnerability of SanrioTown Website

—BATREAEBAER FMHEAEE RS SR HH SR
An Individual was Convicted and Fined for Providing Personal Data to Another for Use in
Direct Marketing

ABEENMRERE FEREXRETLRERERS
Privacy Commissioner Published Inspection Report to Encourage Travel Service Industry to Adopt
Privacy Management Programme

FAEBREFRIFTS REMNEEEAERBRE
Upward Trend in Privacy Complaints Sees Need for Personal Data Protection and Respect amongst
Individuals and Organisations

BREREBEZESHRERELS

New Members of Standing Committee on Technological Development Appointed
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Airport Authority Hong Kong

Buildings Department

Chief Secretary for Administration’s Office
Construction Industry Council

Correctional Services Department

Education Bureau

Estate Agents Authority
Hong Kong East Cluster, Hospital Authority
Hong Kong Examinations and Assessment Authority

Hong Kong Exchanges and Clearing Limited
Hong Kong Housing Society

Hong Kong Productivity Council
Housing Department

Judiciary

Land Registry

Lands Department
Legislative Council Secretariat

Narcotics Division, Security Bureau
Office of the Communications Authority
Office of the Ombudsman Hong Kong
Hongkong Electric Co., Ltd.

Trade and Industry Department

Urban Renewal Authority

Working Family Allowance Office

FLEE HE#E Private Sector Organisations
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A.S. Watson Industries
AlA International Limited

AIA Pension and Trustee Company Limited

Baguio Green Group Limited

Blue Cross (Asia-Pacific) Insurance Limited
China Resources Property Management Limited
CITIC Securities International Company Limited
CITIC Telecom International CPC Limited

DHL Express (HK) Limited

Goodwell Property Management Limited

Hang Lung Properties Limited

Hong Kong Baptist Hospital

Hong Kong Financial Services Institute

Hong Kong Monetary Authority
Hong Kong Sanatorium & Hospital
Hopewell Holdings Limited

Hysan Development Company Limited

Kai Shing Management Services Limited
Kaplan, Inc.
Knorr-Bremse Asia Pacific (Holding) Ltd.

Nan Fung Development Limited

Samsung Electronics Hong Kong Company Limited

Sanfield (Management) Limited

Shanghai Commercial Bank Limited
SmarTone Mobile Communications Limited
Sun Hung Kai Properties Limited

The Bank of Tokyo-Mitsubishi UFJ, Limited
The Chinese Banks’ Association Limited

The Dairy Farm Company, Limited

The Hong Kong Academy for Gifted Education

The Jardine Engineering Corporation, Limited
Union Hospital

United Asia Finance Limited

Zurich Insurance (Hong Kong)
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Organisations listed in alphabetical order

Boys’ & Girls’ Clubs Association of Hong Kong
Christian Family Service Centre

Clearwater Bay Golf & Country Club

Helping Hand

Hong Kong Girl Guides Association

Hong Kong Rehabilitation Power

Hong Kong Society for the Aged

Ladies’ Recreation Club

Salvation Army

Tung Wah Group of Hospitals

Chinese University of Hong Kong
HKU School of Professional and Continuing Education

Hong Kong Baptist University

Hong Kong Community College of the
Hong Kong Polytechnic University

Hong Kong Institute of Vocational Education
(Chai Wan)

Hong Kong Institute of Vocational Education
(Lee Wai Lee)

Hong Kong Institute of Vocational Education
(Shatin)

Hong Kong Institute of Vocational Education
(Tsing Yi)

Hong Kong Polytechnic University

Hong Kong Tang King Po College

Institute for Entrepreneurship of the
Hong Kong Polytechnic University

Lingnan University

Marymount Secondary School

Pui Shing Catholic Secondary School
Youth College (Kwai Fong)
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Buddhist Hung Sean Chau Memorial College
Buddhist Sum Heung Lam Memorial College
Buddhist Tai Hung College

Buddhist Wong Wan Tin College

Caritas Yuen Long Chan Chun Ha Secondary School
Carmel Bunnan Tong Memorial Secondary School
Carmel Divine Grace Foundation Secondary School
CCC Chuen Yuen College

CCC Fong Yun Wah Secondary School

CCC Kei San Secondary School

CCC Ming Kei College

CCC Ming Yin College

CCC Tam Lee Lai Fun Memorial Secondary School
Ching Chung Hau Po Woon Secondary School

Chiu Lut Sau Memorial Secondary School

Christian Alliance Cheng Wing Gee College
Christian Alliance S C Chan Memorial College
Chung Sing Benevolent Society Mrs Aw Boon Haw Secondary School
Clementi Secondary School

CMA Choi Cheung Kok Secondary School

CNEC Christian College

Confucian Tai Shing Ho Kwok Pui Chun College
CUHK FAA Chan Chun Ha Secondary School

CUHK FAA Thomas Cheung Secondary School

Cumberland Presbyterian Church Yao Dao Secondary School
Daughters of Mary Help of Christians Siu Ming Catholic Secondary School
Diocesan Girls’ School

ELCHK Lutheran Secondary School

FDBWA Szeto Ho Secondary School

Heung To Middle School

HKSYC&IA Wong Tai Shan Memorial College

Immaculate Heart of Mary College

Ju Ching Chu Secondary School (Kwai Chung)

King's College
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Kowloon Tong School (Secondary Section)
Kwun Tong Maryknoll College

Lai King Catholic Secondary School

Lingnan Hang Yee Memorial Secondary School
Lingnan Secondary School

Lui Cheung Kwong Lutheran College

Ma On Shan St. Joseph’s Secondary School

Ma On Shan Tsung Tsin Secondary School

Man Kiu College

Methodist College

Munsang College

N.T. Heung Yee Kuk Yuen Long District Secondary School
Ning Po No.2 College

Our Lady of the Rosary College

Our Lady’s College

PAOC Ka Chi Secondary School

Pentecostal School

Po Leung Kuk Celine Ho Yam Tong College

Po Leung Kuk Centenary Li Shiu Chung Memorial College
Po Leung Kuk Ho Yuk Ching (1984) College

Po Leung Kuk Laws Foundation College

Po Leung Kuk Mrs Ma Kam Ming-Cheung Fook Sien College
Po Leung Kuk Tong Nai Kan Junior Secondary College
Po Leung Kuk Yao Ling Sun College

Pope Paul VI College

Pui Kiu College

Pui Shing Catholic Secondary School

Queen Elizabeth School

Raimondi College

S.KH. All Saints’ Middle School

S.K.H. Bishop Baker Secondary School

S.K.H. Kei Hau Secondary School

S.KH. Li Fook Hing Secondary School

S.K.H. Li Ping Secondary School

S.T.F.A. Cheng Yu Tung Secondary School
S.T.F.A. Lee Shau Kee College

S.W.C.S. Chan Pak Sha School

Salesian English School

San Wui Commercial Society Secondary School
Sha Tin Methodist College

Shek Lei Catholic Secondary School
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Shun Tak Fraternal Association Yung Yau College
Sing Yin Secondary School

Society of Boys’ Centres Hui Chung Sing Memorial School
St. Clare’s Girls’ School

St. Francis Xavier's College

St. Paul’s School (Lam Tin)

St. Rose of Lima’s College

St. Stephen’s College

T.W.G.Hs C Y Ma Memorial College

T.W.G.Hs Chen Zao Men College

T.W.G.Hs Kwok Yat Wai College

T.W.G.Hs Li Ka Shing College

T.W.G.Hs Lo Kon Ting Memorial College

T.W.G.Hs Lui Yun Choy Memorial College
T.W.G.Hs Mrs Fung Wong Fung Ting College
T.W.G.Hs S C Gaw Memorial College

T.W.G.Hs Sun Hoi Directors’ College

T.W.G.Hs Wong Fut Nam College

Tak Nga Secondary School

The Association of Directors and Former Directors of
Pok Oi Hospital Limited Leung Sing Tak College

The HKCCCU Logos Academy

The Hong Kong Management Association K'S Lo College
The Methodist Lee Wai Lee College

True Light Girls’ College

Tsang Pik Shan Secondary School

Tsuen Wan Government Secondary School

Tuen Mun Government Secondary School

Wa Ying College

Wah Yan College, Kowloon

Wong Shiu Chi Secondary School

Yan Chai Hospital Lan Chi Pat Memorial Secondary School
Yan Chai Hospital Law Chan Chor Si College

Yan Chai Hospital Lim Por Yen Secondary School

Yu Chun Keung Memorial College

Yuen Long Catholic Secondary School

Yuen Long Merchants Association Secondary School





