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(©)

(d)

STORES AND PROCUREMENT REGULATIONS

Departments should follow the provisions set out in (b) - () below in
the procurement of services with a value not exceeding the financial
limits stated in SPR 220(a) and consultancy services with a value not
exceeding $500,000, which cannot be undertaken by Government
departments or for which a Government contract does not exist.

For procuring services with a value not exceeding $20,000,
departments must approach more than ome contractor for quotations
and accept the lowest offer to specification. A department may accept
a higher offer provided that the Controlling Officer or an officer
specially delegated by him to order the service considers that the rates
quoted are reasonable, and certifies this on file.

For procuring services with a value exceeding $20,000 but not
exceeding $1,000,000 in respect of construction and engineering works
and $500,000 in respect of consultancy and other services, departments
must obtain written quotations from not less than five contractors and
accept the lowest offer to specification, Departments should designate
officers of not lower than the rank of Executive Officer I/Assistant
Supplies Officer or equivalent to handle the selection of contractors
and to contact them for written quotations, and to record on file the

particulars such as the names of the contractors contacted and the
reasons for their selection.

In cases where it is not possible to identify a sufficient number of
contractors to obtain the minimum number of quotations: required, an
officer of not less than two ranks higher than an Executive
Officer II/Assistant Supplies Officer or equivalent should approve the
issue of invitations to contractors. The officer will then make a brief
explanatory note on file for record purposes.
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0

Where written quotations are invited, departments should ask
contractors to return the quotations in sealed envelopes by a specified
time. A quotation opening team comprising two members, with the
team leader at a rank not lower than that of  Executive
Officer II/Assistant Supplies Officer or equivalent, will open the
envelopes, date-stamp and initial the quotations.

In cases where a higher offer is to be accepted or less than the
minimum number of quotations are received, the officer acceptlng the
selected offer must be of a rank of D2 or above.
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STQRES AND PROCUREMENT REGULATIONS

In cases where a higher offer is to be accepted or less than five written

quotations are received, officers at the following levels should approve the
acceptance of the offer —

(i)

(i)

Value of the Purchase

not exceeding 20% of the financial
limits set out in

SPR 220(a)(i)

SPR 220(a)(iii) and 222

not exceeding 50% of the financial
limits set out in

SPR 220(a)(ii)

SPR 220(a)(iii) and 222

up to the financial limits set out in

SPR 220(a)(ii)

SPR 220(a)(iii) and 222

Approving Officer
(not lower than the rank of)

Senior Engineer or equivalent

Senior Supplies Officer/Senior
Executive Officer or equivalent

Chief Engineer or equivalent

Chief Supplies Officer/Chief
Executive Officer or equivalent

Government
equivalent

Engineer or

D1 or equivalent
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Ref: (95) in IPCC/CR/3/515/87 Independent Police

Complaints Council

20 August 1998

IPCC Secretariat Internal Circular No. 33/98

Departmental Security Instructions

In view of the large number of CAPO case files and investigation
reports, which are generally of a sensitive nature, handled by the IPCC
Secretariat, it is imperative that the security of these documents/information
should be duly protected to guard against unauthorised disclosure. This
circular sets out for information and compliance the security arrangements for
the IPCC Secretariat, and the procedures to be followed by staff who are
required to handle classified documents. For the purpose of this circular, the
word "classified" is used to describe information which is graded Restricted and
Confidential, as the bulk of documents handled by the IPCC Secretariat are of a
Restricted or Confidential nature. In the event that Secret or Top Secret

documents need to be handled, the relevant provisions in the Security
Regulations are to be observed.

Personal Responsibility

2. It is an offence under the Official Secrets Ordinance for a
Government~servant to fail to take reasonable care of, or to conduct himself so
as to endanger the security of any document or information, classified or

unclassified, entrusted to his care.

3. All officers should take reasonable care to safeguard at all times
the security of the office and any office property and documents in their care.
They are advised not to leave their personal belongings unattended even during

office hours. As far as possible, personal belongings should be locked in the
pedestals. '



Opening and Closing of the Office

4. The Office Assistants are -assigned to perform, among others, the
following duties :-

a) To open the office doors at 0800 hrs. and to lock them
up at 1830 hrs during weekdays, and at 0830 hrs and

1230 hrs respectively on Saturdays, or earlier/later as
necessary;

b) To open the roller shutters at 0845 hrs and to close
them at 1715 hrs during weekdays, and at 0900 hrs
and 1200 hrs respectively on Saturdays, or
earlier/later as necessary;

c) to perform reception duties at the Reception Counter
and to answer simple enquiries; and

d) before locking up the office doors, to inspect the
whole office to ensure that the exit doors have been
locked, all lights and electrical appliances (except for
refrigerators, servers and facsimile machines) have
been switched off, and all filing cabinets or rooms
have been locked.

Departmental Security Officer

5. Senior Assistant Secretary (Planning and Support) (Tel : 2862
8208) is designated as the Departmental Security Officer to assist
Secretary/IPCC in overseeing the security arrangements for the protection' of
personnel, properties, documents and information, in particular the classified
documents and information, kept by the IPCC Secretariat.

Incoming Classified Documents

6. Other than personal documents addressed by name in an officer's
private capacity which will be handed directly to the addressees, all incoming
classified document/letters will be opened and inserted on relevant files as
quickly as possible by the Clerical Officer or Personal Secretary II for
transmission to the subject officers concerned for action/information. All
incoming classified documents must be date-stamped on receipt.
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7. When a document classified Confidential or above is received, the
Clerical Officer or Personal Secretary II will examine the envelope and check
that the seals are intact before the receipt is signed. If there are any signs that
the envelope has been tampered with, he or she must report at once to the

Executive Officer (Administration), who will inform the Departmental Security
Officer for his further action/instruction.

8. Personal Secretary II will maintain a register recording the receipt
of all documents classified Confidential and above, the subject matters, date and
office of origin, and reference numbers of the subject files. She will also

maintain an up-to-date record of the whereabouts of all files which contain
documents classified Confidential and above.

Regrading of Documents

9. On receipt of an incoming document, the subject officer(s) should
scrutinise its contents to assess whether the classification is appropriate. If

necessary, the subject officer(s) will upgrade or downgrade the classification.
In case of doubt, they should consult their Supervisors.

10. When regrading a document, the old classification must be deleted
in ink and the new one marked on the document. The amendment must be
signed and dated by the responsible officer.

11. Conversely, with the passage of time, information may cease to
warrant a high classification. The responsible officers should downgrade the
related files/documents to avoid over-classification. If it is intended that

information will be classified only for a short period of time, the 'Temporary’
classification should be used.

Transmission of Classified Documents within the IPCC Secretariat

12. Restricted documents are despatched by the Office Assistants
while Confidential documents may only be despatched by the Personal

Secretary II, the Clerical Officer/respective Assistant Clerical Officer and the
subject officers concerned. '

Outgoing Classified Documents

13. All classified documents will be typed by Personal Segretary II or
Clerical Assistants, as appropriate. The Personal Secretary II or Clerical
Officer/Assistant Clerical Officers will seal the envelopes in accordance with
Security Regulations 213 and arrange for the despatch of such correspondence.



14. Restricted documents can be sent by fax if the sender notifies the
receiver beforehand and ensures that the documents are not diverted on the way.
For Confidential documents, transmission by fax must be made through a
special equipment (encryption equipment). However, as the IPCC Secretariat

does not have such an equipment, government R & D service or personal
delivery should be used.

15. Any officer delivering a document classified Confidential or above
must obtain a signed receipt from the recipient.

Safe Keeping of Classified Documents

16. Prior to leaving the office, all officers should check that classified

documents in their care are properly stored. They should also comply with the
following :-

a) confidential documents must be kept in a steel filing
cabinet fitted with a locking bar and padlock;

b) restricted documents must be kept either in a locked
steel filing cabinet, or in an office which is locked up
after office hours and to which members of the public
do not have access; and

c) classified documents and the keys to cabinets in
which classified documents are kept must NOT be
left in pedestals, even if the pedestals are locked.

17. Every effort should be made to ensure that persons entering the
office of the IPCC Secretariat will not be allowed sight of classified documents
unless they are entitled to see them and have a definite "need to know".
Particular care should be taken when messengers, cleaners etc. enter the office.

18. All materials used in the production of a confidential document,
from which the contents of such document could be obtained must receive the
same degree of protection as the document itself. Examples are shorthand
books, carbon paper, typewriter ribbons, floppy disks, etc. Officers concerned

should dispose of them in a proper manner and arrange for them to be shredded
or stored under secure conditions as appropriate.



19. Where classified correspondence is typed using the computer or
with the aid of memory function of an electronic typewriter, Personal Secretary
IT or Clerical Assistants should arrange to clear the correspondence from the

memory of the machines as soon as possible, or keep the floppy disks in a
proper place.

Security Inspection

20. The Departmental Security Officer will check the confidential files
at least once every six months on the first working day in January and July each
year. Records of the results of these inspections should be maintained

Taking Documents Qut of the Office

21. Staff are advised not to take classified documents home since it
involves the risk that the documents may be mislaid or lost. Where an officer

is required to take classified documents home, he should consult the
Departmental Security Officer.

Copying of Classified Documents

22. Officers handling classified documents are reminded that copying
of classified documents should be kept to the minimum.

23. If an officer wishes to reproduce a document classified
Confidential and above, he should approach the Clerical Officer or Personal
Secretary II for assistance. A register will be maintained near the photocopier
giving details of the reproduction of such documents. The original document
will also be endorsed with the number of copies made and the signature of the
authorising officer. The Departmental Security Officer will inspect the
register during the regular security inspection.

24. Reproduced copies of classified documents must be clearly
stamped top and bottom with the appropriate classification.

Destruction

25. To make good use of the paper shredder for destruction of
classified waste material suitable for shredding, such waste material should be

handed to the Executive Officer (Administration) for disposal, as and when
necessary.



Security keys

26. Keys to the various key locks used for the protection of documents
classified Confidential and above must be safeguarded at all times. They must
not be left in the lock where an unauthorised person might have access to them.
Officers are personally responsible for the safe custody of such keys and must
take all necessary precaution to prevent them from being stolen or copied.

27. If any key is lost or stolen, this must be reported immediately to the
Executive Officer (Administration) who will arrange for the replacement of the
lock and advise the Departmental Security Officer for his further action. Keys
must not be marked or labelled in such a way that they can be identified, as this

increases the risk of the thief or finder making use of the key before the theft is
discovered. '

28. Any enquiries arising from this circular should be addressed to the
Departmental Security Officer in the first instance.

29. This circular will be re-circulated to you every other six months.

( )
Secretary,

Independent Police Complaints Council

Circulation

All IPCC Secretariat staff

c.c. IPCC5/13 (1)
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