LC Paper No. CB(2)1054/2024

Legislative Council
Panel on Security
Minutes of meeting

Date : Tuesday, 2 July 2024
Time : 2:30 pm
Venue - Conference Room 3 of the

Legislative Council Complex

Attendance

The attendance of Members, public officers, and of the Clerk and staff is in
Appendix 1.

(The verbatim record of proceedings is in Appendix 2.)
l. Information paper(s) issued since last meeting

One information paper (LC Paper No. CB(2)936/2024(01)) had been
Issued to the Panel since the last meeting. The Panel noted that no views had
been received on the proposed amendments to the subsidiary legislation as set out
in the above information paper.

. Items for discussion at the next meeting

2. The Panel agreed to discuss the following items at the next regular meeting
scheduled for Tuesday, 8 October 2024

(@) Operation of land boundary control points and latest progress of
redevelopment projects; and

(b)  Application of innovation and technology to enhance effectiveness
of firefighting and rescue strategies.

I11.  Proposed legislative framework to enhance protection of the
computer systems of critical infrastructure

3. The Administration briefed the Panel on the proposed legislative
framework for enhancing protection of computer systems of critical
infrastructures (“Cls”). The proposed legislative framework sought to provide
for the statutory obligations to be fulfilled by CI operators (“CI10s”) so that they
would take appropriate measures to strengthen the security of the relevant
computer systems and minimize the chance of essential services being disrupted
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or compromised due to cyberattacks, thereby enhancing the overall computer
system security in Hong Kong.

4. The Panel deliberated on the item and the Administration responded to
Members’ views and enquiries. Members who spoke included (in speaking
order): Mr LAM San-keung, Ir CHAN Siu-hung, Mr Benson LUK,
Mr Duncan CHIU, Dr Johnny NG, Mr LAI Tung-kwok, Mr CHAN Pui-leung,
Mr  Michael TIEN, Ir LEE Chun-keung, Dr CHOW Man-kong,
Ms Elizabeth QUAT, Mr YIU Pak-leung, Mr MA Fung-kwok, Mr TANG Ka-piu,
Ms Maggie CHAN and Ms Carmen KAN (Deputy Chairman).

Follow-up actions

5. Members were generally supportive of the proposed legislative
framework and expressed views on following issues: the proposed scope of CIOs
and critical computer systems, the division and coordination of regulatory
obligations between the proposed Commissioner’s Office under the Security
Bureau and other existing statutory sector regulators; the legal liabilities to be
borne by the involved staff members of the regulated operators and third-party
service providers; the deterrent effect of the penalties for the proposed offences;
and how the proposed framework would achieve technological neutrality. They
also enquired about the implementation details of the proposed legislative
framework, including the composition of the proposed appeal board and
Commissioner’s Office; ways to ensure that the identity of individual Cl1Os would
not be disclosed; the compliance standards for the computer security risk
assessments and independent computer system security audits; and the supply of
competent computer security personnel. There was a suggestion that the
Administration could consider establishing a list of recognized service providers
for computer system security audits to help the regulated operators fulfil their
statutory obligations. The Administration advised that it would invite views
from the relevant sectors on the proposed legislative framework and would
finalize the legislative proposals taking into account the views of Members and
the sectors, with a view to introducing the relevant bill into the Legislative Council
for consideration by the end of 2024.

IV.  Progress report on the second phase opening-up of Sha Tau Kok

6. The Administration briefed the Panel on the implementation progress of
the second phase of the Sha Tau Kok (“STK”) opening-up plan which had been
launched since 1 January 2024 and the next steps to promote effective
implementation of the above plan.

7. The Panel deliberated on the item and the Administration responded to
Members’ views and enquiries. Members who spoke included (in speaking
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order): Dr Johnny NG, Mr YU Pak-leung, Mr LAI Tung-kwok, Mr Benson LUK
and Ms Carmen KAN (Deputy Chairman).

Follow-up actions

8. Members complimented the Administration on its efforts made in
gradually opening up the STK Frontier Closed Area (“FCA”) and enhancing the
related tourism supporting services and facilities to provide impetus for the
cultural and eco-tourism development of STK and nearby outlying islands.
They expressed concern about the quotas of visitors, as well asavailability of
various public transport services and parking spaces to meet the relevant demand,
and urged the Administration to, taking the opportunity of reprovisioning the
Chung Ying Street Checkpoint and exploring the introduction of facial
recognition technology to realize a contactless channel, actively promote the
opening up of the Chung Ying Street CFA, which was of great historical
significance, for visitors (or at least tour group visitors). In response to the
Central Government’s proposal to increase from July 2024 the duty-free
allowance for luggage articles brought into the Mainland from Hong Kong by
visitors who were Mainland residents, Members suggested that the
Administration explore with the Shenzhen Municipal Government the
development opportunities of tourism consumption between the two places at the
redeveloped STK Boundary Control Point. The Administration advised that the
Security Bureau would continue to exchange views with the Shenzhen side on the
redevelopment of the STK Boundary Control Point, and fully support the Culture,
Sports and Tourism Bureau in examining the establishment and development of
the STK Cultural and Tourism Zone with the Mainland authorities.

V. Any other business
9. There being no other business, the meeting ended at 4:29 pm.
Council Business Divisions

Leqislative Council Secretariat
18 July 2024




Appendix 1

Legislative Council
Panel on Security

Meeting
Date - Tuesday, 2 July 2024
Time : 2:30 pm
Venue Conference Room 3 of the

Legislative Council Complex

Attendance
Present (Panel members)

Hon CHAN Hak-kan, SBS, JP (Chairman)
Hon Carmen KAN Wai-mun, JP (Deputy Chairman)
Hon Paul TSE Wai-chun, JP

Hon MA Fung-kwok, GBS, JP

Hon Elizabeth QUAT, SBS, JP

Hon Dominic LEE Tsz-king

Ir Hon LEE Chun-keung, JP

Dr Hon Johnny NG Kit-chong, MH, JP

Dr Hon CHOW Man-kong, JP

Hon LAM San-keung, JP

Hon YIU Pak-leung, MH, JP

Hon CHAN Pui-leung

Hon Maggie CHAN Man-ki, MH, JP

Hon Joephy CHAN Wing-yan

Hon Benson LUK Hon-man

Dr Hon Kennedy WONG Ying-ho, BBS, JP
Hon Edmund WONG Chun-sek

Hon TANG Ka-piu, BBS, JP

Hon LAI Tung-kwok, GBS, IDSM, JP

Hon SHANG Hailong

In attendance (Non-Panel members)

Hon Michael TIEN Puk-sun, BBS, JP
Hon Duncan CHIU

Ir Hon CHAN Siu-hung, JP

Hon Adrian Pedro HO King-hong



Public Officers attending

Agenda item 111

Mr TANG Ping-keung, GBS, PDSM, JP
Secretary for Security

Miss Vega WONG Sau-wali
Deputy Secretary for Security 1

Ms Sandy CHEUNG Pui-shan
Principal Assistant Secretary (Security) E

Mr Daniel CHEUNG Yee-wai

Assistant Government Chief Information Officer (Cyber Security and Digital Identity)
Office of the Government Chief Information Officer, Innovation, Technology and
Industry Bureau

Mr Raymond LAM Cheuk-ho
Chief Superintendent of Police, Cyber Security and Technology Crime Bureau
Hong Kong Police Force

Agenda item 1V

Mr Michael CHEUK Hau-yip, PDSM, JP
Under Secretary for Security

Ms Jenny CHAN Wai-man
Principal Assistant Secretary (Security) A

Mr Alan LAU King-lun
District Commander (Border)
Hong Kong Police Force

Clerk in attendance

Ms Maisie LAM, Chief Council Secretary (2)2

Staff in attendance

Miss Joyce CHAN, Senior Assistant Legal Adviser 2
Mr lvan CHEUNG, Senior Council Secretary (2)4
Ms Karena LUK, Council Secretary (2)4

Ms Kiwi NG, Legislative Assistant (2)1
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